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Abstract
The paper studies how to release data about a criti-
cal infrastructure network (e.g., a power network or
a transportation network) without disclosing sensi-
tive information that can be exploited by malevo-
lent agents, while preserving the realism of the net-
work. It proposes a novel obfuscation mechanism
that combines several privacy-preserving building
blocks with a bi-level optimization model to signif-
icantly improve accuracy. The obfuscation is evalu-
ated for both realism and privacy properties on real
energy and transportation networks. Experimental
results show the obfuscation mechanism substan-
tially reduces the potential damage of an attack ex-
ploiting the released data to harm the real network.

1 Introduction
Critical Infrastructure Networks (CINs), such as electrical
power grids and public transportation networks, rely on the
tight interaction of cyber and physical components. They
play crucial roles in ensuring social and economic stability,
and their operations require advanced machine-learning and
optimization algorithms. For instance, power network opera-
tions perform a power flow computation every few minutes.

Research on CINs is highly dependent on the availability
of realistic test cases. However, the release of such datasets
is challenging due to privacy and national security concerns.
For instance, the electrical load of an industrial customer may
indirectly reveal sensitive information on its production lev-
els and strategic investments. Similarly, the ability to link the
physical and cyber locations of power generators can be used
to launch coordinated attacks on cyber-physical facilities, sig-
nificantly damaging the targeted network.

To mitigate these concerns, this paper develops an obfusca-
tion mechanism based on Differential Privacy (DP) [Dwork
et al., 2006], a robust framework that bounds the privacy
risks associated with answering sensitive queries or releas-
ing datasets. A DP algorithm introduces carefully calibrated
noise to the data to prevent the disclosure of sensitive infor-
mation. It is immune to linkage attacks–attacks in which one
exploits auxiliary data to expose sensitive information.

However, DP faces significant challenges when the result-
ing privacy-preserving datasets are used as inputs to complex
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<latexit sha1_base64="eAkgrkCYxysdeZvveizVSvTBmqI=">AAACHXicbVDLSgNBEOz1GeMr6tHLYBQUJOx60WPAi8cEzAOyIcxOOsngzO4yMxsIy/6AP+EveNW7N/Eq3sSTn+HkcdDEgoaiqpvuriAWXBvX/XCWlldW19ZzG/nNre2d3cLefl1HiWJYY5GIVDOgGgUPsWa4EdiMFVIZCGwEd9djvzFEpXkU3ppRjG1J+yHvcUaNlTqF41PfcNHF1A9k6qMQWXZOfknDLDvLdwpFt+ROQBaJNyPFMql+fwJApVP48rsRSySGhgmqdctzY9NOqTKcCczyfqIxpuyO9rFlaUgl6nY6+SYjJ1bpkl6kbIWGTNTfEymVWo9kYDslNQM9743Ff71Azm02vat2ysM4MRiy6eJeIoiJyDgq0uUKmREjSyhT3N5O2IAqyowNdByKNx/BIqlflDy35FVtOmWYIgeHcASn4MEllOEGKlADBvfwCE/w7Dw4L86r8zZtXXJmMwfwB877DyAXpPQ=</latexit><latexit sha1_base64="clEfxC9cuJaaH7AizP6Z29wnrPI=">AAACHXicbVDLSgNBEJyNj8T4inr0MhiFCBJ2BdFjwIvHBMwDsiHMTjrJkJndZWY2EJb9AX/CX/Cqd2/iVbx6ED/D2SSHmFjQUFR1093lhZwpbdufVmZtfWMzm9vKb+/s7u0XDg4bKogkhToNeCBbHlHAmQ91zTSHViiBCI9D0xvdpn5zDFKxwL/XkxA6ggx81meUaCN1C6clVzPeg9j1ROwC50lygRekcZKc57uFol22p8CrxJmTYgXXfr5z2atqt/Dl9gIaCfA15USptmOHuhMTqRnlkOTdSEFI6IgMoG2oTwSoTjz9JsFnRunhfiBN+RpP1cWJmAilJsIznYLooVr2UvFfzxNLm3X/phMzP4w0+HS2uB9xrAOcRoV7TALVfGIIoZKZ2zEdEkmoNoGmoTjLEaySxmXZsctOzaRTQTPk0DE6QSXkoGtUQXeoiuqIogf0hJ7Ri/VovVpv1vusNWPNZ47QH1gfv4dypT4=</latexit><latexit sha1_base64="clEfxC9cuJaaH7AizP6Z29wnrPI=">AAACHXicbVDLSgNBEJyNj8T4inr0MhiFCBJ2BdFjwIvHBMwDsiHMTjrJkJndZWY2EJb9AX/CX/Cqd2/iVbx6ED/D2SSHmFjQUFR1093lhZwpbdufVmZtfWMzm9vKb+/s7u0XDg4bKogkhToNeCBbHlHAmQ91zTSHViiBCI9D0xvdpn5zDFKxwL/XkxA6ggx81meUaCN1C6clVzPeg9j1ROwC50lygRekcZKc57uFol22p8CrxJmTYgXXfr5z2atqt/Dl9gIaCfA15USptmOHuhMTqRnlkOTdSEFI6IgMoG2oTwSoTjz9JsFnRunhfiBN+RpP1cWJmAilJsIznYLooVr2UvFfzxNLm3X/phMzP4w0+HS2uB9xrAOcRoV7TALVfGIIoZKZ2zEdEkmoNoGmoTjLEaySxmXZsctOzaRTQTPk0DE6QSXkoGtUQXeoiuqIogf0hJ7Ri/VovVpv1vusNWPNZ47QH1gfv4dypT4=</latexit><latexit sha1_base64="fySisqNRlcITvkiBD59nAKHkHBc=">AAACHXicbVDLSsNAFJ3UV62vqEs3g1WoICVxo8uCG5cV7AOaUCaTm3boTBJmJoUS8gP+hL/gVvfuxK249UtM2iy09cCFwzn3cu89XsyZ0pb1ZVTW1jc2t6rbtZ3dvf0D8/Coq6JEUujQiEey7xEFnIXQ0Uxz6McSiPA49LzJbeH3piAVi8IHPYvBFWQUsoBRonNpaJ41HM24D6njidQBzrPsEv+Spll2URuadatpzYFXiV2SOirRHprfjh/RRECoKSdKDWwr1m5KpGaUQ1ZzEgUxoRMygkFOQyJAuen8mwyf54qPg0jmFWo8V39PpEQoNRNe3imIHqtlrxD/9TyxtFkHN27KwjjRENLF4iDhWEe4iAr7TALVfJYTQiXLb8d0TCShOg+0CMVejmCVdK+attW07616q1XGU0Un6BQ1kI2uUQvdoTbqIIoe0TN6Qa/Gk/FmvBsfi9aKUc4coz8wPn8Aosmiew==</latexit>

( ˜̀, v̇)
<latexit sha1_base64="Q6JPLbTeYVREDzvkmC8Ew/6Ukgw=">AAACG3icbVA9SwNBEJ3zM8avqKXNkiAoSLiz0TJgY2nAaMALYW8z0cXdu2N3TgjH9f4J/4Kt9nZia2EnVv4MNx+FRh8MPN6b2dl5UaqkJd9/92Zm5+YXFktL5eWV1bX1ysbmuU0yI7AlEpWYdsQtKhljiyQpbKcGuY4UXkQ3x0P/4haNlUl8RoMUO5pfxbIvBScndSvV3ZCk6mEeRjoPUami2GdhL6GRcFsUe+VupebX/RHYXxJMSK3Bml8fAHDarXy6B0SmMSahuLWXgZ9SJ+eGpFBYlMPMYsrFDb/CS0djrtF28tEtBdtxSo/1E+MqJjZSf07kXFs70JHr1Jyu7bQ3FP/1Ij21mfpHnVzGaUYYi/HifqYYJWwYFOtJg4LUwBEujHR/Z+KaGy7IxTkMJZiO4C85P6gHfj1ounQaMEYJtqEKuxDAITTgBE6hBQLu4AEe4cm79569F+913DrjTWa24Be8t296D6QV</latexit><latexit sha1_base64="i3ha2d23FJpDCC4kmUgj62HM318=">AAACG3icbVA9SwNBEN3zM8avqKXNYhAiSLgTRMuAjWUC5gO8EPb2Jrq4e3fszgnhuN4/4V+w1d5ObC1sLcSf4V6SQqMPBh7vzezsvCCRwqDrvjtz8wuLS8ullfLq2vrGZmVru2PiVHNo81jGuhcwA1JE0EaBEnqJBqYCCd3g5qzwu7egjYijCxwl0FfsKhJDwRlaaVDZq/koZAiZH6jMBynz/JD6YYxj4TbPD8qDStWtu2PQv8SbkmqDtr4+S8vHzUHlwz7AUwURcsmMufTcBPsZ0yi4hLzspwYSxm/YFVxaGjEFpp+Nb8npvlVCOoy1rQjpWP05kTFlzEgFtlMxvDazXiH+6wVqZjMOT/uZiJIUIeKTxcNUUoxpERQNhQaOcmQJ41rYv1N+zTTjaOMsQvFmI/hLOkd1z617LZtOg0xQIrtkj9SIR05Ig5yTJmkTTu7IA3kkT8698+y8OK+T1jlnOrNDfsF5+wbhaqRf</latexit><latexit sha1_base64="i3ha2d23FJpDCC4kmUgj62HM318=">AAACG3icbVA9SwNBEN3zM8avqKXNYhAiSLgTRMuAjWUC5gO8EPb2Jrq4e3fszgnhuN4/4V+w1d5ObC1sLcSf4V6SQqMPBh7vzezsvCCRwqDrvjtz8wuLS8ullfLq2vrGZmVru2PiVHNo81jGuhcwA1JE0EaBEnqJBqYCCd3g5qzwu7egjYijCxwl0FfsKhJDwRlaaVDZq/koZAiZH6jMBynz/JD6YYxj4TbPD8qDStWtu2PQv8SbkmqDtr4+S8vHzUHlwz7AUwURcsmMufTcBPsZ0yi4hLzspwYSxm/YFVxaGjEFpp+Nb8npvlVCOoy1rQjpWP05kTFlzEgFtlMxvDazXiH+6wVqZjMOT/uZiJIUIeKTxcNUUoxpERQNhQaOcmQJ41rYv1N+zTTjaOMsQvFmI/hLOkd1z617LZtOg0xQIrtkj9SIR05Ig5yTJmkTTu7IA3kkT8698+y8OK+T1jlnOrNDfsF5+wbhaqRf</latexit><latexit sha1_base64="Dq7OK1qaBmr2LBqhJgJ99J3429c=">AAACG3icbVC7SgNBFJ2NrxhfUUubIUGIIGHXRsuAjWUE84BsCLOTm2TIzO4yczcQlu39CX/BVns7sbWw9UucPApNPHDhcM69c+eeIJbCoOt+ObmNza3tnfxuYW//4PCoeHzSNFGiOTR4JCPdDpgBKUJooEAJ7VgDU4GEVjC+nfmtCWgjovABpzF0FRuGYiA4Qyv1iqWKj0L2IfUDlfogZZZdUr8f4VyYZNlFoVcsu1V3DrpOvCUpkyXqveK3fYAnCkLkkhnT8dwYuynTKLiErOAnBmLGx2wIHUtDpsB00/ktGT23Sp8OIm0rRDpXf0+kTBkzVYHtVAxHZtWbif96gVrZjIObbirCOEEI+WLxIJEUIzoLivaFBo5yagnjWti/Uz5imnG0cc5C8VYjWCfNq6rnVr17t1yrLePJkzNSIhXikWtSI3ekThqEk0fyTF7Iq/PkvDnvzseiNecsZ07JHzifP/zBoZw=</latexit>

(`,v)
<latexit sha1_base64="7On1djvIwve/bRGzoG4hXsD+vNk=">AAACDXicbZDLSsNAFIZPvNZ6i5edm8EiVJCSuNFlwY3LFuwF2lAm00k7dCYJM5NCDXkGX8Gt7t2JW5/BnbjyMZy0XWjrDwc+/nMO5/D7MWdKO86HtbK6tr6xWdgqbu/s7u3bB4dNFSWS0AaJeCTbPlaUs5A2NNOctmNJsfA5bfmjm7zfGlOpWBTe6UlMPYEHIQsYwdpYPfu43PVF2qWcZxcox3F2XuzZJafiTIWWwZ1DqYrq358AUOvZX91+RBJBQ004VqrjOrH2Uiw1I5xmxW6iaIzJCA9ox2CIBVVeOv0+Q2fG6aMgkqZCjabu740UC6UmwjeTAuuhWuzl5r89Xyxc1sG1l7IwTjQNyexwkHCkI5RHg/pMUqL5xAAmkpnfERliiYk2AeahuIsRLEPzsuI6Fbdu0qnCTAU4gVMogwtXUIVbqEEDCNzDIzzBs/VgvViv1ttsdMWa7xzBH1nvP2FNnYg=</latexit><latexit sha1_base64="8sCIafC2g0d+nbT+d6CeNZALG/g=">AAACDXicbZDLSsNAFIYn9dJab/GyczNYhApSEkF0WXDjsgV7gSaUyXTSDp2ZhJlJoYY8g6/gVvfuxK3P4NaF+BhO2i60+sOBj/+cwzn8Qcyo0o7zbhVWVtfWi6WN8ubW9s6uvbffVlEiMWnhiEWyGyBFGBWkpalmpBtLgnjASCcYX+f9zoRIRSNxq6cx8TkaChpSjLSx+vZh1Qt46hHGsjOY4yQ7LfftilNzZoJ/wV1ApQ6bX5+l4kWjb394gwgnnAiNGVKq5zqx9lMkNcWMZGUvUSRGeIyGpGdQIE6Un86+z+CJcQYwjKQpoeHM/bmRIq7UlAdmkiM9Usu93Py3F/Clyzq88lMq4kQTgeeHw4RBHcE8GjigkmDNpgYQltT8DvEISYS1CTAPxV2O4C+0z2uuU3ObJp06mKsEjsAxqAIXXII6uAEN0AIY3IEH8AierHvr2XqxXuejBWuxcwB+yXr7BsiondI=</latexit><latexit sha1_base64="8sCIafC2g0d+nbT+d6CeNZALG/g=">AAACDXicbZDLSsNAFIYn9dJab/GyczNYhApSEkF0WXDjsgV7gSaUyXTSDp2ZhJlJoYY8g6/gVvfuxK3P4NaF+BhO2i60+sOBj/+cwzn8Qcyo0o7zbhVWVtfWi6WN8ubW9s6uvbffVlEiMWnhiEWyGyBFGBWkpalmpBtLgnjASCcYX+f9zoRIRSNxq6cx8TkaChpSjLSx+vZh1Qt46hHGsjOY4yQ7LfftilNzZoJ/wV1ApQ6bX5+l4kWjb394gwgnnAiNGVKq5zqx9lMkNcWMZGUvUSRGeIyGpGdQIE6Un86+z+CJcQYwjKQpoeHM/bmRIq7UlAdmkiM9Usu93Py3F/Clyzq88lMq4kQTgeeHw4RBHcE8GjigkmDNpgYQltT8DvEISYS1CTAPxV2O4C+0z2uuU3ObJp06mKsEjsAxqAIXXII6uAEN0AIY3IEH8AierHvr2XqxXuejBWuxcwB+yXr7BsiondI=</latexit><latexit sha1_base64="v0lU8TEIfMGp8pxjev9njMwJ/tU=">AAACDXicbZDLSsNAFIZP6q3WW73s3AwWoYKUxI0uC25cVrAXaEKZTCft0JlJmJkUasgz+Apude9O3PoMbn0SkzYLbf3hwMd/zuEcfj/iTBvb/rJKa+sbm1vl7crO7t7+QfXwqKPDWBHaJiEPVc/HmnImadsww2kvUhQLn9OuP7nN+90pVZqF8sHMIuoJPJIsYASbzBpUT+quLxKXcp5eohyn6UVlUK3ZDXsutApOATUo1BpUv91hSGJBpSEca9137Mh4CVaGEU7TihtrGmEywSPaz1BiQbWXzL9P0XnmDFEQqqykQXP390aChdYz4WeTApuxXu7l5r89XyxdNsGNlzAZxYZKsjgcxByZEOXRoCFTlBg+ywATxbLfERljhYnJAsxDcZYjWIXOVcOxG869XWs2i3jKcApnUAcHrqEJd9CCNhB4hGd4gVfryXqz3q2PxWjJKnaO4Y+szx/j/5sP</latexit>

Figure 1: The POCIN Framework

optimization algorithms on CINs. For instance, direct appli-
cations of DP may impact the realism of the original dataset
or produce networks that do not admit feasible solutions for
the problem of interest [Fioretto and Van Hentenryck, 2018].

The paper addresses this gap by introducing a Privacy-
preserving Obfuscation mechanism for CINs (POCINs),
sketched in Figure 1. POCIN takes as input a CIN and ex-
ecutes three phases to (1) obfuscate the sensitive location of
network elements, (2) hide sensitive values, and (3) ensure
the satisfaction of important global properties of the CIN and
the problem of interest, through the use of optimization.

The paper makes the following contributions: (1) It pro-
poses POCIN, a novel privacy-preserving data release scheme
that protects parameters and locations of network elements;
(2) POCIN uses a novel bi-level optimization approach to
preserve salient properties of the released data and solves it
with either exact or approximated methods; and (3) It applies
POCIN to two real CINs from energy and transportation net-
works. The paper shows that POCIN ensures strong privacy
guarantees and that, on the considered CINs, the damage in-
flicted on the real network, when the attacker exploits the ob-
fuscated data, converges to that of a random uninformed at-
tack as the privacy requirements increase. All proofs are in
the extended version of the paper [Fioretto et al., 2019].

2 Preliminaries: Differential Privacy
Differential Privacy (DP) is a framework used to protect the
privacy of individuals in a dataset. This notion has emerged
as the de-facto standard for privacy protection. A randomized
mechanism M : D ÑR with domain D and range R is ε-
differential private if, for any output response O Ď R and
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any two neighboring inputs D,D1 P D differing in at most
one individual (written D „ D1),

PrrMpDq P Os ď exppεqPrrMpD1q P Os, (1)

where the probability is calculated over the coin tosses of M.
The parameter εą0 is the privacy loss of the algorithm, with
values close to 0 denoting strong privacy. DP satisfies several
important properties, including composability, which ensures
that a combination of differentially private algorithms pre-
serve differential privacy, and immunity to post-processing,
which ensures that privacy guarantees are preserved by arbi-
trary post-processing steps [Dwork and Roth, 2013].

In private data analysis settings, users interact with datasets
by issuing queries. A (numeric) query is a function from
a data set D P D to a result set R Ď Rd. A query Q
can be made differentially private by injecting random noise
to its output. The amount of noise depends on the sensi-
tivity of the query, denoted by ∆Q and defined as ∆Q “
maxD„D1 }QpDq ´QpD1q}1 . In other words, the sensitiv-
ity of a query is the maximum l1-distance between the query
outputs of any two neighboring dataset D and D1.

While the classical DP notion protects individuals from
participating into a dataset, many applications involve com-
ponents whose presence is public information. However,
their values and (cyber) locations are highly sensitive, as they
may reveal, for instance, how much power a generator is pro-
ducing and where it is located, or the most congested seg-
ments in transportation or logistics network. Therefore the
privacy goal of data curators is to protect observed values and
locations associated with these components.

The concept of indistinguishability was introduced by
Andrés et al. [2013] to protect user locations in the Euclidean
plane and then generalized in [Chatzikokolakis et al., 2013;
Koufogiannis et al., 2015] to arbitrary metric spaces. Con-
sider a dataset D to which n individuals contribute their data
xi and α ą 0. An adjacency relation that captures the data
variation of a single individual is defined as:

D „α D1 ô Di : dpxi, x1iq ď α^ @j ‰ i : dpxj , x1jq “ 0

where d is a distance function on D . Such adjacency def-
inition is useful to hide individual participation up to some
quantity α, or a location within a radius α. Given ε ą
0, α ą 0, a randomized mechanism M : D Ñ R with
domain D and range R is α-indistinguishable ε-DP (pε, α)-
indistinguishable for short) if, for any event O Ď R and any
pair D „α D1, (D,D1 P D), Equation (1) holds.

3 The CIN Obfuscation Problem
Problem Setting
Consider a dataset pN , Eq describing some critical infrastruc-
ture network where N P Rnˆp and E P Rmˆq describe the
set of n nodes andm edges of the network, together with their
attributes. The dataset pN , Eq is referred to as CIN descrip-
tion. An element ni of N is a p-dimensional vector describ-
ing the attribute values associated with node i and an element
eij of E , is a q-dimensional vector describing the attribute val-
ues associated with edge pi, jq between nodes i and j. Fur-
thermore, consider an optimization problem P that takes as

200 MW 140 MW

360 MW40 MW

-400 MW

-340 MW

Figure 2: An example CIN with four nodes (power generators). The
highlighted node is one being compromised by an attacker.

input a CIN description, denoted with G for notational clar-
ity:

O˚pGq “ min
x

Opx,Gq
s.t. gipx,Gq ď 0 @i P rks, (2)

where xPRl is a vector of decision variables, O is the objec-
tive function of P , and gi (iPrks) are the problem constraints.

To illustrate these concepts, consider the CIN in Figure 2,
representing a simplified power network. The nodes describe
the network generators and loads (represented as cities in the
figure) with values denoting the amount of power being in-
jected into, or withdrawn from, the power grid. The edges
represent the transmission lines to carry power from genera-
tors to loads. The optimization problem P may be the opti-
mal power flow (OPF) that amounts to finding the most cost-
effective generator dispatch to serve the load demands while
satisfying the physical constraints of the network. The data
curator desires to release a CIN description pÑ , Ẽq that ob-
fuscates the location and value of some sensitive network el-
ements, e.g., the locations and capacities of generators. The
curator also wants to ensure that the OPFs on the released and
original CINs behave similarly (e.g., are feasible and have
similar costs) so that the released data is of high fidelity.

For notational simplicity, this paper focuses on obfuscating
sensitive nodes of a CIN where each node ni P N is a pair
p`i, viq P N ˆ R, describing its location and salient param-
eter. The n-dimensional vectors of locations and values are
denoted by ` and v and G is used to denote a CIN description.

Attack Model
The paper considers an attack model A in which a malicious
agent can disrupt up to b elements (called attack budget) to
damage the network. Such action produces a new damaged
network Ga “ ApGq with Ga Ď G. For instance, Figure 2
highlights in red the generators affected by an attack with a
budget b “ 1, while Ga is shown in black. The paper further
assumes that the attacker has full knowledge of the network
topology and is capable of solving problem P (e.g., to find the
generators with highest dispatch) and assessing the damages
resulting from an attack. The damage of the attacker is mea-
sured using the objective value difference O˚pGaq´O˚pGq
for problem P . For simplicity, the paper focuses on ranking
attacks, i.e., attacks that disrupt the b highest-ranked network
elements when their values are sorted according to an order-
ing ă (e.g., the most dispatched generators), and evaluates
the released data against such attacks.
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The CIN Obfuscation Problem
This paper uses α-indistinguishability to obfuscate the val-
ues and locations of nodes. For a given α` ą 0, the re-
lation „`Ď N2 captures indistinguishability between node
positions in the network, using a distance d` defined as a
function of the minimum number of nodes separating two
nodes. Similarly, for a given αv ą 0 and distance func-
tion dv , relation„vĎ R2 captures the indistinguishability be-
tween node values. These neighboring relations can be com-
bined into a new relation „`v that captures indistinguisha-
bility for both values and locations. Two CIN descriptions
G “ p`,vq,G1 “ p`1,v1q P N ˆ R are location and value
indistinguishable if and only if

G „`v G1 ô ` „` `1 _ v „v v1. (3)

A randomized mechanism M is pε, α`, αvq-indistinguishable
if, for any pair of „`v-adjacent datasets, Equation (1) holds.

The design of obfuscation mechanisms for CIN descrip-
tions should satisfy three desiderata, formalized through the
Privacy-preserving Obfuscation for CIN (POCIN) problem:

Definition1 Given a CIN description G, a problem P , and
positive real values αv, α`, β and ε, the POCIN problem pro-
duces an obfuscated CIN description G̃ “ p ˜̀, ṽq such that:
1. Privacy: G̃ satisfies pε, α`, αvq-indistinguishability.
2. Fidelity: G̃ admits a candidate solution x̄ that (i) satisfies

the constraints gipx̄, G̃q of P and (ii) is β-faithful to the
P’s objective, i.e., |Opx̄,G̃q´O˚pGq|

O˚pGq ď β.

3. Robustness: G̃ minimizes |O˚pGq´O˚pApG̃qq|, i.e., the
damage inflicted by attack A.

4 The POCIN Mechanism
The POCIN mechanism is divided in three phases, as illus-
trated in Figure 1:
1. The location obfuscation phase produces a new location

indistinguishable CIN G` “ p ˜̀,vq from the original G.
2. The value obfuscation phase takes G` as input and pro-

duces a new value indistinguishable CIN G̃ “ p ˜̀, ṽq.
3. The fidelity restoration phase produces a new CIN descrip-

tion 9G “ p ˜̀, 9vq that satisfies the problem constraints and
is faithful to its objective.

Phase 1: Location Obfuscation
The first phase provides location indistinguishability. The
idea is to shuffle the node locations using an instance of the
Exponential Mechanism [McSherry and Talwar, 2007]. Such
mechanism releases a privacy-preserving answer to a query
by sampling from its output discrete space O. The sampling
probability is determined by a utility function u : pD ˆOq Ñ
R that assigns a score to each output o P O.

Theorem1 (Exponential Mechanism) Let u :pD ˆOqÑR
with sensitivity ∆u“maxoPO maxD„D1 |upD, oq´upD1, oq|.
The exponential mechanism that outputs o with probability
Prro is selected s9 exp

`

εupD, oq{2∆u

˘

satisfies ε´DP.

POCIN uses a privacy-preserving shuffling function that
maps each node i with location `i to a new location ˜̀

i as:

0.071

0.071

0.101

0.1010.182

0.182

0.292

Figure 3: Probabilities of location obfuscations (α`“ε“1.0).

˜̀
i Ð `j with Pr9 exp

ˆ

ε d`p`i, `jq
2α`

˙

(4)

where `j is the location of a node j. This is an application
of the Exponential mechanism with ∆u being the sensitivity
of distance function d`. Since two different locations may be
mapped to the same location, POCIN solves an assignment
problem so that each node i is mapped to a unique location.

Corollary1 Given α` ą 0, Phase 1 of POCIN achieves α`-
location-indistinguishability.

Figure 3 illustrates the intuition underlying the mechanism: It
displays the probabilities of moving the central node to a spe-
cific location. For a sufficiently large α`, an attacker is pro-
vided with no useful location information. Of course, there is
a tradeoff between α` and the fidelity of the network, which
is addressed in Phase 3.

Phase 2: Value Obfuscation
The second phase of POCIN takes as input G` “ p˜̀,vq and
constructs a privacy-preserving answer ṽ for the node values
v using the Laplace mechanism.

Theorem2 (Laplace Mechanism) Let Q be a numeric
query that maps datasets to Rd. The Laplace mechanism that
outputs QpDq ` z, where z P Rd is drawn from the Laplace
distribution Lapp∆Q{εqd, achieves ε-DP.

In the above, Lappλq denotes the Laplace distribution with
0 mean and scale λ, and Lappλqd denotes the i.i.d. Laplace
distribution over d dimensions with parameter λ. The
Laplace mechanism with parameter λ “ α{ε satisfies α-
indistinguishability [Chatzikokolakis et al., 2013]. As a re-
sult, the privacy-preserving values ṽ of the CIN description
are obtained as follows:

ṽ “ v ` Lappαv{εqn. (5)

The Laplace mechanism has been shown to be optimal: it
minimizes the mean-squared error for identity queries with
respect to the L1-norm [Koufogiannis et al., 2015].

Corollary2 Given αv ą 0, Phase 2 of POCIN achieves αv-
value-indistinguishability.

Phase 2 generates a CIN description G̃ “ p ˜̀, ṽq obfuscating
locations and values of the original network G. As a result,
Gv satisfies condition (1) of the CIN obfuscation problem.

Phase 3: Fidelity Restoration
The noise introduced by Phases 1 and 2 may significantly al-
ter the structure of the data and the solutions to ProblemP . To
restore the fidelity of the network, POCIN leverages the post-
processing immunity of DP and uses a bi-level optimization
problem to redistribute the noise introduced in the previous
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PBL“min
p 9v,xq

} 9v ´ ṽ}2 (b1)

s.t.: |Opx˚, 9vq ´O˚| ď β (b2)
x˚“argminx Opx, 9vq

s.t. gipx, 9vq ď 0 @i P rks (b3)

Figure 4: The bi-level optimization of the Fidelity Restoration.

phases. The primary decision variables of the problem are the
vector 9v “ p 9v1, . . . , 9vnq that represents the post-processed
node values after the noise redistribution.

The problem, called PBL, is shown in Figure 4. It searches
for a vector 9v for which problem P has an optimal solution
x˚ and whose objective value is close to the original opti-
mum O˚ (assumed to be public information). Moreover, the
vector 9v must be as close as possible to obfuscated vector ṽ,
which is ensured by objective (b1). Constraint (b3) ensures
that x˚ is an optimal solution to problem O˚p 9G “ p ˜̀, 9vqq,
and Constraint (b2) ensures the fidelity of the objective.

Theorem3 POCIN is pε, αp, αvq-indistinguishable.

Theorem4 The error induced by POCIN on the CIN node
values is bounded by the inequality: } 9v ´ v}2 ď 2}ṽ ´ v}2.
Note that POCIN does not explicitly minimize the damages
inflicted by an attack on the critical infrastructure network.
Indeed, simply evaluating the damage of an attack requires
access to the real network G, which would violate privacy.
However, the shuffling mechanism indirectly addresses this
issue. Intuitively, for a sufficiently large α` in the location
obfuscation, the probability of choosing the most dispatched
generator with a single attack will be close to 1

n .

5 Solving the Fidelity Restoration Model
PBL is a bi-level problem and bi-level programming is known
to be strongly NP-hard [Hansen et al., 1992]: Even evaluating
a solution for optimality is NP-hard [Vicente et al., 1994].
This paper explores two avenues to solve or approximate PBL.

When the subproblem (b3) is convex, it can be replaced
by its Karush-Kuhn-Tucker (KKT) conditions, producing a
single-level model. Moreover, when the subproblem is lin-
ear, the resulting subproblem is a MIP model, which is the
case in our transportation case study. The subproblem can
also be replaced by the relaxation of PBL shown in Figure 5.
This relaxation ensures that 9G has a feasible solution whose
value is close to the original objective. However, it does not
constrain the optimal solution which will be a lower bound to
Opx˚, 9vq. This relaxation is used in the power network case
study and also satisfies Theorem 4. When the subproblem is
convex, it is possible to strengthen Theorem 4 using the ex-
istence of a solution (vector v), the optimality of 9v, and the
angle property of a projection on a convex set.

Theorem5 When PCL is used for fidelity restoration and is
convex, the error induced by POCIN on the CIN node values
is bounded by the inequality: } 9v ´ v}2 ď }ṽ ´ v}2.

Other methods to solve bi-level problems include de-
scent methods [Kolstad and Lasdon, 1990], penalty function

PCL“min
p 9v,xq

} 9v ´ ṽ}2 (n1)

s.t.: |Opx, 9vq ´O˚| ď β (n2)
gipx, 9vq ď 0 @i P rks (n3)

Figure 5: The Relaxation of PBL.

α

Network instance 1 3 5 7 10

nesta case14 ieee 6 6 6 6 6
nesta case30 ieee 0 0 0 0 0
nesta case57 ieee 12 10 6 12 12
nesta case118 ieee 0 0 0 0 0

Table 1: Feasibility Statistics before Phase 3 (in percentage).

methods [Aiyoshi and Shimizu, 1984], and evolutionary ap-
proaches [Mathieu et al., 1994]. The reader can consult
[Sinha et al., 2018] for an extensive review on the topic.

6 Experimental Results
This section presents experimental results on two case stud-
ies: power network and traffic obfuscation problems.

6.1 Power Network Obfuscation Problem
Consider a transmission operator who would like to release
a description of its network to stimulate research but is wor-
ried that malicious actors could use it to design a cyber-attack
targeting the generators that would cause maximum damage.
The operator seeks to obfuscate the locations and maximum
capacities of its generators while preserving the realism of
the network description. The experiments were performed on
a variety of benchmarks from the NESTA library [Coffrin et
al., 2014]. The results analyze the dispatch values produced
by POCIN and determine how well the obfuscated networks
sustain an attack. For brevity, the results are highlighted on
the IEEE 118 bus test case. The experiments use a privacy
loss ε of 1.0, and vary the indistinguishability levels αl from
1% to 10% of the network diameter dpGq, and the faithful-
ness level β in t10´2, 10´1u, while αv is fixed to 0.1 p.u. «
10 MW. The model was implemented using the Julia package
PowerModels.jl with IPOPT [Coffrin et al., 2018]. POCIN
takes less than 1 minute to produce the obfuscated networks.

Dispatch & Cost Analysis
The section studies the privacy and realism of the obfuscated
networks produced by POCIN. Figure 6a shows the active
dispatch values of all generators in the obfuscated network
and compares them with their associated values in the original
network. The left plot compares the dispatch for each genera-
tor, while the right plot compares the generation on each bus.
Note that POCIN only swaps generator locations and do not
assign generators to arbitrary buses. Not surprisingly, the dis-
patch differences are more pronounced as the indistinguisha-
bility level increases. More importantly, the dispatch values
can no longer be used to distinguish generators and/or buses.

Table 1 reports the success rate of obtaining a feasible AC
power flow after Phase 2 on various benchmarks over 50 runs.
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(a) Active dispatch between original and obfuscated networks with ε “ 1.0, β “ 0.01,
αl “ α%ˆ dpGq, αv “ 0.1. Left: Generator active generation. Right: Bus active injection.
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Figure 7: Ancillary service costs for the attack type on the IEEE-57
(left) and IEEE-118 (right) Networks p� “ 0.1q.

Without Phase 3, the optimization problem P is infeasible
in most or all runs for all test cases. These results highlight
the critical role of Phase 3 of POCIN. Figure 6b shows the
difference, in percentage, between the dispatch costs of the
obfuscated and original networks for increasing the indistin-
guishability levels ↵l : ↵l “ ↵%ˆ dpGq. It reports the mean
and standard deviation (shown with black, solid, lines) over
50 runs. The results indicate that obfuscated networks are
largely within the faithfulness requirement and provide the
necessary fidelity for Problem P on the obfuscated network.

Attack Simulation
It remains to study how an attacker may leverage the obfus-
cated network to damage the original CIN. The attacker is
given an attack budget b denoting the percentage of genera-
tors that can be damaged. To assess the benefits of POCIN,
three type of attacks are compared (where k denote the num-
ber of generators that makes up b%).
1. Random Attack: k generators are randomly selected.
2. Obfuscated Attack: The attacker chooses the k generators

with the largest dispatches in 9G.
3. Fully-Informed Attack: The attacker chooses the k gener-

ators with the largest dispatches in G.
The experiments assume estimated ancillary service costs of
$10/MWh to serve the load that cannot be provided by the re-
maining generators. Figure 7 shows the costs for each attack
type at varying of the attack budget b P t10, 20, 30u and the
indistinguishability value ↵ P t1.0, 10.0u,↵l “ ↵% ˆ dpGq
on the IEEE-57 and IEEE-118 benchmarks with faithfulness
value � and ↵v both set to 0.1. The results average 50 sim-
ulations for each combination of parameters. The random
attacks are used as a baseline to assess the damage inflicted
by an uninformed attacker. Not surprisingly, they result in
the lowest costs in each setting. In contrast, fully-informed

attacks produce the largest damages on the networks with in-
creasing ancillary costs as the attack budget increases. The
results for the obfuscated attacks are particularly interest-
ing: The obfuscation significantly reduces the power of an
attacker. Remarkably, as the location indistinguishability val-
ues increase, the inflicted damages decrease and converge to
that of random attacks. Larger indistinguishability implies
more noise, and thus a higher chance for an attacker to dam-
age less important generators. Note however that the mecha-
nism still preserves the desired network fidelity.

6.2 Traffic Network Obfuscation Problem
The scenario involves a city that would like to release its traf-
fic data, but is concerned about a cyber-attack on its traffic
control system. The city aims at releasing an obfuscated ver-
sion of the data that would preserve the trip durations of its
commuters and would minimize the damage of a cyber-attack
on its traffic controllers regulating traffic flows on the road
segments. The case study involves the traffic network of the
city of Ann Arbor, MI and 8,000 real trips from an origin O
to a destination D (O-D pairs). For simplicity, the travel times
on an edge e are given by a linear combination de ` �te of
the distance de and the traffic te, but the results generalize
naturally to more complex models. POCIN obfuscates the lo-
cation of the edges and their transit data, the distance and the
network being public information. Problem P is character-
ized by solving a shortest path for each commuter from her
origin to her destination, using historical traffic data. Since
the shortest path problem is totally unimodular, the bi-level
program PBL of POCIN can be reformulated as a MIP, and
thus the problem can be solved exactly. The experiments use
a privacy loss of ✏ “ 1.0, vary the indistinguishability level ↵l

from 1% to 25% of the number of nodes and select the faith-
fulness level � of 0.1. The implementation takes less than 20
minutes to generate the obfuscated networks.

Traffic Weights & Travel Costs
The first experiments concern the privacy and realism of the
obfuscated network produced by POCIN. Figure 8 shows the
travel times on all the roads in the obfuscated and original net-
works. As the indistinguishability increase, the networks be-
come significantly different. Figure 9 shows the shortest paths
cost of 15 O-D pairs in the obfuscated and original networks.
Yellow/‘+’ dots denote travel costs before Phase 3 and blue
dots the travel costs of POCIN. The results show that POCIN
preserves the shortest paths costs with high fidelity and that

(a) Active dispatch between original and obfuscated networks with ✏ “ 1.0, � “ 0.01,
↵l “ ↵%ˆ dpGq, ↵v “ 0.1. Left: Generator active generation. Right: Bus active injection.
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Figure 7: Ancillary service costs for the attack type on the IEEE-57
(left) and IEEE-118 (right) Networks p� “ 0.1q.

Without Phase 3, the optimization problem P is infeasible
in most or all runs for all test cases. These results highlight
the critical role of Phase 3 of POCIN. Figure 6b shows the
difference, in percentage, between the dispatch costs of the
obfuscated and original networks for increasing the indistin-
guishability levels ↵l : ↵l “ ↵%ˆ dpGq. It reports the mean
and standard deviation (shown with black, solid, lines) over
50 runs. The results indicate that obfuscated networks are
largely within the faithfulness requirement and provide the
necessary fidelity for Problem P on the obfuscated network.
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type at varying of the attack budget b P t10, 20, 30u and the
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ulations for each combination of parameters. The random
attacks are used as a baseline to assess the damage inflicted
by an uninformed attacker. Not surprisingly, they result in
the lowest costs in each setting. In contrast, fully-informed

attacks produce the largest damages on the networks with in-
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results for the obfuscated attacks are particularly interest-
ing: The obfuscation significantly reduces the power of an
attacker. Remarkably, as the location indistinguishability val-
ues increase, the inflicted damages decrease and converge to
that of random attacks. Larger indistinguishability implies
more noise, and thus a higher chance for an attacker to dam-
age less important generators. Note however that the mecha-
nism still preserves the desired network fidelity.
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to a destination D (O-D pairs). For simplicity, the travel times
on an edge e are given by a linear combination de ` �te of
the distance de and the traffic te, but the results generalize
naturally to more complex models. POCIN obfuscates the lo-
cation of the edges and their transit data, the distance and the
network being public information. Problem P is character-
ized by solving a shortest path for each commuter from her
origin to her destination, using historical traffic data. Since
the shortest path problem is totally unimodular, the bi-level
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Without Phase 3, the optimization problem P is infeasible
in most or all runs for all test cases. These results highlight
the critical role of Phase 3 of POCIN. Figure 6b shows the
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obfuscated and original networks for increasing the indistin-
guishability levels ↵l : ↵l “ ↵%ˆ dpGq. It reports the mean
and standard deviation (shown with black, solid, lines) over
50 runs. The results indicate that obfuscated networks are
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Attack Simulation
It remains to study how an attacker may leverage the obfus-
cated network to damage the original CIN. The attacker is
given an attack budget b denoting the percentage of genera-
tors that can be damaged. To assess the benefits of POCIN,
three type of attacks are compared (where k denote the num-
ber of generators that makes up b%).
1. Random Attack: k generators are randomly selected.
2. Obfuscated Attack: The attacker chooses the k generators
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results for the obfuscated attacks are particularly interest-
ing: The obfuscation significantly reduces the power of an
attacker. Remarkably, as the location indistinguishability val-
ues increase, the inflicted damages decrease and converge to
that of random attacks. Larger indistinguishability implies
more noise, and thus a higher chance for an attacker to dam-
age less important generators. Note however that the mecha-
nism still preserves the desired network fidelity.

6.2 Traffic Network Obfuscation Problem
The scenario involves a city that would like to release its traf-
fic data, but is concerned about a cyber-attack on its traffic
control system. The city aims at releasing an obfuscated ver-
sion of the data that would preserve the trip durations of its
commuters and would minimize the damage of a cyber-attack
on its traffic controllers regulating traffic flows on the road
segments. The case study involves the traffic network of the
city of Ann Arbor, MI and 8,000 real trips from an origin O
to a destination D (O-D pairs). For simplicity, the travel times
on an edge e are given by a linear combination de ` �te of
the distance de and the traffic te, but the results generalize
naturally to more complex models. POCIN obfuscates the lo-
cation of the edges and their transit data, the distance and the
network being public information. Problem P is character-
ized by solving a shortest path for each commuter from her
origin to her destination, using historical traffic data. Since
the shortest path problem is totally unimodular, the bi-level
program PBL of POCIN can be reformulated as a MIP, and
thus the problem can be solved exactly. The experiments use
a privacy loss of ✏ “ 1.0, vary the indistinguishability level ↵l

from 1% to 25% of the number of nodes and select the faith-
fulness level � of 0.1. The implementation takes less than 20
minutes to generate the obfuscated networks.

Traffic Weights & Travel Costs
The first experiments concern the privacy and realism of the
obfuscated network produced by POCIN. Figure 8 shows the
travel times on all the roads in the obfuscated and original net-
works. As the indistinguishability increase, the networks be-
come significantly different. Figure 9 shows the shortest paths
cost of 15 O-D pairs in the obfuscated and original networks.
Yellow/‘+’ dots denote travel costs before Phase 3 and blue
dots the travel costs of POCIN. The results show that POCIN
preserves the shortest paths costs with high fidelity and that

10% 20% 30%
Attack Budget (% generators)

0

5000

10000

An
c.

 S
er

vi
ce

 C
os

t (
$1

0/
M

W
h)

10% 20% 30%
Attack Budget (% generators)

0

20000

40000

An
c.

 S
er

vi
ce

 C
os

t (
$1

0/
M

W
h)

Figure 7: Ancillary service costs for the attack type on the IEEE-57
(left) and IEEE-118 (right) Networks pβ “ 0.1q.

Without Phase 3, the optimization problem P is infeasible
in most or all runs for all test cases. These results highlight
the critical role of Phase 3 of POCIN. Figure 6b shows the
difference, in percentage, between the dispatch costs of the
obfuscated and original networks for increasing the indistin-
guishability levels αl : αl “ α%ˆ dpGq. It reports the mean
and standard deviation (shown with black, solid, lines) over
50 runs. The results indicate that obfuscated networks are
largely within the faithfulness requirement and provide the
necessary fidelity for Problem P on the obfuscated network.

Attack Simulation
It remains to study how an attacker may leverage the obfus-
cated network to damage the original CIN. The attacker is
given an attack budget b denoting the percentage of genera-
tors that can be damaged. To assess the benefits of POCIN,
three type of attacks are compared (where k denote the num-
ber of generators that makes up b%).
1. Random Attack: k generators are randomly selected.
2. Obfuscated Attack: The attacker chooses the k generators

with the largest dispatches in 9G.
3. Fully-Informed Attack: The attacker chooses the k gener-

ators with the largest dispatches in G.
The experiments assume estimated ancillary service costs of
$10/MWh to serve the load that cannot be provided by the re-
maining generators. Figure 7 shows the costs for each attack
type at varying of the attack budget b P t10, 20, 30u and the
indistinguishability value α P t1.0, 10.0u, αl “ α% ˆ dpGq
on the IEEE-57 and IEEE-118 benchmarks with faithfulness
value β and αv both set to 0.1. The results average 50 sim-
ulations for each combination of parameters. The random
attacks are used as a baseline to assess the damage inflicted
by an uninformed attacker. Not surprisingly, they result in
the lowest costs in each setting. In contrast, fully-informed

attacks produce the largest damages on the networks with in-
creasing ancillary costs as the attack budget increases. The
results for the obfuscated attacks are particularly interest-
ing: The obfuscation significantly reduces the power of an
attacker. Remarkably, as the location indistinguishability val-
ues increase, the inflicted damages decrease and converge to
that of random attacks. Larger indistinguishability implies
more noise, and thus a higher chance for an attacker to dam-
age less important generators. Note however that the mecha-
nism still preserves the desired network fidelity.

6.2 Traffic Network Obfuscation Problem
The scenario involves a city that would like to release its traf-
fic data, but is concerned about a cyber-attack on its traffic
control system. The city aims at releasing an obfuscated ver-
sion of the data that would preserve the trip durations of its
commuters and would minimize the damage of a cyber-attack
on its traffic controllers regulating traffic flows on the road
segments. The case study involves the traffic network of the
city of Ann Arbor, MI and 8,000 real trips from an origin O
to a destination D (O-D pairs). For simplicity, the travel times
on an edge e are given by a linear combination de ` γte of
the distance de and the traffic te, but the results generalize
naturally to more complex models. POCIN obfuscates the lo-
cation of the edges and their transit data, the distance and the
network being public information. Problem P is character-
ized by solving a shortest path for each commuter from her
origin to her destination, using historical traffic data. Since
the shortest path problem is totally unimodular, the bi-level
program PBL of POCIN can be reformulated as a MIP, and
thus the problem can be solved exactly. The experiments use
a privacy loss of ε “ 1.0, vary the indistinguishability level αl
from 1% to 25% of the number of nodes and select the faith-
fulness level β of 0.1. The implementation takes less than 20
minutes to generate the obfuscated networks.

Traffic Weights & Travel Costs
The first experiments concern the privacy and realism of the
obfuscated network produced by POCIN. Figure 8 shows the
travel times on all the roads in the obfuscated and original net-
works. As the indistinguishability increase, the networks be-
come significantly different. Figure 9 shows the shortest paths
cost of 15 O-D pairs in the obfuscated and original networks.
Yellow/‘+’ dots denote travel costs before Phase 3 and blue
dots the travel costs of POCIN. The results show that POCIN
preserves the shortest paths costs with high fidelity and that
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Figure 9: Travel costs of 15 trips between original and obfuscated
networks with faithfulness parameters β “ 0.1.

the fidelity restoration step brings significant benefits.

Attack Simulation
The second set of results concerns the obfuscation capabil-
ity to mitigate the damage of an attack. A malicious agent
targets the traffic controllers of various road segments to in-
crease the total travel costs of all O-D pairs. Figure 10
shows the average increases (in %) of the travel costs for
each attack strategy, at various attack budgets consisting of
k P t10, 20, 50u roads, indistinguishability value α, and with
faithfulness value β “ 0.1. Larger values of β attain simi-
lar results. Results are averages over 50 simulations for each
combination of parameters. The results show that random
attacks are completely ineffective, while fully-informed at-
tacks increase travel times substantially. In contrast, the ob-
fuscation dramatically decreases the damage. When the in-
distinguishability level increases, the obfuscation eliminates
the damage for attack budgets targeting 10 roads and only
increases the travel times by less than 20% on larger attacks.

7 Related Work
The release of differentially private datasets that protects the
value of the data is a challenging task that has been studied
by several authors. Often the released data is generated from
a data synopsis in the form of a noisy histogram [Li et al.,
2014; Qardaji et al., 2014; Fioretto et al., 2018]. Protect-
ing locations privacy typically uses the framework of geo-
indistinguishability Andrés et al. [2013], in which locations
are made indistinguishable in the Euclidean plane.

The release of differentially private networks has also
been studied in the literature: It primarily focuses on so-
cial networks [Proserpio et al., 2014; Blocki et al., 2013;
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Figure 7: Ancillary service costs for the attack type on the IEEE-57
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Without Phase 3, the optimization problem P is infeasible
in most or all runs for all test cases. These results highlight
the critical role of Phase 3 of POCIN. Figure 6b shows the
difference, in percentage, between the dispatch costs of the
obfuscated and original networks for increasing the indistin-
guishability levels ↵l : ↵l “ ↵%ˆ dpGq. It reports the mean
and standard deviation (shown with black, solid, lines) over
50 runs. The results indicate that obfuscated networks are
largely within the faithfulness requirement and provide the
necessary fidelity for Problem P on the obfuscated network.

Attack Simulation
It remains to study how an attacker may leverage the obfus-
cated network to damage the original CIN. The attacker is
given an attack budget b denoting the percentage of genera-
tors that can be damaged. To assess the benefits of POCIN,
three type of attacks are compared (where k denote the num-
ber of generators that makes up b%).
1. Random Attack: k generators are randomly selected.
2. Obfuscated Attack: The attacker chooses the k generators

with the largest dispatches in 9G.
3. Fully-Informed Attack: The attacker chooses the k gener-

ators with the largest dispatches inG.
The experiments assume estimated ancillary service costs of
$10/MWh to serve the load that cannot be provided by the re-
maining generators. Figure 7 shows the costs for each attack
type at varying of the attack budget b P t10, 20, 30u and the
indistinguishability value ↵ P t1.0, 10.0u,↵l “ ↵% ˆ dpGq
on the IEEE-57 and IEEE-118 benchmarks with faithfulness
value � and ↵v both set to 0.1. The results average 50 sim-
ulations for each combination of parameters. The random
attacks are used as a baseline to assess the damage inflicted
by an uninformed attacker. Not surprisingly, they result in
the lowest costs in each setting. In contrast, fully-informed

attacks produce the largest damages on the networks with in-
creasing ancillary costs as the attack budget increases. The
results for the obfuscated attacks are particularly interest-
ing: The obfuscation significantly reduces the power of an
attacker. Remarkably, as the location indistinguishability val-
ues increase, the inflicted damages decrease and converge to
that of random attacks. Larger indistinguishability implies
more noise, and thus a higher chance for an attacker to dam-
age less important generators. Note however that the mecha-
nism still preserves the desired network fidelity.

6.2 Traffic Network Obfuscation Problem
The scenario involves a city that would like to release its traf-
fic data, but is concerned about a cyber-attack on its traffic
control system. The city aims at releasing an obfuscated ver-
sion of the data that would preserve the trip durations of its
commuters and would minimize the damage of a cyber-attack
on its traffic controllers regulating traffic flows on the road
segments. The case study involves the traffic network of the
city of Ann Arbor, MI and 8,000 real trips from an origin O
to a destination D (O-D pairs). For simplicity, the travel times
on an edge e are given by a linear combination de ` �te of
the distance de and the traffic te, but the results generalize
naturally to more complex models. POCIN obfuscates the lo-
cation of the edges and their transit data, the distance and the
network being public information. Problem P is character-
ized by solving a shortest path for each commuter from her
origin to her destination, using historical traffic data. Since
the shortest path problem is totally unimodular, the bi-level
program PBL of POCIN can be reformulated as a MIP, and
thus the problem can be solved exactly. The experiments use
a privacy loss of ✏ “ 1.0, vary the indistinguishability level ↵l

from 1% to 25% of the number of nodes and select the faith-
fulness level � of 0.1. The implementation takes less than 20
minutes to generate the obfuscated networks.

Traffic Weights & Travel Costs
The first experiments concern the privacy and realism of the
obfuscated network produced by POCIN. Figure 8 shows the
travel times on all the roads in the obfuscated and original net-
works. As the indistinguishability increase, the networks be-
come significantly different. Figure 9 shows the shortest paths
cost of 15 O-D pairs in the obfuscated and original networks.
Yellow/‘+’ dots denote travel costs before Phase 3 and blue
dots the travel costs of POCIN. The results show that POCIN
preserves the shortest paths costs with high fidelity and that
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Without Phase 3, the optimization problem P is infeasible
in most or all runs for all test cases. These results highlight
the critical role of Phase 3 of POCIN. Figure 6b shows the
difference, in percentage, between the dispatch costs of the
obfuscated and original networks for increasing the indistin-
guishability levels ↵l : ↵l “ ↵%ˆ dpGq. It reports the mean
and standard deviation (shown with black, solid, lines) over
50 runs. The results indicate that obfuscated networks are
largely within the faithfulness requirement and provide the
necessary fidelity for Problem P on the obfuscated network.

Attack Simulation
It remains to study how an attacker may leverage the obfus-
cated network to damage the original CIN. The attacker is
given an attack budget b denoting the percentage of genera-
tors that can be damaged. To assess the benefits of POCIN,
three type of attacks are compared (where k denote the num-
ber of generators that makes up b%).
1. Random Attack: k generators are randomly selected.
2. Obfuscated Attack: The attacker chooses the k generators

with the largest dispatches in 9G.
3. Fully-Informed Attack: The attacker chooses the k gener-

ators with the largest dispatches inG.
The experiments assume estimated ancillary service costs of
$10/MWh to serve the load that cannot be provided by the re-
maining generators. Figure 7 shows the costs for each attack
type at varying of the attack budget b P t10, 20, 30u and the
indistinguishability value ↵ P t1.0, 10.0u,↵l “ ↵% ˆ dpGq
on the IEEE-57 and IEEE-118 benchmarks with faithfulness
value � and ↵v both set to 0.1. The results average 50 sim-
ulations for each combination of parameters. The random
attacks are used as a baseline to assess the damage inflicted
by an uninformed attacker. Not surprisingly, they result in
the lowest costs in each setting. In contrast, fully-informed

attacks produce the largest damages on the networks with in-
creasing ancillary costs as the attack budget increases. The
results for the obfuscated attacks are particularly interest-
ing: The obfuscation significantly reduces the power of an
attacker. Remarkably, as the location indistinguishability val-
ues increase, the inflicted damages decrease and converge to
that of random attacks. Larger indistinguishability implies
more noise, and thus a higher chance for an attacker to dam-
age less important generators. Note however that the mecha-
nism still preserves the desired network fidelity.

6.2 Traffic Network Obfuscation Problem
The scenario involves a city that would like to release its traf-
fic data, but is concerned about a cyber-attack on its traffic
control system. The city aims at releasing an obfuscated ver-
sion of the data that would preserve the trip durations of its
commuters and would minimize the damage of a cyber-attack
on its traffic controllers regulating traffic flows on the road
segments. The case study involves the traffic network of the
city of Ann Arbor, MI and 8,000 real trips from an origin O
to a destination D (O-D pairs). For simplicity, the travel times
on an edge e are given by a linear combination de ` �te of
the distance de and the traffic te, but the results generalize
naturally to more complex models. POCIN obfuscates the lo-
cation of the edges and their transit data, the distance and the
network being public information. Problem P is character-
ized by solving a shortest path for each commuter from her
origin to her destination, using historical traffic data. Since
the shortest path problem is totally unimodular, the bi-level
program PBL of POCIN can be reformulated as a MIP, and
thus the problem can be solved exactly. The experiments use
a privacy loss of ✏ “ 1.0, vary the indistinguishability level ↵l

from 1% to 25% of the number of nodes and select the faith-
fulness level � of 0.1. The implementation takes less than 20
minutes to generate the obfuscated networks.

Traffic Weights & Travel Costs
The first experiments concern the privacy and realism of the
obfuscated network produced by POCIN. Figure 8 shows the
travel times on all the roads in the obfuscated and original net-
works. As the indistinguishability increase, the networks be-
come significantly different. Figure 9 shows the shortest paths
cost of 15 O-D pairs in the obfuscated and original networks.
Yellow/‘+’ dots denote travel costs before Phase 3 and blue
dots the travel costs of POCIN. The results show that POCIN
preserves the shortest paths costs with high fidelity and that
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Without Phase 3, the optimization problem P is infeasible
in most or all runs for all test cases. These results highlight
the critical role of Phase 3 of POCIN. Figure 6b shows the
difference, in percentage, between the dispatch costs of the
obfuscated and original networks for increasing the indistin-
guishability levels ↵l : ↵l “ ↵%ˆ dpGq. It reports the mean
and standard deviation (shown with black, solid, lines) over
50 runs. The results indicate that obfuscated networks are
largely within the faithfulness requirement and provide the
necessary fidelity for Problem P on the obfuscated network.

Attack Simulation
It remains to study how an attacker may leverage the obfus-
cated network to damage the original CIN. The attacker is
given an attack budget b denoting the percentage of genera-
tors that can be damaged. To assess the benefits of POCIN,
three type of attacks are compared (where k denote the num-
ber of generators that makes up b%).
1. Random Attack: k generators are randomly selected.
2. Obfuscated Attack: The attacker chooses the k generators

with the largest dispatches in 9G.
3. Fully-Informed Attack: The attacker chooses the k gener-

ators with the largest dispatches inG.
The experiments assume estimated ancillary service costs of
$10/MWh to serve the load that cannot be provided by the re-
maining generators. Figure 7 shows the costs for each attack
type at varying of the attack budget b P t10, 20, 30u and the
indistinguishability value ↵ P t1.0, 10.0u,↵l “ ↵% ˆ dpGq
on the IEEE-57 and IEEE-118 benchmarks with faithfulness
value � and ↵v both set to 0.1. The results average 50 sim-
ulations for each combination of parameters. The random
attacks are used as a baseline to assess the damage inflicted
by an uninformed attacker. Not surprisingly, they result in
the lowest costs in each setting. In contrast, fully-informed

attacks produce the largest damages on the networks with in-
creasing ancillary costs as the attack budget increases. The
results for the obfuscated attacks are particularly interest-
ing: The obfuscation significantly reduces the power of an
attacker. Remarkably, as the location indistinguishability val-
ues increase, the inflicted damages decrease and converge to
that of random attacks. Larger indistinguishability implies
more noise, and thus a higher chance for an attacker to dam-
age less important generators. Note however that the mecha-
nism still preserves the desired network fidelity.

6.2 Traffic Network Obfuscation Problem
The scenario involves a city that would like to release its traf-
fic data, but is concerned about a cyber-attack on its traffic
control system. The city aims at releasing an obfuscated ver-
sion of the data that would preserve the trip durations of its
commuters and would minimize the damage of a cyber-attack
on its traffic controllers regulating traffic flows on the road
segments. The case study involves the traffic network of the
city of Ann Arbor, MI and 8,000 real trips from an origin O
to a destination D (O-D pairs). For simplicity, the travel times
on an edge e are given by a linear combination de ` �te of
the distance de and the traffic te, but the results generalize
naturally to more complex models. POCIN obfuscates the lo-
cation of the edges and their transit data, the distance and the
network being public information. Problem P is character-
ized by solving a shortest path for each commuter from her
origin to her destination, using historical traffic data. Since
the shortest path problem is totally unimodular, the bi-level
program PBL of POCIN can be reformulated as a MIP, and
thus the problem can be solved exactly. The experiments use
a privacy loss of ✏ “ 1.0, vary the indistinguishability level ↵l

from 1% to 25% of the number of nodes and select the faith-
fulness level � of 0.1. The implementation takes less than 20
minutes to generate the obfuscated networks.

Traffic Weights & Travel Costs
The first experiments concern the privacy and realism of the
obfuscated network produced by POCIN. Figure 8 shows the
travel times on all the roads in the obfuscated and original net-
works. As the indistinguishability increase, the networks be-
come significantly different. Figure 9 shows the shortest paths
cost of 15 O-D pairs in the obfuscated and original networks.
Yellow/‘+’ dots denote travel costs before Phase 3 and blue
dots the travel costs of POCIN. The results show that POCIN
preserves the shortest paths costs with high fidelity and that

Figure 10: Average increase on travel times (in %) of all O-D pairs
with faithfulness parameters β “ 0.1.

Kasiviswanathan et al., 2013]. These methods focus on either
protecting the privacy of the node or the edge and ensure that
the output distribution does not change significantly when a
node (resp. edge) and all its adjacent edges (resp. nodes) are
added to, or removed from, the graph. The goal of these meth-
ods is not to preserve the original network topology. In con-
trast to these approaches, POCIN focuses on the release of
privacy-preserving network data that protects locations and
values of the network components while preserving the net-
work topology and fidelity. As shown by the experimental re-
sults, this places additional requirements on the mechanism,
including the need for POCIN to use optimization to redis-
tribute the noise and ensure that the data release admits a re-
alistic solution to the optimization problem.

The evaluation of privacy-preserving techniques with re-
spect to malicious attacks is also a novel contribution of this
paper. Traditional research on attack detection and preven-
tion on cyber-physical systems is not concerned with privacy
and data release. For instance Ghafouri et al. [2018] uses re-
gression to detect anomalous sensor readings and Junejo and
Goh [2016] focuses on predicting attacks observing real and
simulated data. Finally, bi-level problems have been used in
security applications of AI [Pita et al., 2009; Jain et al., 2011;
Nguyen et al., 2016; Zhao et al., 2017].

8 Conclusions
This paper presented a privacy-preserving scheme for the re-
lease of Critical Infrastructure Networks (CINs). The pro-
posed Privacy-preserving Obfuscation mechanism for CIN
(POCIN) obfuscates values and locations of sensitive network
elements combining several differential privacy mechanisms
with a bi-level optimization problem. It does so without al-
tering the CIN topology and ensuring the released obfuscated
network preserves the properties of an optimization problem
of interest. The paper proposes exact and relaxation solu-
tions for solving the bi-level optimization problems and tested
POCIN on power grid and transportation system real prob-
lems. The results show that POCIN is effective in obfuscating
values and locations of the network parameters. Importantly,
the result also illustrates the effectiveness of POCIN to de-
ceive malicious agents that exploit the data release to produce
as much damage as possible to the CIN.
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