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ABSTRACT 

A computer system which a i d s computer e n g i n ­
eers i n f a u l t d i a g n o s i s i s d e s c r i b e d . The sys tem, 
c a l l e d CRIB (Computer R e t r i e v a l I nc idence Bank) 
i s shown t o f i t i n t o the c l a s s o f p a t t e r n - d i r e c t e d 
i n f e r e n c e sys tems. Emphasis is p laced on the 
" b e f o r e " and " a f t e r " phases o f system g e n e r a t i o n 
and i t i s shown why, to be c a l l e d an e x p e r t sys tem, 
these phases are i m p o r t a n t . The forms of knowledge 
used in CRIB a re shown to be adequate f o r d i a g n o s i s 
and ye t possess l i t t l e o f the s t r u c t u r a l o r f u n c ­
t i o n a l knowledge o f more advanced e x p e r t sys tems. 
Summaries are g i v e n o f the t h r e e phases o f i m p l e ­
m e n t a t i o n : e l i c i t a t i o n , imp lemen ta t i on o f knowledge 
s t r u c t u r e s , v a l i d a t i o n and improvement . The idea 
of an e x p e r t system as a "model of competence" 
i s ment ioned and the t r a n s f e r r a n c e o f the system 
a r c h i t e c t u r e t o s o f t w a r e d i a g n o s i s , us i ng the 
same mode l , i s d e s c r i b e d . There are s h o r t d i s ­
cuss ions of system per formance and the n a t u r e 
o f e x p e r t sys tems. 

1 . I n t r o d u c t i o n 

Th i s paper , w h i l s t a l s o be ing a v e h i c l e 
f o r p r e s e n t i n g the work on CRIB c a r r i e d out between 
197*4 and 1979. a t t e m p t s to i n v e s t i g a t e the " b e f o r e " 
and " a f t e r " o f an e x p e r t sys tem. Most o f the 
papers w r i t t e n on and around the f i e l d o f knowledge 
e n g i n e e r i n g systems have c o n c e n t r a t e d on the 
s t r u c t u r e o f the program i t s e l f w i t h s h o r t d i s ­
cuss ions of how the program came i n t o be ing and 
how the program per fo rms " i n the f i e l d " . However, 
an expe r t system is a non-academic e x e r c i s e (no t 
to say commerc ia l ) and the t w i n needs t h e r e f o r e 
to get the d e t a i l r i g h t beforehand and the p e r f o r m ­
ance r i g h t a f t e r w a r d s , a re e q u a l l y i m p o r t a n t 
as the system d e s i g n . 

Four phases o f the r o u t e to a v i a b l e e x p e r t 
system may be d i s t i n g u i s h e d . They are no t d i s ­
s i m i l a r t o the s t a g i n g o f the development o f 
any commercia l computer sys tem. They a r e : 

1 . E l i c i t a t i o n f o r the f i r s t a p p r o x i m a t i o n 
knowledge base . 

V. System des ign and g e n e r a t i o n . 
3 . Cont inuous v a l i d a t i o n (debugging 
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and f i n e - t u n i n g ) . 
4. Improvement t h rough e x p e r i e n c e . 

No t i ce t h a t we have no t pre-empted our d i s ­
cuss ion o f e l i c i t a t i o n b y s p e c i f y i n g the source 
o f the i n i t i a l knowledge f o r the sys tem. I n o rde r 
to d i scuss t h i s p o i n t we shou ld l i k e to make 
a d i s t i n c t i o n in the peop le who come i n t o c o n t a c t 
w i t h the sys tem, i . e . between e x p e r t s and p r a c ­
t i t i o n e r s . We cons ide r t h i s a u s e f u l one e s p e c i a l l y 
where the system can be used f o r e d u c a t i o n and 
d i s s e m i n a t i o n of knowledge as can a s tandard 
e n q u i r y d a t a - b a s e . P r a c t i t i o n e r s are those people 
who use the system in the course of t h e i r eve ry -day 
works e x p e r t s are the hand fu l o f people who d e f i n e 
what the work is and how i t shou ld be c a r r i e d 
o u t . 

2. The " B e f o r e " and " A f t e r " of an Exper t System. 

2 . 1 . E l i c i t a t i o n : f rom e x p e r t s o r p r a c ­
t i t i o n e r s ? 

The d ramat i c r i s e to academic consc iousness o f 
the e x p e r t system has come about p a r t i a l l y because 
o f the c u l t o f the " e x p e r t " and h i s l a r g e l y u n d i s -

u ted p lace in our s o c i e t y . However, an e x p e r t 
i s o n l y a n e x p e r t r e l a t i v e t o the p r a c t i t i o n e r s 
in the f i e l d . Moreover , e x p e r t s a re always a 
t i n y m i n o r i t y o f the whole g r o u p . We would t h e r e ­
f o r e l i k e t o ask the q u e s t i o n " I s an e x p e r t nec­
e s s a r i l y b e t t e r than a l a r g e number o f p r a c t i t i o n ­
e r s ? " The answer to the q u e s t i o n must s u r e l y 
depend to some e x t e n t on the s o r t of knowledge 
i n v o l v e d . I f knowledge i s f r a g m e n t a r y , c o n s i s t i n g 
l a r g e l y o f f a c t s which are a d d i t i v e i n n a t u r e 
then the answer i s " n o " . P r a c t i t i o n e r s a c t i n g 
s e p a r a t e l y (o r a t l e a s t o n l y l o o s e l y connected) 
have d i f f e r e n t expe r i ence and t h e r e f o r e d i f f e r e n t 
knowledge. The e x p e r t has o n l y h i s own expe r i ence 
to r e l y on and , whereas he m igh t have a f a r wider 
expe r ience than any one p r a c t i t i o n e r , he cannot 
match the aggregated expe r i ence of a l a r g e group 
o f them. I f , on the o t h e r hand , the knowledge 
needed i s s t r u c t u r a l o r sys temic i n n a t u r e , then 
the answer t o our q u e s t i o n i s " y e s " , the e x p e r t 
i s b e t t e r . I n f a c t , i t i s o f t e n the case t h a t 
e x p e r t s are e x p e r t because o f t h e i r a b i l i t y t o 
see the s t r u c t u r e of the domain and not mere ly 
i t s c o n t e n t . 

In t h i s paper we s h a l l no t d i scuss whether 
knowledge is o f one form or the o t h e r . There 
i s some d i s c u s s i o n bo th i n A . I . [ 1 1 ] , [ 1 3 ] and. 
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perhaps more re levan t l y , in philosophy ( for example 
see [ 9 ] , [15] for general texts) which we refer 
the reader t o . The only point which must be made 
here is that the sort of knowledge which one 
must have to be e f fec t i ve in a par t i cu la r domain 
is ce r ta in l y dependent on the a c t i v i t y or a c t i v i t ­
ies wi th in that domain. For example, the knowledge 
required to be a good br ick layer is mainly add­
i t i v e , consist ing of facts such as how to chop 
a br ick in h a l f ; what proport ions of sand and 
cement make good mortar; how to bu i ld a corner. 
On the other hand, the knowledge required by 
the bui lder employing the br ick layer is organis­
at ional in the main. He must know how to time 
the work of subcontractors where the work of 
one depends on another f i n i s h i n g ; how to balance 
incoming and outgoing payments so as not to go 
bankrupt; when to quote a high pr ice for a job 
he cannot f ind time to do. 

It thus appears to be dependent on the domain 
whether knowledge should be f i r s t e l i c i t e d from 
experts or from a community of p rac t i t i one rs . 
Can we then say something about the areas in 
which expert systems have gained a foothold and 
generalise th i s to fu ture or projected app l ic ­
ations? A l l the ear ly expert systems (see [8 ] ) 
concentrated on academic or s c i e n t i f i c areas 
of knowledge. The knowledge involved was aimed 
at f ind ing and making e x p l i c i t that which was 
previously i m p l i c i t ; i t involved a high degree 
of i n t e l l e c t u a l s k i l l and thus c lear ly f i t t e d 
into the "expert e l i c i t a t i o n " category. I t is 
true that they also used a large body of factual 
knowledge, but th i s was decidedly subordinate 
to the knowledge d i r e c t l y concerned with "expert ­
ise" in the area. The facts were taken for granted 
and formed a s i gn i f i can t but largely s ta t i c part 
of the system. If what we have said before has 
any v a l i d i t y , there should, then, be areas of 
human a c t i v i t y in which the notion of an expert 
is not inappropriate and where the expertise 
depends in part on a large and ever-changing 
body of f a c t s . Of course the expert in such a 
f i e l d w i l l have the s t ruc tur ing s k i l l s of the 
bui lder in our example above, but the aggregated 
p rac t i t i oners w i l l have more factual knowledge 
and thus should be the source of the i n i t i a l 
knowledge-base. We bel ieve that computer f a u l t 
dignosis is one such area (the area in which 
CRIB operates) and that there are others of a 
s imi lar nature (almost any sk i l l ed trade, but 
also such diverse f i e l d s as navigat ion, production 
scheduling, or information serv ices) . 

Since most knowledge based systems s p l i t 
knowledge in to two, namely s ta t i c knowledge ( fac ts) 
and methods of inference, organisation of the 
techniques of e l i c i t a t i o n around these categories 
can help both the interviewer and the interviewee. 
When working with an ind iv idual (the exper t ) , 
both sorts of knowledge tend to come together 
qui te smoothly, but working with an aggregate 
is d i f f e r e n t . F i r s t l y , e l i c i t e d facts are only 
add i t i ve i f inconsistency and contradict ion are 
al lowable. An expert system, however, cannot 
af ford to show these qua l i t i es to the user. It 
must have a way of checking i t s sel f-consistency 
and report ing errors when they occur. Some sort 

of semantic network is the usual way of doing 
th i s although the problems of bu i ld ing networks 
with su f f i cen t expressive power are wel l known 
[ 5 ] , [ 13 ] . If these problems are to be avoided, 
then there must necessari ly be a diminut ion in 
the general i ty of knowledge which the system 
can maintain. In CRIB the sorts of knowledge 
which it stores are reduced to a minimum without 
reducing i t s e f f i c iency as a diagnostic a i d . 
These simple facts (see section 3.2) are easy 
to e l i c i t using a var ie ty of techniques; no sem­
ant ic network is then necessary. 

Turning to methods of inference, i t is app­
arent to us that l i t t l e has been done in developing 
e l i c i t a t i o n techniques from experts. Most expert 
systems using production system methodology necess­
a r i l y force a l l inference procedures in to the 
uniform s i tua t ion -> act ion pa i r . The e l i c i t a t i o n 
is thus characterised by the question "what rules 
do you use?" rather than the more general "how 
do you make inferences?". E l i c i t a t i o n of methods 
of inference from an aggregate of p rac t i t i oners 
involves a second level of system design since 
some form of induction must be used to capture 
commonalities amongst the members of the aggregate. 
This second level d i f f i c u l t y merely adds to the 
already t r i c ky process of e l i c i t a t i o n and does 
not seem worthwhile if an acceptable a l te rna t i ve 
is ava i lab le . This a l te rna t i ve is for the system 
designer to supply methods of inference based 
on theore t ica l notions of what it is to reason 
well in the domain under considerat ion. A study 
pr ior to CRIB (cal led pro ject DEEMEN, see [4 ] ) 
suggested that a h ierarch ica l model of the broken 
machine be adopted to guide a step-by-step search 
for the fau l t y pa r t . The idea here is that the 
designer supplies a model of competence which 
the system then uses as the universal method 
of making inferences and guiding the user. Les 
Johnson [11] makes the point that most A . I . systems 
are in fact models of competence. For our purpose 
th i s descr ip t ion is correct since we have not 
attempted to induce methods of diagnosis from 
the engineers we worked w i t h . 

2.2. Val idat ion and Improvement 

I f , as we have sa id , an expert system is 
a model of competence, then we must be prepared 
to change the model in the l i g h t of experience 
by users. The same problem occurs in t h i s "a f te r 
generation" phase as with the "before" of e l i c i t ­
a t i on . It is mainly p rac t i t i oners who use the 
system and i t is the i r experience with i t that 
can help to val idate the model. But can t h i s 
experience also be used to improve the model? 
In general we can say that the system users come 
to two d i f f e ren t sorts of conclusion af ter gaining 
experience with i t . Either the model is inadequate 
as a model of competence ( i . e . the system is 
"incompetent") or i t is f a i l i n g to cope with 
a wide enough range of new s i tua t ions and methods 
of working. This leads to the d i s t i n c t i o n between 
va l ida t ion and improvement. An expert system 
which is improving in the more fundamental sense 
must be gaining new knowledge; va l ida t ion can 
be carr ied out by res t ruc tur ing ex is t ing knowledge. 
The same d i s t i n c t i o n also applies when considering 
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the changes of a system in t ime. Continuous v a l i d ­
at ion through day-to-day use by p rac t i t i one rs 
can cope with small per turbat ions, l i k e tuning 
a radio set for better recept ion, but new know­
ledge usually comes from an expert ( tuning to 
a "be t te r " s t a t i o n ) . 

It is appropriate to ask whether improvement 
can come not from experts, but from an aggregate 
of p rac t i t i oners in the same way as e l i c i t a t i o n 
can when the form of knowledge is r i g h t . Even 
with a leve l of i n te rp re ta t i on (presumably by 
an expert-system expert) it is hard to see how 
th i s could come about. P rac t i t i oners , by the 
nature of the i r j ob , do not normally generate 
new knowledge. If they do it is not of the s t r u c t ­
ural so r t , but is more l i k e l y to be addi t ive 
- the sort of knowledge which an expert system 
should be able to handle by the " f i ne - t un ing " 
process of continuous va l i da t i on . Thus an expert 
sytem must have in te rac t ion with a domain expert 
to improve i t s e f fec t iveness. With most systems 
th i s means modif icat ions to data-base structures 
and/or procedures - modes of in te rac t ion not 
allowable to a p rac t i t i one r . 

3. CRIB: A Computer Engineer's Diagnostic Aid 

3 . 1 . Overview. 

The i n i t i a l aims for CRIB were s t r i c t l y 
commercial: to reduce maintainence costs in two 
areas - t r a in ing of new engineers and ex is t ing 
engineers on new equpiment; increasing product­
i v i t y by reducing the average time per f a u l t 
i nves t iga t ion . With constra ints l i k e these i t 
was clear that a h ighly f l e x i b l e , user - f r iend ly 
system was needed. U l t imate ly , it was decided 
to aim CRIB at the CAFS data-base processor (see 
section 3.4 with i t s wealth of associated software 
packages and analysis techniques and, more import­
an t l y , i t s high e f f iec iency as a pat tern-d i rected 
data-base system. However, ear ly versions used 
standard f i l e techniques for database management. 
The CAFS version effected a 20-30 fo ld improvement 
in speed, using the same log ica l s t ruc tu re . 

The whole CRIB system consists of three programs: 

P1. The main program which car r ies out the 
executive funct ion (see section 3.4) is cal led 
DIAGNOSE. It in ter faces wi th the user (the f i e l d 
engineer) through a simple Jargon-English t rans­
l a t i on package. This allows the engineer to commun­
icate with CRIB in a f a i r l y natural way to describe 
symptoms, inform of act ions carr ied out and contro l 
housekeeping funct ions such as the invest igat ion 
l og . 

P2. Some degree of va l ida t ion and f ine tuning 
is done by ADAPT which examines the logs of pre­
vious invest igat ions and updates times of act ions 
performed, and invest igat ion times a f te r a complete 
match with a symptom group (see section 3 .2) . 
It also handles sub-groups (see section 3 .4 .1 ) . 

P3. Major res t ruc tu r ing of the data-base and 
the inser t ion of new knowledge are done through 
EXPERT. As mentioned before, t h i s is a special ised 
access to the data-base and is done with the 
help of the system designer. 

3.2 Forms of Knowledge for Computer Diagnosis 

Two questions were posed at the beginning 
of analysis for system design. They were: What 
sort of knowledge does an engineer need to f ind 
fau l t s on broken computers? and How does the 
engineer use t h i s knowledge to f ind and cure 
the fau l t? The DEEMEN pro ject to ld us that most 
f i e l d engineers know l i t t l e about the correct 
funct ioning of the machine at the e lec t ron ic 
level but a l o t at the leve l of in ter faces between 
modules. We therefore concentrated on the notion 
of a replaceable or repairable part (we cal led 
it a sub-unit) and the in ter faces between them. 
The normal concept of "a f a u l t " can then be dropped 
in favour of the locat ion of the f a u l t w i th in 
a sub-uni t . It fol lows that the only knowledge 
needed about the st ructure of the machine is 
the hierarchy of sub-units which expresses the 
re la t ionsh ip between them. Such a hierarchy can 
be drawn as a tree whose leaves are the replace­
able/ repai rable modules. 

Support for t h i s came from the DEEMEN repor ts . 
In these, an easy- to- fo l low rout ine for diagnosis 
was suggested in an attempt to give engineers 
a f a i l - s a f e method of proceeding when a l l else 
f a i l s . This procedure has the acronym TOAST and 
each l e t t e r re fers to the fo l lowing steps which 
when cycled successively produce a sp i ra l of 
d iagnosis, hopeful ly homing in on the f a u l t by 
t r a v e l l i n g down the hierarchy. 

Test: carry out an appropriate test on 
the machine 

Observe: observe and record the resu l ts 
Analyse: analyse the resu l ts and in the 

l i g h t o f t h i s : 
S p l i t : s p l i t the fau l t y sub-system into 

fau l ty and non-faul ty parts 
Test: generate an appropriate test for 

the fau l t y sub-system 

TOAST provides support for CRIB as a model 
of competence in computer diagnosis. TOAST also 
needs knowledge of the re la t i onsh ip , through 
the Analyse phase, between the resu l ts of tests 
carr ied out by the engineer and the form that 
the next test should take. The analysis is simply 
represented as an associat ion of symptoms and 
fau l t y sub-un i t . This begs two questions: Do 
symptoms uniquely i den t i f y f au l t y sub-units? 
and How do we know which pairs to put in the 
data-base? The second question is concerned with 
e l i c i t a t i o n and w i l l be l e f t for section 3.3. 
The experts we worked with to ld us that the answer 
to the f i r s t is "no" : some symptoms are common 
to many fau l t s and so more information is needed. 
We did not want to include knowledge of machine 
funct ion and so the other information which we 
added to the pair was a l l of the other symptoms 
(perhaps ten or f i f t een ) which had been observed 
before the current one. Does a group of symptoms 
taken together uniquely i d e n t i f y a fau l t y sub-unit? 
If an engineer only observes these symptoms and 
f inds the f a u l t , then his analy t ic s k i l l s ( i f 
any) are re f lec ted in the choice of act ions which 
y ie ld the symptoms in the group. We do not then 
need to represent the ana ly t ic s k i l l s e x p l i c i t l y 
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- they are rep resen ted i m p l i c i t l y t h rough the 
symptom g r o u p i n g s . 

However, some symptoms are o n l y observed 
as a r e s u l t o f l e n g t h y and i n t r i c a t e o p e r a t i o n s . 
The knowledge needed here is which symptoms are 
b e t t e r looked f o r than o t h e r s . Since CRIB has 
no f u n c t i o n a l knowledge i t must base i t s assessment 
o n a t t r i b u t e s o f a c t i o n s which p o t e n t i a l l y y i e l d 
symptoms i n the v a r i o u s g r o u p i n g s . A t t r i b u t e s 
such as the t ime i t t akes to per fo rm an a c t i o n ; 
how many groups c o n t a i n i t ; and how long the 
i n v e s t i g a t i o n m igh t take a f t e r i t has been observed 
are o n l y h e u r i s t i c a l l y adequate i n t h i s case . 
However, s i n c e the f i n a l aim i s t o f i n d a l l o f 
the symptoms in any one group the h e u r i s t i c element 
is o n l y concerned w i t h means and not ends. 

The knowledge needed f o r a model of competence 
in computer d i a g n o s i s can be summarised t h u s : 

K l . A h i e r a r c h y o f s u b - u n i t s r e p r e s e n t i n g 
the s t r u c t u r e of the machine as a c o l l e c t i o n 
o f r e p a i r a b l e o r r e p l a c e a b l e p a r t s . 

K2. A number of symptom g r o u p / s u b - u n i t p a i r i n g s 
which r e p r e s e n t s u c c e s s f u l f a u l t i n v e s t i g ­
a t i o n s . 

K3. A t t r i b u t e s o f symptom-re la ted a c t i o n s 
which are h e u r i s t i c a l l y adequate t o d e t e r ­
mine the nex t a c t i o n . 

KM. Procedures f o r o p e r a t i n g a m o d i f i e d TOAST 
c y c l e in o rde r to p rogress down the h i e r a r c h y 
t o the f a u l t y s u b - u n i t . 

3 . 3 . E l i c i t a t i o n o f Knowledge in CRIB. 

The h i e r a r c h y of s u b - u n i t s ( K l ) was f o rmu la ted 
i n d i s c u s s i o n w i t h peop le who t r a i n f i e l d e n g i n ­
e e r s . The main aim was to p r o v i d e a comprehensive 
breakdown o f the chosen " p a t i e n t " machine ( ICL 
2903) to the l e v e l o f r e p l a c e a b l e o r r e p a i r a b l e 
modules. The bu l k of the K2 knowledge came from 
an i n t e r p r e t a t i o n o f a se t o f f a u l t - f i n d i n g gu ides 
f o r the 2903. These had been produced by an e x p e r t 
eng ineer us ing h i s exper ience o f genera l f a u l t -
f i n d i n g and a p p l y i n g t h i s to what was then a 
brand new mach ine. 

Wi th h i n d s i g h t , our f i r s t s tage e l i c i t a t i o n 
should have come d i r e c t l y f rom an e x p e r t ( t h e r e 
were no p r a c t i t i o n e r s a t the t ime w i t h any d i r e c t 
e x p e r i e n c e ) . I n f o r m a t i o n cou ld have been gained 
from system eng inee rs d u r i n g a s e r i e s o f i n t e r v i e w s 
about s p e c i f i c f a u l t i n v e s t i g a t i o n s . The data 
cou ld then have been cas t in a form s u i t a b l e 
f o r CRIB w i t h o u t engaging i n the s o r t o f i n t e r ­
p r e t a t i o n demanded by the g u i d e s . We cannot empha­
s i s e s t r o n g l y enough t h a t the success o r f a i l u r e 
o f an e x p e r t system can l a r g e l y r e s t on t h i s 
i n i t i a l s tage o f e l i c i t a t i o n . 

3.4 System Design and G e n e r a t i o n . 

The d e s c r i p t i o n o f the i n t e r n a l work ings 
o f CRIB g i v e n here f o l l o w s the a n a l y s i s g i ven 
by Hays-Roth e t a l . [ 1 0 ] . Other more s t r a i g h t -
fo rward accounts may be found e lsewhere [ 1 ] , 
[ 2 ] . The c a t e g o r i e s of knowledge K1 to K4 have 
many o f the c h a r a c t e r i s t i c s o f what they c a l l 

a P a t t e r n - D i r e c t e d I n f e r e n c e System (PD IS ) . The 
g r o u p / s u b - u n i t p a i r i n g s can be seen as e x p r e s s i n g 
the f o l l o w i n g i n f e r e n c e : 

R1. _if symptoms S1 to N have been observed 
then assume the f a u l t i s in s u b - u n i t U . 

The procedures in K4 w i l l c l e a r l y have a 
match ing f u n c t i o n , i n p a r t ; the process o f l o o k i n g 
f o r a s u i t a b l e s p l i t to make (as in TOAST) w i l l 
i n v o l v e match ing the c u r r e n t observed-symptom 
set w i t h each o f the p a i r i n g s i n the d a t a - b a s e . 
The symptom groups are p a t t e r n s and the p a i r i n g s 
are i n f e r e n c e s . 

In g e n e r a l , a PDIS c o n s i s t s of a l a r g e , 
c o n s t a n t l y changing body of da ta and a r e l a t i v e l y 
s m a l l , f i x e d se t o f p rocedures which ope ra te 
on them. These procedures taken t o g e t h e r form 
t h e e x e c u t i v e o f the PDIS. Hays-Roth e t a l . d i s c u s s 
PDIS e x e c u t i v e s i n f o u r p a r t s : s e l e c t i o n , m a t c h i n g , 
s c h e d u l i n g and e x e c u t i o n . I t i s p o s s i b l e t o d i s cuss 
CRIB in these t e r m s . 

S e l e c t i o n : f i l t e r i n g da ta b e f o r e the expens ive 
match ing p rocess . The CRIB user is ab l e to d i r e c t 
the program to l ook o n l y f o r matches amongst 
symptom groups p a i r e d w i t h any chosen s u b - u n i t 
and n o t , a s i s n o r m a l , w i t h a l l o f the s u b - u n i t s 
below the c u r r e n t l y assumed f a u l t y one . Th is 
can improve search e f f i c i e n c y and CRIB can then 
q u i c k l y i n f o r m the eng ineer whether he has l o c a t e d 
the f a u l t c o r r e c t l y o r n o t . 

M a t c h i n g : c a r r y i n g out the match ing between 
observed symptoms, i n p u t by the u s e r , and symptom 
groups i n the d a t a - b a s e . Th is f u n c t i o n i s c a r r i e d 
out by the CAFS da ta -base p r o c e s s o r . E n q u i r i e s , 
i n the form o f Boolean exp ress i ons o f a t t r i b u t e s 
known to the d a t a - b a s e , are p resented to CAFS 
as a microcode program. The dev i ce then r e t u r n s 
s e l e c t e d p a r t s o f a l l r eco rds which s a t i s f y the 
reques t to the mainframe v i a a DMA l i n k . I n f o r m ­
a t i o n about the CAFS s i d e of the CRIB imp lement ­
a t i o n are con ta i ned i n [ 2 ] , Techn i ca l i n f o r m a t i o n 
about CAFS can be found in [ 3 ] . 

S c h e d u l i n g : t h r e e outcomes are p o s s i b l e 
a f t e r match ing has been comp le ted . The f i r s t 
i s t h a t t h e r e i s one and o n l y one match w i t h 
a r u l e i n the d a t a - b a s e . In t h i s case s c h e d u l i n g 
is not needed. The o t h e r two are more d i f f i c u l t . 
E i t h e r t h e r e i s more than one match o r o n l y p a r t i a l 
ones . What to do nex t i s the s u b j e c t o f m e t a - r u l e s 
which d e s c r i b e how to proceed in s i t u a t i o n s o f 
i m p e r f e c t m a t c h i n g . The m e t a - r u l e s in CRIB f o r 
h a n d l i n g p a r t i a l matches are aimed a t sugges t i ng 
a c t i o n s t o the eng ineer which w i l l y i e l d symptoms 
to complete the match . The r u l e s are: 

MR1. Choose a symptom which is the o n l y r e m a i n ­
i ng one in a g r o u p . ( A l l the o t h e r s have 
been observed a l r e a d y ) . 

MR2. Choose the symptom w i t h the h i g h e s t member­
sh i p i n p a r t i a l l y - m a t c h e d g roups . (Th i s 
i s the symptom, which i f i t were obse rved , 
would g i v e the eng ineer the most i n f o r m ­
a t i o n ) . 

MR3. Resolve c o n f l i c t s in MR1 and MR2 by t a k i n g 
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the symptom w i t h t he s h o r t e s t t ime f a c t o r . 

I n f a c t , because t h e r e are many s i t u a t i o n s , 
e s p e c i a l l y e a r l y on in an i n v e s t i g a t i o n , when 
even the r u l e s g i v e n above do no t y i e l d a unique 
c h o i c e , the r u l e s a re a p p l i e d f i v e t imes ( e l i m i n a t ­
i n g the p r e v i o u s c h o i c e each t i m e ) and f i v e symp­
toms are chosen, g i v i n g the eng ineer an e lement 
o f cho i ce i n h i s a c t i o n s . 

3 . 4 . 1 . Sub-g roups . 

A l though TOAST r e p r e s e n t s a good model of 
d i a g n o s t i c competence, eng inee rs do no t a lways 
l i k e t o work i n t h i s r i g o r o u s f a s h i o n . I n p a r t i c ­
u l a r , some o f them are s k i l l e d a t r e c o g n i s i n g 
the emergence o f p a t t e r n s o f symptoms b e f o r e 
a l l o f the symptoms to c o n f i r m a f a u l t have been 
o b s e r v e d . Th is h e u r i s t i c knowledge can be cap tu red 
i n a se t o f assumpt ion r u l e s o f the f o r m : 

R2. if symptoms S1 to N a re p resen t 
then assume t h a t SN+1 to N+M are p resen t 
too (bu t no t observed) 

The symptom se t ( t h e sub-g roup) on the l e f t -
hand s i d e o f the r u l e i s a sub -se t o f the whole 
symptom se t ( t h e key -g roup ) which i m p l i e s a f a u l t y 
s u b - u n i t . The i d e a l i s s t i l l t o match a whole 
key-g roup bu t a match w i t h a sub-group is c o n ­
s i d e r e d h e u r i s t i c a l l y adequate to make p rog ress 
in the i n v e s t i g a t i o n . The program ADAPT checks 
f o r c o n f i r m a t i o n when a sub-group is used success ­
f u l l y and can a l s o r e j e c t those which a re d i s c o n -
f i rmed by f a i l u r e . More i m p o r t a n t l y , ADAPT " d i s ­
c o v e r s " new sub-groups by a p p l y i n g the f o l l o w i n g 
m e t a - r u l e : 

MR4. i f a c t i o n sugges t i ons r e s u l t i n g f rom 
a p a r t i a l match r e s u l t i n the c o m p l e t i o n 
o f t h a t match 

then i n s e r t t he symptoms making up the 
p a r t i a l match i n t o the da ta -base as a 
p o s s i b l e s u b - g r o u p . 

3 . 1 . 2 . Imp lemen ta t i on o f r u l e s and m e t a - r u l e s . 

M e t a - r u l e s MR1-4 are implemented c o n v e n t i o n ­
a l l y t h rough f i x e d p r o c e d u r e s . Since they form 
the a n a l y t i c p a r t o f the model o f competence, 
t h e r e i s no need to r e p r e s e n t them e x p l i c i t l y . 
However, r u l e s R1 and R2, when i n s t a n t i a t e d by 
p a r t i c u l a r symptom g r o u p i n g s , need a f l e x i b l e 
r e p r e s e n t a t i o n which a l l o w s a d d i t i o n and m o d i f i c ­
a t i o n o f r u l e s as the system grows and changes. 
Thus a l l r u l e s i n the CRIB da ta -base are r e p r e ­
sented as r e l a t i o n s between symptom groups and 
e i t h e r s u b - u n i t s as i n the case o f key -g roups 
( R 1 ) , o r o t h e r groups as w i t h sub-groups ( R 2 ) . 
CAFS is an i d e a l v e h i c l e f o r s u p p o r t i n g such 
r e l a t i o n s . 

3.5 V a l i d a t i o n , Improvement and Per fo rmance. 

I t was p o s s i b l e to v a l i d a t e CRIB's competence 
assuming t h a t the cor respondence between symptoms 
and the a c t i o n s des igned to r e v e a l them was a c c ­
u r a t e and t h a t the f a u l t - f i n d i n g gu ide da ta was 
no t too f a r f rom the t r u t h . A r e l a t i v e l y i n e x p e r t 

user was asked to be c o m p l e t e l y gu ided by CRIB 
and ' c a r r y ou t ' the a c t i o n s suggested by the 
sys tem. I f a l l was w e l l , we would have expected 
CRIB to sugges t , as a f i n a l a c t i o n , the r e p l a c e ­
ment or r e p a i r o f a t e r m i n a l s u b - u n i t . Th is was 
the case in a l a r g e number o f ' i n v e s t i g a t i o n s ' 
c a r r i e d out (some 200 in a l l ) . However, in some 
cases , e s p e c i a l l y where the cha in o f suggested 
a c t i o n s was l o n g , the r e a l l y r e l e v a n t a c t i o n s 
were no t d i s p l a y e d soon enough. The reason f o r 
t h i s was p i n p o i n t e d i n the s c h e d u l i n g o f a c t i o n s 
a f t e r a p a r t i a l match (see MR2 in s e c t i o n 3 . 4 . 
When l i t t l e i n f o r m a t i o n i s a v a i l a b l e t o CRIB 
t o p a r t i t i o n the symptom groups i t tends t o spread 
i t s net t oo wide i n the search f o r p o s s i b i l i t i e s . 
However, b y us i ng the f i l t e r i n g f a c i l i t y d e s c r i b e d 
i n s e c t i o n 3 . 4 , i t was p o s s i b l e t o r e s o l v e a t 
l e a s t some o f these d i f f i c u l t i e s . F u l l d e t a i l 
can be found i n [ 2 ] , where s e v e r a l ' r e a l ' f a u l t s 
d i s c o v e r e d by an e x p e r t eng ineer are d e s c r i b e d . 

3 . 5 . 1 . Assessment o f pe r fo rmance . 

CRIB can c e r t a i n l y h e l p an eng ineer to f i n d 
f a u l t s on broken computers where these f a u l t s 
have been s u c c e s s f u l l y remedied b e f o r e . I f an 
eng ineer does not spot a f a u l t as a known one 
(whether or no t he is us i ng a system such as 
CRIB), he must f a l l back upon bas i c knowledge 
both about the p a r t i c u l a r machine he is work ing 
on ( p o s s i b l y f u n c t i o n a l knowledge) and about 
d i a g n o s i s i n g e n e r a l . I n t h i s case , CRIB, w i t h 
i t s complete l a c k o f e x p l i c i t f u n c t i o n a l knowledge, 
cannot h e l p . However, the unknown symptom group 
w i l l , o f c o u r s e , c o n t a i n many symptoms which 
are known and are p resen t in o t h e r g r o u p s . I t 
i s thus p o s s i b l e t h a t the e n g i n e e r , w i t h a l i t t l e 
though t o n h i s p a r t , can l o c a t e the t r u e f a u l t . 
Th is process has been observed when us ing CRIB 
in an u n s t r u c t u r e d way; i g n o r i n g s u g g e s t i o n s , 
p u t t i n g i n u n s o l i c i t e d symptoms e t c . Fu r t he r 
d i s c u s s i o n and a proposed s o l u t i o n to the 'new 
f a u l t s ' problem are i n [ 1 ] , 

4. SOFTCRIB: An Exerc i se in G e n e r a l i z a t i o n . 

I f the s t r u c t u r e s and mechanisms w i t h i n 
CRIB can be d e s c r i b d i n d e p e n d e n t l y f rom the c o n ­
t e n t o f the da ta which d r i v e s i t , then the d e s c r i p ­
t i o n w i l l be o f a p r o d u c t i o n system capab le o f 
w ider a p p l i c a t i o n than computer d i a g n o s i s . Th i s 
l i n e o f t h i n k i n g f o l l o w s the g e n e r a t i o n o f PUFF 
[ 8 ] and PROSPECTOR [ 7 ] and GUIDON [ 6 ] f rom the 
system a r c h i t e c t u r e of MYCIN ( the EMYCIN or Ess-
en t i a l -MYCIN c o n c e p t ) . 

The nex t most obv ious a p p l i c a t i o n f o r CRIB 
was d i a g n o s i s o f s o f t w a r e f a u l t s i n a s i m i l a r 
f a s h i o n to hardware f a u l t s . W i t h i n ICL, a group 
a ' d u m p - c r a c k e r s ' had a l r e a d y ga the red da ta on 
f a u l t s e x h i b i t e d by a new l a r g e - s c a l e o p e r a t i n g 
system c a l l e d VME/K. Most o f the concepts in 
CRIB c a r r i e d across to the s o f t w a r e domain , a l b e i t 
w i t h r e - i n t e r p r e t a t i o n . A h i e r a r c h y o f a t t r i b u t e s 
d e s c r i b e the d i f f e r e n t l e v e l s o f d e t a i l w i t h i n 
the o p e r a t i n g sys tem. These a t t r i b u t e s were chosen 
to p a r t i t i o n bugs in a reasonab le way and the 
whole system of a t t r i b u t e s forms a p a r a d i g m a t i c 
r e p r e s e n t a t i o n o f the o p e r a t i n g sys tem 's p a t h -
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o l o g y . A t t r i b u t e s which are immed ia te l y s u b o r d i n a t e 
to a common a t t r i b u t e can then be c h a r a c t e r i s e d 
as answers to a s i n g l e q u e s t i o n , e . g . What type 
o f dump? is s u b o r d i n a t e to What so f twa re v e r s i o n ? 

The rema in i ng correspondences were s t r a i g h t ­
f o r w a r d . Symptoms remained as symptoms, and key 
groups of symptoms cor responded to a t r a c e of 
symptoms reco rded on the way to f i x i n g a b u g . 
A c t i o n s were c l a s s i f i e d as e i t h e r patches or 
q u e s t i o n s which when answered by the user y i e l d e d 
f u r t h e r symptoms o f t h a t p a r t i c u l a r bug. Other 
l e s s i m p o r t a n t f e a t u r e s o f SOFTCRIB conce rn ing 
i n t e r a c t i o n w i t h and use of the new system can 
be found in [ 1 ] . Once aga in the power of a h i e r ­
a r c h i c a l l y gu ided d i a g n o s t i c methodology has 
been demonst ra ted to be adequate to the t a s k . 
Moreover , the p r o d u c t i o n system a r c h i t e c t u r e 
o f CRIB enabled the change of f u n c t i o n mere ly 
t h r o u g h a change of da ta -base con ten t and a s imp le 
r e - i n t e r p r e t a t i o n o f p a r t s o f the data s t r u c t u r e s . 

5. C o n c l u s i o n s ; What is an Exper t System?. 

Many workers in knowledge e n g i n e e r i n g and 
e x p e r t systems have a t tempted to d e f i n e the f i e l d 
f rom s e v e r a l d i f f e r e n t a n g l e s . I t has been sa i d 
t h a t an e x p e r t system shou ld be ab le to e x p l a i n 
i t s e l f to the user (as does MYCIN f o r example) 
j u s t as a human e x p e r t c a n . Claims have a l so 
been made f o r ' n a t u r a l l anguage ' i n t e r f a c i n g ; 
be ing i n t e r a c t i v e in the form o f a d i a l o g u e ; 
hav ing i n c r e m e n t a l da ta -bases and being a d a p t i v e 
and h e u r i s t i c i n o p e r a t i o n . A l l o f these a t t r i b u t e s 
are h i g h l y d e s i r a b l e and even necessary in some 
cases . However, they a re a l l reduced to be ing 
i n c i d e n t a l w indow-d ress ing un less the system 
does a c t u a l l y possess e x p e r t i s e i n i t s f i e l d . 
Hence the emphasis in t h i s paper on the " b e f o r e " 
and " a f t e r " phases. E l i c i t a t i o n o f e x p e r t i s e 
i s c r u c i a l t o the i n i t i a l success o f the sys tem; 
a d a p t a b i l i t y and a c a p a b i l i t y f o r improvement 
are c r u c i a l t o i t s con t i nued success . 

The q u e s t i o n posed in the t i t l e o f the paper 
can now be seen as r e l e v a n t to t y i n g " b e f o r e " 
t o " a f t e r " . I t i s o f l i t t l e use t o a t tempt a 
f u l l - s c a l e r e p r e s e n t a t i o n o f e x p e r t i s e i n the 
e l i c i t a t i o n phase (knowledge e n g i n e e r i n g i s no t 
c o g n i t i v e m o d e l l i n g ) i f the r e s u l t i n g system 
i s d i f f i c u l t t o mod i fy and hence to improve . 
I t i s e q u a l l y bad to program e l a b o r a t e schemes 
f o r f i n e - t u n i n g the da ta -base when i t s c o n t e n t 
does no t p r o p e r l y r e p r e s e n t the d e s i r e d e x p e r t i s e . 
The system shou ld thus o n l y cap tu re t h a t p a r t 
o f the e x p e r t i s e which i s sure to be u s e f u l to 
a l l p r a c t i t i o n e r s , and which can be r e a d i l y m o d i ­
f i e d t h rough s t r a i g h t f o r w a r d improvement schemes. 
CRIB p a r t l y meets these demands, but i t s a u t h o r s 
now see i t as a p r o t o t y p e f o r something b e t t e r 
i n the f u t u r e . C e r t a i n l y p r o d u c t i o n system a r c h i ­
t e c t u r e has many d e s i r a b l e f e a t u r e s , but e x p e r t 
system a r c h i t e c t u r e s shou ld vary a c c o r d i n g to 
the forms of knowledge needed to c a p t u r e a p a r t ­
i c u l a r s o r t o f e x p e r t i s e . E l i c i t a t i o n t echn iques 
geared towards these d i f f e r e n t forms o f knowledge 
are thus v i t a l . 
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