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ABSTRACT 

Process-monitor ing and f a u l t loca t ion 
techniques have been developed at the Kennedy Space 
Center in a domain of mixed media con t ro l in NASA's 
Space Shut t le Launch Processing System. An 
i n t u i t i v e l y appealing d iagnost ic technique and 
representat ion of the system's s t ruc tu re and 
func t ion were formulated in cooperation w i th system 
engineers. Funct ional re la t ionsh ips that determine 
the consistency of sensor measurements are 
represented by symbolic expressions embedded in 
frames. Funct ional re la t i onsh ips are stored in 
exact ly one p lace , so they must be inver ted to 
determine hypothet ica l values for possib ly f a u l t y 
ob jec ts . Propagating these hypothet ica l s tates to 
other sensors permits the loca t ion of f a u l t s . 
Standard symbolic invers ion techniques have been 
extended to include cond i t i ona l func t ions . A 
demonstration system is opera t ing , and i t s 
eva luat ion w i l l soon use l i v e data from the f i r i n g 
rooms at KSC. 

The Space Shu t t l e ' s externa l tank is loaded 
w i th 140,000 gal lons of l i q u i d oxygen (LOX) from a 
m i l l i o n ga l lon storage tank (Figure 1) about 3.5 
miles from c o n t r o l l i n g computers at the Launch 
Control Center. This c r i t i c a l operat ion begins s ix 
to e ight hours before launch and must continue to 
w i t h i n seconds of i g n i t i o n . NASA's automated Launch 
Processing System cont ro ls t h i s process and 
monitors sensor readings such as temperature, 
pressures, and valve pos i t i ons , checking that they 
are each w i t h i n some spec i f i ed range. If anything 
goes wrong, a few experts must analyze the problem 
and determine whether to stop the process, l ea f i ng 
through 200 pages of schematics. A delay in 
t roubleshoot ing could abort the Shut t le f l i g h t . 

This i s the f i r s t app l i ca t i on o f a r t i f i c i a l 
i n t e l l i gence sponsored by the Kennedy Space Center 
(KSC). An experimental system ca l led LES (the LOX 
Expert System) has been constructed to a id in 
moni tor ing the LOX Loading process, and diagnosing 
f a u l t s . This domain, i t s h i s t o r y , and fu r the r 
d e t a i l s of i t s representat ion are described more 
f u l l y elsewhere (Jamieson, 1984; Delaune, 1985). 
For more complete desc r ip t ion of diagnosis methods, 
knowledge representa t ion , and func t iona l invers ion 
techniques, see (Sca r l , 1985). 

II DEFINITIONS AND ASSUMPTIONS 

F i r s t o f a l l , i t i s assumed t h a t : (a) Time 
between f a i l u r e s is long compared to diagnosis 
t ime, r u l i n g out simultaneous f a i l u r e s (which 

F i g u r e 1. LOX TRANSFER AT KSC 

I INTRODUCTION 

There is growing i n te res t in the use of 
s t ruc tu re and func t ion to ass imi la te observations 
of complex systems and deduce the causes of 
unexpected behavior. The LOX Expert System (LES) 
is an experimental system b u i l t to process sensor 
data to detect and locate f a u l t s in a system 
wi thout feedback, and b u i l t from objects wi thout 
s t a t e . I t s d iagnost ic techniques and knowledge 
representat ion are designed to be transparent to 
system users (engineers) . By symbol ica l ly 
i n v e r t i n g func t iona l r e l a t i o n s h i p s , LES need s tore 
each r e l a t i o n s h i p only once. We consider t h i s 
necessary fo r mainta in ing large and complex 
knowledge bases. 

Most previous work has been done in domains of 
e l ec t r on i c c i r c u i t r y and d i g i t a l log ic ( e . g . , 
Davis, 1984; de K leer , 1979; Genesereth, 1984), 
where there are r e l a t i v e l y few sensors per ac t i ve 
component but the u n i t under t es t may be read i l y 
taken out of serv ice fo r d iagnost ic i n t e r v e n t i o n . 
The method described here has been appl ied to a 
domain of d i sc re te and analog devices w i th a 
mixture of e l e c t r o n i c , pneumatic, hyd rau l i c , and 
mechanical c o n t r o l . The domain is r i c h in sensors 
and it is LES' goal to determine whether a 
perceived f a u l t makes i t necessary to stop 
operat ions, by look ing at present ly ava i lab le 
in fo rmat ion . 



E.Scarl et al. 415 

h i s t o r i c a l l y d o no t happen i n t h i s doma in ) . (b ) 
T r a n s i e n t behav io r s can be i gno red by w a i t i n g f o r 
d e l i b e r a t e changes o f s t a t e t o s t a b i l i z e . ( c ) 
I n t e r m i t t e n t f a u l t s have c y c l e t imes longer than 
the d i a g n o s t i c t i m e . 

A complex p h y s i c a l system is r e p r e s e n t e d as a 
ne twork o f f u n c t i o n a l r e l a t i o n s h i p s . Any 
measurement t h a t g i v e s i n f o r m a t i o n about t h e s t a t e 
o f t he system i s e i t h e r c o n s i s t e n t o r d i s c r e p a n t . 
C o n s i s t e n t measurements agree w i t h t h e i r a d j a c e n t 
ne twork components, w h i l e d i s c r e p a n t measurements 
do n o t . The i n p u t s to t h i s network are commands, 
and t h e o u t p u t s a re senso rs . One may t r e a t 
commands as c o n s t r a i n t s wh ich p ropaga te t h r o u g h t h e 
ne twork t o de te rm ine an e x p e c t a t i o n v a l u e t h a t 
d e s c r i b e s what a n o b j e c t ' s s t a t e be . S i m i l a r l y , 
one may t r e a t a sensor as a c o n s t r a i n t wh ich 
de te rm ines a h y p o t h e t i c a l va l ue t h a t d e s c r i b e s what 
t h e o b j e c t ' s s t a t e i s i m p l i e d t o b e b y t h a t 
o b s e r v a t i o n . I n LES, h y p o t h e t i c a l va lues are 
d e r i v e d f rom b o t h sensors and commands. 

Given a sensor d i s c r e p a n c y , each o b j e c t i s : 
(1 ) i n c a p a b l e o f b e i n g the cause and so i n n o c e n t , 
(2 ) demons t rab ly t h e cause and thus t h e c u l p r i t , 
(3 ) o t h e r w i s e a s u s p e c t . 

The OD ( O r i g i n a l D i sc repancy ) is t h e f i r s t 
d i s c r e p a n c y n o t i c e d a f t e r a p e r i o d o f u n t r o u b l e d 
o p e r a t i o n . A g i v e n s e n s o r ' s s i b l i n g s a re t hose 
o t h e r sensors t h a t depend in any way upon any of 
the commands t h a t c o n t r o l i t . 

I l l LES 

LES' knowledge base i n c l u d e s most of t h e LOX 
p o r t i o n o f the Launch P rocess ing System at KSC. 
T h i s domain i n c l u d e s ana log and d i s c r e t e commands 
and s e n s o r s , and o t h e r o b j e c t s ( t r a n s d u c e r s , 
r e l a y s , s o l e n o i d s , v a l v e s , LOX p ressu res and 
t e m p e r a t u r e s , e t c . ) whose s t a t e t h e system i s 
des igned t o c o n t r o l o r sense. These a re 
r e p r e s e n t e d u s i n g t h e Frame R e p r e s e n t a t i o n Language 
(FRL) ( R o b e r t s , 1977) . A frame d e s c r i b e s each 
r e p l a c e a b l e component w i t h i t s t y p e , i t s v a l u e ( f o r 
commands and s e n s o r s ) , and t h e u n i t s and t o l e r a n c e 
o f i t s o u t p u t where a p p r o p r i a t e . 

Three s l o t s (SOURCE, SOURCE-PATH and STATUS) 
express how t h e component is c o n t r o l l e d : SOURCE 
p o i n t s to t h e source o f energy ( e . g . , a power bus 
or p r e s s u r e l i n e ) . The Boolean SOURCE-PATH 
e x p r e s s i o n de te rm ines whether t h e p a t h f rom source 
t o component i s t u r n e d o n o r o f f . T h i s i s 
s u f f i c i e n t f o r d i s c r e t e components, bu t a n ana log 
o b j e c t a l s o needs a STATUS to q u a n t i f y i t s s t a t e 
when t h e SOURCE-PATH is o n . 

F i g u r e 2 shows a s i m p l i f i e d schemat ic f o r 
c o n t r o l l i n g an ana log v a l v e . The p o t e n t i o m e t e r 
( p o t ) ' s STATUS e x p r e s s i o n s i m p l y p o i n t s t o t h e 
v a l v e , s i n c e i t s h o u l d d i r e c t l y r e f l e c t t h e v a l v e ' s 
p o s i t i o n . The v a l v e ' s SOURCE-PATH e x p r e s s i o n i s 
t r u e i f t h e o v e r r i d e c l o s e d s w i t c h i s OFF and t h e 
ana log command is ON. The v a l v e ' s STATUS 
e x p r e s s i o n g i v e s pe rcen tage open. The c l o s e d l i m i t 
s w i t c h i s d i s c r e t e , and i t s SOURCE-PATH e x p r e s s i o n 
i s (LESSP v a l v e 7 ) , meaning t h a t t h i s s w i t c h i s 

Figure 2. PART OF LPS CIRCUITRY FOR AN ANALOG VALVE 

expected to be ON whenever t he v a l v e is l ess than 7 
p e r c e n t open. 

F a u l t d e t e c t i o n is invoked whenever a command 
o r sensor v a l u e i s r e c e i v e d , whether f rom user 
i n p u t , a t e s t f i l e , o r a p o r t . I f the r e c e i v e d 
va lue is f rom a senso r , then t h e sensor s 
e x p e c t a t i o n v a l u e i s computed b y e v a l u a t i n g i t s 
SOURCE-PATH and STATUS e x p r e s s i o n s . I t s 
c o n t r o l l i n g o b j e c t s a re eva lua ted r e c u r s i v e l y u n t i l 
o b j e c t s a re found b e a r i n g known v a l u e s , wh ich i n 
LES are always commands. T h i s e x p e c t a t i o n v a l u e is 
compared w i t h t h e v a l u e r e c e i v e d , and the sensor i s 
marked c o n s i s t e n t o r d i s c r e p a n t a c c o r d i n g l y . 

I f t h e r e c e i v e d v a l u e r e s e t s a command, then 
a l l sensors a f f e c t e d by t he command are t e s t e d 
a g a i n s t t h e i r e x p e c t a t i o n s . 

The suspec ts and r e l e v a n t commands are t h e 
o b j e c t s and commands v i s i t e d w h i l e d e r i v i n g t h e 
e x p e c t a t i o n v a l u e . Th i s dynamic search produces 
t h e b e n e f i t ( a l s o en joyed by (Genesere th , 1984 ) ' s 
p r o o f t e c h n i q u e s ) t h a t when an o b j e c t ' s c o n t r o l l e r s 
a re " s w i t c h e d o u t , " t hey and t h e i r r e l a t e d commands 
and sensors never appear and are i m p l i c i t l y 
c l e a r e d . 

LES o b t a i n s c o n s i d e r a b l e compu ta t i ona l sav ings 
by s t o r i n g e x p e c t a t i o n va lues i n t h e f rames , and 
r e s e t t i n g them o n l y when commands are changed. 
T h i s a l s o g i v e s LES a l i m i t e d f a c i l i t y f o r h a n d l i n g 
components whose s t a t e depends upon h i s t o r y as w e l l 
as c u r r e n t commands. 

The c u r r e n t user i n t e r f a c e i s a " l i v e " v e r s i o n 
o f p a r t s o f NASA's e l e c t r o m e c h a n i c a l schemat i cs . 
Most o f these can be genera ted a u t o m a t i c a l l y f rom 
t h e database (New, 1985) , and a l l can be gene ra ted 
as b l o c k d iag rams . The user moves about by naming 
or mousing components. Sensors and commands 
d i s p l a y t h e i r c u r r e n t va lues w i t h any d i s c r e p a n c i e s 
h i g h l i g h t e d . Values can be moused f o r 
i n s t r u c t i o n a l o r t e s t i n g pu rposes , and s e v e r a l 
o b j e c t t ypes a re animated t o i n d i c a t e t h e i r 
e x p e c t a t i o n v a l u e s . 

LES r e s i d e s p r i m a r i l y in a d e d i c a t e d Symbol ics 
3600 w h i c h l i v e s i n t h e Launch C o n t r o l Center a t 
KSC. Tes t da ta now comes f rom an a d j a c e n t PC, bu t 
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w i l l soon come f rom a "Common Data B u f f e r " 
c o n t a i n i n g t h e c o n t r o l s y s t e m ' s most comp le te and 
c u r r e n t s t a t u s . S o f t w a r e i n t h e F i r i n g Room w i l l 
f i l t e r t h e d a t a , s e n d i n g o n l y d a t a e x h i b i t i n g 
" s i g n i f i c a n t " change (any change f o r d i s c r e t e 
measurements , and a few p e r c e n t f o r a n a l o g s ) . I t 
i s a n t i c i p a t e d t h a t a 9600 baud s e r i a l p o r t can 
h a n d l e such f i l t e r e d d a t a . By summer of 1985, LES 
s h o u l d have begun a c t i v e t e s t i n g d u r i n g s i m u l a t e d 
and a c t u a l S h u t t l e l a u n c h e s . D iagnoses now t a k e 
10-40 seconds . 

IV THE DIAGNOSTIC METHOD 

The d i a g n o s e r is i n v o k e d when a d i s c r e p a n c y 
( t h e 0D) has been n o t i c e d . S u s p e c t s , commands, and 
s i b l i n g s o f t h e OD a re l o c a t e d . An a t t e m p t is now 
made to d e r i v e a h y p o t h e t i c a l v a l u e f o r each 
suspec t f rom t h e OD. A suspec t i s i n n o c e n t i f any 
one o f t h e f o l l o w i n g f o u r c r i t e r i a i s t r u e : 

1 . The suspec t c o n t r o l s t h e OD o n l y t h r o u g h 
o b j e c t s known t o be i n n o c e n t . 

2 . No h y p o t h e t i c a l v a l u e can be e s t a b l i s h e d f o r 
t h e s u s p e c t because t h e f u n c t i o n a l dependency o f OD 
upon suspec t canno t be i n v e r t e d . 

3 . The s u s p e c t ' s h y p o t h e t i c a l v a l u e agrees w i t h 
i t s e x p e c t a t i o n v a l u e . 

4 . The assump t i on t h a t t h e suspec t a c t u a l l y has 
i t s h y p o t h e t i c a l v a l u e does no t cause a l l senso rs 
t o become c o n s i s t e n t . 

These c r i t e r i a a re l i s t e d i n o r d e r o f a p p l i c a t i o n , 
b u t 4 i s t h e co re o f t h e a l g o r i t h m . 

Comput ing a h y p o t h e t i c a l v a l u e means 
u n d e r s t a n d i n g what t h e OD's measurement i s t e l l i n g 
us about t h e s t a t e o f one o f t h e s u s p e c t s . Such 
i n f o r m a t i o n i s i m p l i c i t i n t h e SOURCE-PATH/STATUS 
dependence o f sensor upon s u s p e c t , b u t , b e l i e v i n g 
i t i m p o r t a n t t o r e p r e s e n t such r e l a t i o n s h i p s 
u n i q u e l y , we do n o t s t o r e t h e s e r e v e r s e 
dependenc ies e x p l i c i t l y . I n s t e a d , we have 
au tomated t h e i n v e r s i o n o f s e n s o r - u p o n - s u s p e c t 
d e p e n d e n c i e s . 

A r i t h m e t i c f u n c t i o n s p r e s e n t n o s p e c i a l 
p r o b l e m s , b u t LES' STATUS/SOURCE-PATH e x p r e s s i o n s 
may i n c l u d e c o n d i t i o n a l o p e r a t o r s l i k e MAX, OR, 
AND, IF o r even COND, w h i c h a re n o t i n v e r t i b l e i n 
t h e s t a n d a r d sense . N e v e r t h e l e s s , i t i s p o s s i b l e 
t o i n v e r t them u s i n g c o n d i t i o n a l t e s t s . For 
examp le , i f t h e s t a t u s o f x i s (AND (STATUS z ) 
(STATUS y ) ) , t h e n LES in e f f e c t s o l v e s f o r y as 

y - (COND ((STATUS z) (STATUS x ) ) 
(T ' * INNOCENT*) ) . 

The t o k e n *INNOCENT* i s passed back to t h e 
d i a g n o s e r t e l l i n g i t t o d e c l a r e y i n n o c e n t (by 
c r i t e r i o n 2 , a b o v e ) . 

V REMARKS 

LES' r e p r e s e n t a t i o n scheme f o r s t r u c t u r a l and 
f u n c t i o n a l r e l a t i o n s h i p s seems t o have advantages 
i n compac tness , p e r s p i c u i t y , and i n s u p p r e s s i n g 
unneeded d e t a i l . T h i s c o u l d b e i m p o r t a n t t o a n 
e n g i n e e r a t t e m p t i n g t o a n a l y z e t h e n e t w o r k ' s 
f u n c t i o n a l i t y under s t r e s s f u l c o n d i t i o n s . LES* 
methods a re now b e i n g c o n s i d e r e d f o r e x p e r i m e n t a l 
deve lopment i n o t h e r p r e l a u n c h a c t i v i t i e s a t KSC, 
some of w h i c h have p r o v e n more e x p e n s i v e l y 
t r o u b l e s o m e t h a n LOX l o a d i n g , i f n o t s o c r i t i c a l i n 
t h e f i n a l coun tdown. 
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