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ABSTRACT 

Industry today has a severe problem in the 
automatic t es t i ng of analog cards. At the A i r Force 
I n s t i t u t e of Technology, we are developing an Expert 
System based on the s t ruc ture and funct ion of an 
analog c i r c u i t card to d r ive automatic tes t 
equipment. This system uses the informat ion 
contained in the schematic diagram of the c i r c u i t as 
we l l as fundamental knowledge of e lec t ron ics and 
past experience in maintaining the card. One of the 
most important aspects of t h i s system is i t s a b i l i t y 
to reason about possible f a u l t s based upon the 
func t ion of the sub-sections of the c i r c u i t . This 
task is accomplished using the type of "second 
p r i n c i p l e s " which an e lec t ron ic engineer would use. 

I INTRODUCTION 

Test ing and f a u l t diagnosis of pr in ted c i r c u i t 
cards is a very important task which is done many 
times each day. Typ ica l l y t h i s is performed using 
pre-determined, s t a t i c and r i g i d l y s t ructured t e s t s . 
As a r e s u l t , the tes t i ng tends to be i n e f f i c i e n t , 
missing many fau l ted components and can of ten 
i so l a te f a u l t s to only a large group of components. 

We introduce the "theory of r e s p o n s i b i l i t i e s " as 
an approach to automated t roub leshoot ing. Using 
t h i s approach, the understanding of how a c i r c u i t 
works is recorded by assigning r e s p o n s i b i l i t i e s fo r 
parts of the output waveform to subsections of the 
c i r c u i t . These can be assigned manually ro derived 
from casual s imu la t ion . 

Our current e f f o r t s are d i rec ted at automated 
t roubleshoot ing of analog c i r c u i t cards. Our ove ra l l 
system, described in (Milne 1984) and (Ramsey 1984), 
is designed to automat ical ly t es t and i d e n t i f y 
f a u l t s in an analog card through the use of 
automatic t e s t equipment. Our past implementation 
and papers have conducted t es t i ng based on the 
s t r u c t u r a l descr ip t ion o f the c i r c u i t . In t h i s 
paper, our approach to func t iona l t es t i ng is 
descr ibed. 

This work d i f f e r s from others in several 
s i g n i f i c a n t ways. The work of (Cantone 1985) has 
been e n t i r e l y w i t h i n the s t r u c t u r a l area. His 
a lgor i thm fo r deciding which tes t to perform based 
on the most in format ion gained and possible cost is 
very he lp fu l to s t r u c t u r a l reasoning, but can ' t help 
us once we can no longer probe w i th in an sub-
c i r c u i t . Cantone only uses s t r u c t u r a l informat ion 
to i s o l a t e the f a u l t to a s ing le func t iona l area. 
In t h i s paper, we w i l l show how s t r u c t u r a l 
in format ion can be used to fu r ther propose f a u l t s . 

(de Kleer 1983) is working to diagnose f a u l t s in 
analog c i r c u i t cards from ' f i r s t p r i n c i p l e s ' . That 
i s , given the low l eve l e lec t ron ic descr ip t ion of 
how a capacitor works, it should be possible to 
deduce how a f i l t e r would work, and consequently, 
diagnose f a u l t s i n i t . Although i t i s agreed that 
t h i s is the most desirable approach, the author 
fee ls that there is too much work s t i l l to be done 
in order to use t h i s approach in tes t i ng today. In 
our work, we s t a r t from 'second p r i n c i p l e s ' , that 
i s , the type of descr ip t ion that an e lec t ron ics 
engineer uses to describes various bu i ld ing blocks 
of c i r c u i t s . Several examples are contained below. 

(Davis 1983) has done much work in the area of 
d i g i t a l t roubleshoot ing based on the funct ion of the 
components. He r e l i e s on computing the func t ion and 
inverse of each sub-component. In general , i t is not 
possible to compute the inverse of analog func t ions . 
Also the d i g i t a l domain has a very simple output 
form (1 or 0 ) , whi le the analog domain may have a 
very r i c h s i gna l . Hence d i f f e r e n t techniques are 
ca l led f o r . In fac t the more complex output s igna l 
is one of the key d i f ferences between the analog 
and d i g i t a l domains. 

The work of (Chandrasekaran 1985) is most s im i l a r 
to our own. He describes the object to be diagnosed 
in a formal language and then compiles t h i s 
descr ip t ion i n t o a set of production ru les to 
perform the diagnosis. In our approach, we use a 
d i f f e r e n t formal descr ip t ion and four simple ru les 
of diagnosis, rather than compil ing the system i n t o 
production r u l e s . Chandrasekaran's work has not 
defined a c lear ro le fo r the i n te rac t i on of 
func t iona l and s t r u c t u r a l reasoning. In our work, 
s t r u c t u r a l reasoning plays a dual r o l e . I t i s f i r s t 
used to i s o l a t e the possible f a u l t to a s ing le 
func t iona l area. Secondly, whenever the output is 
zero, (g i v ing no in fo rmat ion ) , s t r u c t u r a l ru les are 
used to propose possible f a u l t s . 

Qua l i t a t i ve reasoning (Forbus 1981) is important 
to j u s t i f y some of our ru les and approaches, but 
since we are working from second p r i n c i p l e s , many of 
these resu l t s are compiled i n t o the desc r ip t ions . 

II STRUCTURE 

The t r a d i t i o n a l ro le of s t ruc tu re is to i s o l a t e 
the possible f a u l t to one func t iona l nodule. The 
system f i r s t checks i f the output i s co r rec t . I f i t 
is not , the path of the s igna l is traced back 
through the s t ruc ture of the c i r c u i t and a t es t is 
chosen which w i l l s p l i t the possible f a u l t path in 
h a l f . This is done u n t i l only one func t i ona l module 
i s l e f t . 



424 R. Milne 

In our work, s t ruc tu re is also used when the 
output is zero. In t h i s s i t u a t i o n , we have no 
in format ion on which to base the f unc t i ona l 
d iagnos is , so s t r u c t u r a l reasoning must be used. In 
an analog c i r c u i t , we are in te res ted in the output 
current and vol tage drop. Their r e l a t i o n s h i p is 
con t ro l l ed by Ohm's Law: E=IR. Q u a l i t a t i v e l y , we 
can see tha t if E is zero, then I w i l l be zero; and 
tha t if I is zero, then E w i l l be zero. We can also 
know that if R is zero , then E and I w i l l be zero. 
Because of the product of IR, if E is zero we w i l l 
need two r u l e s , since I or R could be zero. 

Let us look at vo l tage . We know that we need an 
R in order to get a vol tage drop. If an output is 
shorted to ground, then R is zero, and hence no 
output vo l tage . We can t r ans la te t h i s i n t o a 
diagnosis r u l e : 

Voltage Short Rule: 
If one component connects the output and 

ground, 
and the output is zero, 

then tha t component may be shor ted. 

We could der ive t h i s ru l e from E=IR, but it can 
be 'compiled' to the above form. This compi la t ion 
is s im i l a r to (Chandra. 1985) and only needs to be 
done once fo r the f a u l t d iagnosis system. This r u l e 
is an example of the high l eve l knowledge tha t an 
e lec t ron i cs engineer may use. We c a l l t h i s an 
example of a 'second p r i n c i p l e ' . 

From K r i c h o f f ' s Current Law, we know that the 
current f lowing i n to and out of a node is zero. If 
there is no current f lowing i n t o a node, then there 
can be no current f low ing out of the node. As 
before, we can compile these fac ts i n t o a 'second 
p r i n c i p l e ' . 

Current Open Rule: 
If one component connects the input and 

output , 
and the output is zero, 

then tha t component could be open 

We also know that w i th no cu r ren t , we w i l l not 
get a vol tage drop. I f the output is zero, i t could 
be from no R or no I, based upon Ohm's Law. Because 
of the dependency between the current and vo l tage, 
we cannot be sure , based upon a s ing le zero ou tpu t , 
whether we have a shor t or open, so several 
hypotheses may be produced. 

We w i l l use a simple vol tage d i v i de r as an 
example of these s t ruc tu re r u l e s . When the c i r c u i t 
is working p roper l y , the outputs are 01 and 02. 
Their respect ive values are determined by the r a t i o 
of Rl and R2. If the value of 02 is wrong when 01 
is c o r r e c t , then the r a t i o R1/R2 is wrong. 
Q u a l i t a t i v e l y , we cannot t e l l which value is wrong. 

If R1 is a sho r t , then 02 w i l l equal 01 and not 
be zero. This can be pred ic ted by the app l i ca t i on 
of the Voltage Short r u l e . (Note that ground being 
zero is only a spec ia l case) . I f Rl is open, then 
02 w i l l be zero by the Current Open r u l e . 01 may or 
may not be zero depending upon the c i r c u i t . If k2 
is shor ted, then 02 w i l l be zero by the Voltage 

Short r u l e . If R2 is open, then 02 w i l l be zero by 
the Current Open r u l e . 

In t h i s sec t i on , we have presented our approach 
to the use of s t ruc tu re fo r f a u l t d iagnos is . In the 
t r a d i t i o n a l way, i t is used to i s o l a t e a faul t , to a 
s ing le f unc t i ona l module. We also use it to propose 
f a u l t s based upon shorts and opens. These tv/o ru les 
are very powerful and alone w i l l propose the cor rec t 
f a u l t fo r most of the examples we have encountered. 

I l l FUNCTION 

The R e c t i f i e r C i r c u i t : 
When the s t r u c t u r a l ru les have i so la ted a f a u l t 

to a s ing le func t i ona l module, we turn to func t i ona l 
reasoning. To i l l u s t r a t e the theory of 
r e s p o n s i b i l i t i e s presented in t h i s paper, a simple 
r e c t i f i e r r c i r c u i t w i l l be used. In second 
p r i n c i p l e s , the r e c t i f i e r c i r c u i t can be described 
as f o l l ows . To bu i l d a r e c t i f i e r c i r c u i t , use a 
diode to convert each peak in the input waveform to 
a pos i t i ve output peak. For a t y p i c a l sine wave, 
t h i s means two diodes, one for the p o s i t i v e , and one 
for the negative peak. The output is then f i l t e r e d . 
To do t h i s a capaci tor is used to s tore energy and a 
r e s i s t o r to dra in that energy. 

From t h i s desc r ip t i on r e s p o n s i b i l i t i e s can be 
assigned: each diode produces a peak in the output , 
one at the pos i t i ve peak and one at the negative 
peak. The capaci tor charges, g i v ing us the r i s i n g 
ramp, and the r e s i s t o r discharges the ranp. We can 
w r i t e t h i s formal ly as: 

( c i r c u i t r e c t i f i e r (va r ies w i th time t 0 - t 2 ) 
t 0 - t 1 Output is Peak at pos i t ive-nax 

by Diodel 
t l - t 2 Output is Peak at negative-max 

by Diode2 
( s u b - c i r c u i t Peak (var ies wi th time t 0 - t 2 ) 

t O - t l Output is r i s i n g ramp 
by Capacitor 

t1 Output is peak by diodeX 
t l - t 2 Output i s f a l l i n g ramp 

by Resistor 
t l i s a t input-max) 

The diagnosis r u l e s : 

If X is Y by Z and no t (Y ) , then Z is bad. 
If X is Y by Z and not(X) then use s t ruc tu re r u l e s . 

In t h i s b r i e f paper, the implementation d e t a i l s 
have been l e f t ou t , al though the PROLOG user w i l l 
recognise the ro l e fo r u n i f i c a t i o n . 

These are the only t roub leshoot ing ru les we need. 
To diagnose a f a u l t , the output waveform is compared 
w i th the input waveform. The f i r s t r u l e w i l l then 
i d e n t i f y which component is f a u l t e d . 

The above desc r ip t i on was tested on an actua l 
c i r c u i t . When the r e s i s t o r was fau l t ed to the open 
p o s i t i o n , the output was a constant l e v e l . 
Comparing the desired output from the rea i ou tpu t , 
we are missing the dec l i n i ng ranp, so the r e s i s t o r 
is bad. The DC vol tage l eve l s are important in t h i s 
d iagnos is , but have been omit ted fo r t h i s paper. 
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When one of t h e d i o d e s was opened, t h e o u t p u t was 
m i s s i n g one o f i t s peaks . By compar ing t h e d e s i r e d 
o u t p u t w i t h t h e r e a l o u t p u t and t h e i n p u t , t h e r u l e 
can i d e n t i f y c o r r e c t l y wh ich d i o d e has been opened. 
V/hen t h e c a p a c i t o r i s opened, t he r i s i n g o u t p u t i s 
no t a ramp, s o t h e c a p a c i t o r i s p r e d i c t e d bad . I f 
t h e r e s i s t o r i s s h o r t e d , t h e o u t p u t i s z e r o , and t h e 
s t r u c t u r e r u l e s w i l l c o r r e c t l y p ropose t h e f a u l t . 
I t s h o u l d b e n o t e t h a t w e a re l u c k y i n t h i s case 
t h a t each component m a n i f e s t s i t t o a s i n g l e p a r t o f 
t h e o u t p u t wave fo rm. I n t h i s b r i e f p a p e r , t h e 
v o l t a g e l e v e l s have been o m i t t e d . These a r e c r i t i c a l 
t o d iagnose some f a u l t s . 

IV DEEP FUNCTIONAL REASONING 

In t h e above s e c t i o n s , we have assumed t h a t we 
unde rs tand how to a s s i g n r e s p o n s i b i l i t i e s between 
t h e p a r t s o f t h e o u t p u t waveform and t h e components 
o f t h e c i r c u i t . I n t h i s s e c t i o n , w e w i l l see how 
t h i s can b e d e r i v e d a u t o m a t i c a l l y . 

The b a s i c s t r a t e g y i s t o s i m u l a t e t h e w o r k i n g o f 
t h e c i r c u i t t h r o u g h our ' second p r i n c i p l e s ' . A s 
each component makes a c o n t r i b u t i o n to t h e o v e r a l l 
o u t p u t , a r e s p o n s i b i l i t y i s a s s i g n e d . We then use 
t h e above t r o u b l e s h o o t i n g t e c h n i q u e t o t r a c e t h e 
r e s p o n s i b i l i t i e s t o t h e f a u l t e d component . 

We w i l l use t h e r e c t i f i e r c i r c u i t as an 
i l l u s t r a t i o n . W e s t a r t w i t h t h e f o l l o w i n g second 
p r i n c i p l e s : 

D i o d e : I f t h e i n p u t i s p o s i t i v e , t h e o u t p u t e q u a l s 
t h e i n p u t . 

C a p a c i t o r : A c a p a c i t o r w i t h a r i s i n g i n p u t w i l l 
cha rge 

C a p a c i t o r : A cha rged c a p a c i t o r w i t h a l o a d , and no t 
a r i s i n g i n p u t w i l l d i s c h a r g e . 

W i r e : When two w i r e s meet , t h e o u t p u t i s t h e sum o f 
t h e two i n p u t s . 

We a l s o assume low l e v e l r u l e s t h a t p r o v i d e f o r 
t h e a d d i t i o n o f s i g n a l wave fo rms , t h e t e s t i n g f o r 
r i s i n g and f a l l i n g v o l t a g e l e v e l s and g i v e t h e 
v o l t a g e a c r o s s a c a p a c i t o r . The i n p u t t o t h e 
c l i p p e r i s i n t h e f o rm o f a s i n e wave f rom a 
t r a n s f o r m e r . When we a p p l y t h e d i o d e r u l e , The s i n e 
wave i s t r a n s f o r m e d i n t o a p o s t i v e h a l f - w a v e 
f o l l o w e d b y z e r o . The second d i o d e i s i n r e v e r s e 
p o l a r i t y , so i t p roduces a ze ro o u t p u t f o l l o w e d by a 
h a l f - w a v e . R e s p o n s i b i l i t y t o each h a l f - w a v e i s then 
a s s i g n e d . N e x t , t h e two w i r e s a d d , g i v i n g us a 
h a l f - w a v e r e c t i f i e d wave fo rm . 

How t h e s i g n a l a r r i v e s a t t h e c a p a c i t o r and t h e 
i n p u t s i g n a l i s r i s i n g . B y t h e c a p a c i t o r r u l e , t h e 
c a p a c i t o r now c h a r g e s . The r i s e i n t h e o u t p u t 
v o l t a g e i s a s s i g n e d t h e c a p a c i t o r . When t h e s i g n a l 
s t o p s r i s i n g , t h e c a p a c t i t o r has a l o a d , so 
d i s c h a r g e s . T h i s d e c r e a s i n g o u t p u t v o l t a g e i s 
a s s i g n e d t o t h e r e s i s t o r . 

I n t h i s v e r y b r i e f e x p l a n a t i o n , we have seen how 
t h e v /ave fo rn g e t s b u i l t u p f r om second p r i n c i p l e s 
and t h e r e s p o n s i b i l i t i e s a r e a s s i g n e d . Us ing t h i s 
t e c h n i q u e , i t i s p o s s i b l e t o d e r i v e t h e 
r e s p o n s i b l i t i e s f r o m a c i r c u i t and t h e n p e r f o r m 
t r o u b l e s h o o t i n g based upon t h e s e . 

V CONCLUSION 

I n t h i s pape r , t he " t h e o r y o f r e s p o n s i b i l i t i e s " 
has been o u t l i n e d . T h i s s t a t e s t h a t we can p e r f o r m 
f a u l t d i a g n o s i s b y a s s i g n i n g r e s p o n s i b i l i t i e s f o r 
p a r t s o f t h e o u t p u t t o v a r i o u s p a r t s o f t h e c i r c u i t . 
These r e s p o n s i b i l i t i e s a re d e r i v e d f rom a c a s u a l 
s i m u l a t i o n o f t h e f u n c t i o n o f t h e c i r c u i t . I t has 
a l s o demons t ra ted how t h i s works on a t y p i c a l 
b u i l d i n g b l o c k c i r c u i t . I n our work w e have s t a r t e d 
f rom ' second p r i n c i p l e s ' , t h a t i s , t he p r i n c i p l e s 
w h i c h an e l e c t r o n i c e n g i n e e r would use to d e s c r i b e s 
each s u b - c i r c u i t . T h i s approach has proved to be 
ve r y e f f e c t i v e i n d i a g n o s i n g f a u l t s i n a n a l o g 
c i r c u i t s . 

I f one has on l y a l i m i t e d u n d e r s t a n d i n g o f t h e 
c i r c u i t , t h e n r e s p o n s i b i l i t i e s can o n l y b e a s s i g n e d 
i n a l i m i t e d way, and hence t h e c a p a b i l i t y t o 
d i agnose f a u l t s w i l l b e l i m i t e d . I f one has a 
t h o r o u g h u n d e r s t a n d i n g o f t h e c i r c u i t , can do a 
b e t t e r j o b o f a s s i g n i n g t h e r e s p o n s i b i l i t i e s . 
However, because o f l i m i t a t i o n s w i t h i n t h e doma in , 
i t w i l l no t a lways b e p o s s i b l e t o d e s c r i b e t h e 
c i r c u i t i n such a way as t o i s o l a t e f a u l t s t o one 
component . T h i s l i m i t a t i o n , however , p r i m a r i l y 
comes f rom t h e l i m i t s o f be i ng a b l e to d i agnose a 
c i r c u i t as a b l a c k box . T h i s t e c h n i q u e has been 
a p p l i e d t o f i l t e r s , r e c t i f i e r s , v o l t a g e d o u b l e r s and 
wave g e n e r a t o r s . Because o f t h e m o d u l a r i t y o f most 
c i r c u i t s , i t works even o n seeming ly complex 
c i r c u i t s , b y d e a l i n g w i t h t h e s u b - c i r c u i t s . 

A l t h o u g h t h i s t e c h n i q u e i s ve ry p o w e r f u l , t h e r e 
i s much t o b e done . I t shou ld b e p o s s i b l e t o d e r i v e 
our second p r i n c i p l e s f rom f i r s t p r i n c i p l e s . We 
have found t h a t we can g e n e r a l l y p rove t h e second 
p r i n c i p l e s i n t h i s v/ay, bu t w e c a n ' t d o i t 
a u t o m a t i c a l l y , y e t . A more d e t a i l e d d e s c r i p t i o n o f 
t h i s work i s i n ( M i l n e 1 9 8 5 ) . 
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