Proceedings of the Thirtieth International Joint Conference on Artificial Intelligence (IJCAI-21)
Doctoral Consortium Track

Safety Analysis of Deep Neural Networks
Dario Guidotti
University of Genoa
dario.guidotti@edu.unige.it

Abstract
Deep Neural Networks (DNNs) are popular machine learning models which have found successful application in many different domains across
computer science. Nevertheless, providing formal
guarantees on the behavior of neural networks is
hard and therefore their reliability in safety-critical
domains is still a concern. Verification and repair
emerged as promising solutions to address this issue. In the following I will present some of my
recent efforts in this area.

1

Introduction

The area of verification of DNNs is concerned with providing methods to certify whether a DNN satisfies a given
input-output specification. Numerous methodologies have
been presented for different specifications and architectures,
e.g., [Katz et al., 2019; Balunovic et al., 2019; Tjeng et
al., 2019]. Despite remarkable progress in the field, verification of neural networks is computationally intensive and
is still challenging for non-trivial architectures. The first
main focus of my PhD research is this very problem as
I will describe in the following sections. While verification aims to prove whether a neural network is compliant
with a certain specification, how to efficiently repair a network that has been proven to be faulty remains an open
question. A straightforward repair methodology is to retrain the network augmenting the dataset with counterexamples obtained by verification [Pulina and Tacchella, 2010;
Dreossi et al., 2018]. Other approaches that do not require re-training have been proposed [Goldberger et al., 2020;
Papusha et al., 2020]. These approaches use Satisfiability
Modulo Theory (SMT) or Mixed Integer Linear Programming (MILP) to perform minimum modification to the parameters of the networks so that the specification of interest
is guaranteed to be satisfied. Repair is the second main focus
of my PhD research. In the following, I will present some
results obtained during my PhD and, after that, I will outline
the activities I plan to carry out to complete my PhD studies.

2

Current Results

The aim of my PhD thesis is to provide a unified framework
in which networks can be trained, analyzed and repaired with
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emphasis on the ease of use and compatibility among different learning frameworks and verification methodologies.
My motivation is that providing capabilities traditionally pertaining the learning community (e.g., pruning, quantization
etc.) together with ones concerning verification and repair
enables the user to leverage synergies between such capabilities. I studied an example of such synergies in [Guidotti et
al., 2020], where I investigated the possible interplay between
DNN pruning and their verification. Pruning consists in removing or blending components of a NN to reduce its complexity: its main application until now has been to reduce the
dimension of NNs so that they can be deployed on hardware
with little computational resources. I showed how different
pruning techniques can be used to produce networks that are
easier to verify but have accuracy and robustness comparable
with the original unpruned ones. My results were consistent
in showing that pruned networks were easier to verify then the
unpruned ones for all the verification and pruning methodology I considered. With the purpose of gaining a better understanding on how learning techniques and verification methodology inter- act, I decided to develop my own verification
methodology, which is inspired by the work done in [Tran
et al., 2019]. The original methodology is based on abstract
interpretation and, in particular, on the star set abstraction.
Given a DNN and a specification φ defining input and output
constraints, the methodology first computes the output reachable set corresponding to the input set identified by input constraints in φ. Then, the intersection is computed between the
output reachable set and the set obtained by negating output
constraints in φ. If the intersection is empty then the property is verified and the net is safe. The methodology provides
both an incomplete and a complete algorithm for verification.
The incomplete algorithm leverages over-approximation to
speed up computation, with the downside of a loss of precision which can cause a network to be erroneously identified
as unsafe. One of my aims was to enhance the precision of
the over-approximate algorithm without increasing too much
its computational complexity. In particular I proposed a new
verification methodology that abstracts only selected portion
of a DNN based on novel decision heuristics. Experimental
results showed that my methodology is able to verify properties which the over-approximate version alone is not able to
verify and it does so in less time than the complete version.
While [Tran et al., 2019] only support DNNs with ReLU acti-
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vations, my approach also supports sigmoids via a new overapproximation scheme which can operate at different levels
of precision and is easily adaptable to other non-linear activation functions. The methodologies presented in this section
has been implemented in the tool N E V ER 2 [Guidotti et al.,
2021] which provides capabilities for the training, pruning,
verification, repair of neural networks.

3

Planned Contribution and Future Research

In the following I will outline some research directions I intend to pursue in the last months of my PhD.

3.1

Over-approximation Refinement and Repair

I plan to enhance my verification methodology using a
counter-example guided refinement [Clarke et al., 2000] of
the over-approximation. To do so I am currently working on sampling and search methodologies needed for extracting input counter-examples from the reachable set computed by the verification algorithm. I plan to leverage spurious counter-examples (i.e., counter-example which are reported as unsafe from the verification procedure but that are
actually compliant with the property of interest) to guide
the refinement of the over-approximation, whereas I intend
to use the valid counter-examples in a repair methodology
continuing the work I started in [Guidotti et al., 2019a;
Guidotti et al., 2019b; Guidotti et al., 2019c].

3.2

NeVer2

I also aim to improve the usability of N E V ER 2 by supporting
an increasing variety of neural networks architectures. One of
the first planned enhancement is the support for convolutional
layers and other popular activation functions besides ReLU
and Sigmoid. At present I am also working on a graphical
user interface for the tool and on extending the range of supported formats for loading and saving of network models. My
aim is to provide support for the main learning frameworks,
namely ONNX, PyTorch and Tensorflow/Keras.

3.3

Definition of a Standard for NNs Verification

Another relevant issue for the verification of neural networks
is the current absence of a standard for verification benchmarks, i.e., networks and properties thereof. I am currently
working on this topic with other members of the VNN-LIB 1
initiative, whose aim is to encourage collaboration and facilitate research and development in verification of neural networks.
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