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Abstract

Currently the most popular method of providing
robustness certificates is randomized smoothing
where an input is smoothed via some probability
distribution. We propose a novel approach to ran-
domized smoothing over multiplicative parameters.
Using this method we construct certifiably robust
classifiers with respect to a gamma correction per-
turbation and compare the result with classifiers
obtained via other smoothing distributions (Gaus-
sian, Laplace, uniform). The experiments show
that asymmetrical Rayleigh distribution allows to
obtain better certificates for some values of pertur-
bation parameters. To the best of our knowledge
it is the first work concerning certified robustness
against the multiplicative gamma correction trans-
formation and the first to study effects of asymmet-
rical distributions in randomized smoothing.

1 Introduction

It is well known [Szegedy et al., 2014] that modern classi-
fication models are vulnerable to adversarial attacks. There
were many attempts [Goodfellow et al., 2015; Kurakin and
Tan Goodfellow, 2017; Liu er al., 2018] to construct empiri-
cally robust classifiers, but all of them are proven to be vulner-
able to some new more powerful attacks [Carlini and Wagner,
2017; Athalye et al., 2018] . As a result, a lot of certifica-
tion methods have been introduced [Wong and Kolter, 2018;
Li et al., 2021; Alfarra et al., 2021] that provide provably
correct robustness certificates. Among this variety of certi-
fication methods the randomized smoothing remains one of
the most effective and feasible approaches which is easy to
implement and to parallel. Randomized smoothing [Cohen
et al., 2019; Li et al., 2019; Lecuyer ef al., 2019] can be ap-
plied to data and classifiers of any nature since it does not use
any information about the internal structure of the classifier.
It is also easily scalable to large networks unlike other meth-
ods. All these benefits lead to the fact that the randomized
smoothing approach is currently one of the most popular and
powerful solutions to robustness certification tasks.
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Consequently, there are a lot of works devoted to the ran-
domized smoothing. While most of them concern a setting
of robustness within /,,- or [-balls, some generalize the ap-
proach to cover parameterized transformations [Fischer et al.,
2020; Li ef al., 2021]. These parameters usually add up to
each other when composing transformations, which allows to
smooth classifiers over them. Yet there are some other types
of perturbations such that their parameters do not add up but
multiply to each other (e.g. a volume change of audio signals
or a gamma correction of images). Though it is possible to
reduce this case to the additive one by a logarithm (like it is
done in [Fischer et al., 2020]), we find that alternative distri-
butions (like Rayleigh) may result in better certificates. Thus
we propose a new approach of smoothing directly over mul-
tiplicative parameters. We prove the theoretical guarantees
for classifiers smoothed with Rayleigh distribution and com-
pare them with those obtained via other smoothing distribu-
tions for the gamma correction perturbation. Our experiments
show that the Rayleigh smoothing cannot be consistently out-
performed by the others and thus may be more suitable for
certain values of the perturbation parameter.

The main contributions of this work are:

e Direct generalization of the randomized smoothing
method to the case of multiplicative parameters;

* Practical comparison of the proposed method and other
smoothing techniques for the gamma correction pertur-
bation, which shows superiority of our method for some
factors;

 Construction of the first certifiably robust classifiers for
the gamma correction perturbation.

2 Background

The randomized smoothing is a method of replacement

of an original classifier f with its “smoothed” version

g(x) = argmax Pg(f o ¢g(x) = c) that returns the class the
c

base classifier f is most likely to return when an instance is
perturbed by some randomly distributed composable trans-
formation . A right choice of the distribution /3 allows to
predict a robustness certificate for a given input = for this
smoothed classifier g using its confidence in its own answer.
Here a robustness certificate is a range of transformations
such that they do not change the predicted class g(z) when
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applied to the given input z. One expects the new (smoothed)
classifier to be reasonably good if the base one is sufficiently
robust.

This technique has only two major drawbacks. The first
one is that the transformation we want out classifier to be
robust against has to be composable. It is a strong con-
straint since even theoretically composable transformations
lose this property in practice due to rounding and interpola-
tion errors. The other one is that generally we are unable to
calculate the smoothed classifier g directly and instead have
to use approximations. Since we cannot calculate the actual
prediction of g, we use the Monte-Carlo approximation al-
gorithm with n samples to obtain the result with an arbitrary
high level of confidence. The introduced parameter n con-
trols the trade-off between the approximation accuracy and
the evaluation time on inference. Though it is possible to
smooth a default undefended base classifier f, experiments
show that the best results can be achieved by smoothing of
already (empirically) robust base classifier f. Thus during
training of the base classifier f we use the same type of aug-
mentation we expect the smoothed classifier g to be robust
against. For a more detailed description of the randomized
smoothing method see [Cohen er al., 2019; Li ef al., 2019;
Lecuyer et al., 2019].

3 Generalization of Smoothing for
Multiplicative Parameters

Let us extend the notion of composable transformations in
case of multiplicative parameters.

Definition 1. A
Ps: X > X, 0€BCR"™ is
composable if

(Y5 0v0) () = V5.0)(2), Vo € X, V5,0 € B, (1)

where 6 - 0 € B means the element-wise multiplication of
vectors.

parameterized map
called multiplicatively

Usually multiplicative parameters are positive, thus one
needs probability distributions with positive supports for ran-
domized smoothing. Yet unlike the additive case an identity
transformation corresponds to the parameter value equal to 1
rather than 0. So a conventional exponential distribution [Li
et al., 2021] is unsuitable here (we want to concentrate prob-
ability mass at 1). Thus we propose a Rayleigh distribution
for these needs.

Definition 2. A random variable ( has a Rayleigh distribu-
tion with the scale parameter o > 0 (¢ ~ Rayleigh(o)) if
its probability density function (PDF) has a form

pe(z) = 022 /) 2 >0, @
For classifiers smoothed with the Rayleigh distribution the

following robustness guarantee can be obtained:

Theorem 3. Letr x € R™, f:R™ =Y be a clas-
sifier, g :R™ = R™ be a multiplicatively com-
posable  transformation  for 3 ~ Rayleigh(c) and
g(z) = arg méxxIPB(f og(x) = ¢). Denote

pa =Ps(f oyp(x) = ca),
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pp = max Ps(fovs(x) =cp).

If

pa > pa >DpB > pB,
then g o 1 (x) = ca for all 7y satisfying 1 < v < o, where
Y1, Y2 are the only solutions of the following equations

FOy'F7YpB) + FOy 'F (1 —pa)) =1, ()

F(y ' FH pa)) + F(y ' FH(1=pB)) =1, (4)
and F(z) =1— e=%"/(29%) s the CDF of .

A proof is similar to the one provided in [Fischer et al.,
2020], though it is also possible to obtain the same re-
sult using the constrained adversarial certification framework
[Zhang et al., 2020] or TSS framework [Li et al., 2021]. All
variants are given in Appendix A, B. Notice that the certifi-
cate bounds 71, 2 can be easily found numerically (e.g. by a
simple bisection method). But it is also possible to use a triv-
ial estimation pg = 1 — p 4 for the probability of the top two
class. In that case the equations can be solved analytically:

F~1(1—-pa) logpa
"= 71 = R (5
F~1(3) log 5

_ F7l(pa)  [log(1—pa) ©
PUFEG) N e

The only parameter to be chosen for the Rayleigh distribu-
tion is the scale o. It seems reasonable to choose it in such a
way that either the median or the mean of the random value
equals one (value multiplied by 1 stays the same). We try
both variants and find that the median equal to 1 results in
better certificates (See Appendix C for comparison details).
Thus hereafter the scale is equal to \/ﬁ

The above theorem can be generalized in case of transfor-
mations with multiple multiplicative parameters.

Theorem 4. Let x € R™, f : R™ — Y be a clas-
sifier, Y : R™ = R™, B=(B1,...,5.)" be a multiplica-
tively composable transformation for independent and iden-
tically distributed random variables ; ~ Rayleigh(o) and
g(x) = arg mCaxIP’g(f o Yg(x) = ¢). Denote

pa =Ps(f op(x) = ca),
pp = max Pg(foys(z) =cp).
cBF#ca
If
PA 2 pA > DB 2 PB,

then g o Y (x) = ca for all v € Q, where Q is a region
defined by the following inequality

P(vi —DB + ..+ (p —1)B2 <)

>P((yf — DA+t (n — 1B 20), (D
where T and 6 are the only solutions of the following equa-
tions

P(1=7 2B+ o+ (1=7,2)B2 <r)=pa, (8

P(1=y B+ .+ (1=,2)B8 > 0)=Dp5. (9
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pa PB Y1 Y2
0.600

0400 086 1.15
0.200 0.71 1.33
0.700 0300 0.72 1.32
0.100 0.54 1.56
0.800 0.200 0.57 1.52
0.900 0.100 0.39 1.82
0.990 0.010 0.12 2.58
0.999 0.001 0.04 3.16

Table 1: The calculated robustness certificates (y1,72) for the top
two class probabilities pa, P5.

A proof is analogous to the one for a single parameter case
and can be found in Appendix A.

Usually we cannot evaluate the probabilities pa, pp. Thus
we use the Clopper-Pearson [Clopper and Pearson, 1934]
bounds pp < Pp < pa < pa that can be calculated with an

arbitrary high confidence probability 1 — «. In case pg < %
the classifier g abstains from answering (i.e. returns the “ab-
stain” answer).

We present 71,2 values for some pa,pp in Table 1 to
show the certificates that can possibly be achieved.

4 Experiments

There are a lot of multiplicatively composable transforma-
tions. We choose the gamma correction of images for our
experiments due to its importance and simplicity.

Gamma correction is a very popular operation in image
processing. There are a lot of works on how it is used for
image enhancement [Veluchamy and Subramani, 2019] and
medical image processing [Somasundaram and Kalavathi,
2011; Agarwal and Mahajan, 2017]. Yet to the best of our
knowledge no works on certified robustness to gamma cor-
rection attacks have been released. Thus we are eager to both
fill this gap and try out our new smoothing technique on it.

If we consider an input image in the RGB-format as a ten-
sor = with entries in [0,1], then the gamma correction G,
with the gamma factor « simply raises = to the power 7 in
the element-wise manner: G- (x) = 27. For a human eye it
looks like change of brightness (Fig.1).

Obviously, this transformation is multiplicatively compos-

(b)yy=1

able:
GpoG(z) = (27) =27 =G, 5(x). (10)

But it should be noticed that in reality a gamma corrected im-
age is likely to be converted to some image format with colour
channel of limited width afterwards. In that case some infor-
mation is lost and the resulting transformation is no longer
composable. Thus we have two settings: 1) “idealized” —
when the colour channel is so wide that the conversion er-
ror is negligible in comparison with the rounding error of a
machine; 2) “realistic” — when the conversion error is sig-
nificant and cannot be ignored.

Other works usually consider idealized setting where the
only type of error we encounter is an interpolation error. Fol-
lowing their lead we conduct most of our experiments in this
setting though we also show how to deal with conversion er-
rors.

4.1 Idealized Setting

As it is mentioned before the multiplicative parameters (3, ~y
can be converted into the additive ones a = log,. v, b = log, 3
via logarithm:

'7'6 _ Clogc'y . clogcﬁ — Y. Cb — Ca—&-b’ (11)

where c is some fixed base. Thus one can smooth over these
new parameters with the standard Gaussian distribution to ob-
tain certificates on the original ones. The certified accuracy
for a factor + is the proportion of correctly classified test im-
ages whose certificates contain the value . All certificates
are obtained with the mistake probability oo = 0.001.

We compare the theoretical certificates for the smoothed
classifier with empirical ones for: a) the same smoothed
classifier (real smoothed classifier), b) the base architec-
ture without augmentations on training or smoothing (unde-
fended classifier), and c) the base architecture with augmen-
tations on training but without smoothing (augmented classi-
fier) (Fig.2a). Numbers in brackets show values at 1, that is
benign or clean accuracy: the portion of unperturbed images
that were correctly classified.

The empirical certificates are obtained via evaluations of
classifiers’ predictions on perturbed images. For every image
x starting from gamma factor 9 = 1 we evaluate classifier’s
predictions on G, (z) for every v = v,—1 + € with a step
e = 0.01. If the classifier predicts a wrong label on the input

(©)y=2

Figure 1: Demonstration of the gamma correction transformation on a frog image.
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(b) ResNet-50 on ImageNet

Figure 2: Comparison of theoretically predicted certificates with empirically obtained ones for the gamma correction perturbation.

G, (x) for some -y, we assume that it is robust only in the in-
terval [1,v;_1] and stop the certification procedure. The same
procedure is used to find the left end of a certification inter-
val. We use € = 0.1 searching for the right ends of certificate
intervals for some classifiers (you can spot them by the less
smooth right parts of corresponding graphs) due to computa-
tional complexity of this process. The resulting certificate can
be over optimistic but still it provides a good approximation
of the actual robustness. One can see that the real accuracy
is bounded from below by the theoretically guaranteed one,
which is expected.

We also observe that the smoothed classifier has almost the
same actual robustness as the just augmented one. Thus it can
be concluded that smoothing provides theoretical certificates
at a cost of extra time on inference but does not significantly
impact the actual robustness of the augmented base classifier.

The randomized smoothing method is easily scalable to
deep models and large datasets. We repeat certification ex-
periments for ResNet-50 on ImageNet [Deng et al., 2009]
(Fig.2b) but do not approximate actual robustness due to com-
putational complexity of this process.

In order to compare Rayleigh smoothing with other
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smoothing distributions we train several smoothed ResNet-
110 classifiers on CIFAR-10 dataset with uniform, Gaussian
and Laplace distributions following TSS protocol (includ-
ing consistency regularization [Jeong and Shin, 2020]). We
also use the TSS certification protocol with o« = 0.001,n =
100000 and 500 images randomly picked from the test set for
certification. The results are presented at Fig.3. To ease com-
parison the factor axes have been re-scaled for factors smaller
than 1 to represent uniform multiplicative scale and a dotted
line has been used for Rayleigh smoothing.

One can see that the Rayleigh smoothing outperforms all
competitors for small gamma factors. Apparently asymmetric
nature of the Rayleigh distribution allows to obtain much bet-
ter certificates for small perturbation values than it would be
possible with any conventional symmetric distribution. See
Appendix E for more detailed analysis of this phenomenon.

4.2 Realistic Setting

Our study shows that if we convert gamma corrected images
to some format with 8 bits per colour channel (RGB true
colour), then the conversion error is usually too big to be ig-
nored. Thus we need to make the base classifier f robust in

Rayleigh vs Laplace
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Figure 3: Comparison of Rayleigh smoothing with uniform, Gaussian and Laplace smoothing for ResNet-110 on CIFAR-10 for the gamma
correction perturbation. The base is equal to e everywhere, the mean equals O for all alternate distributions and we only change the length of
support (uniform), standard deviation (Gaussian) and scale (Laplace) parameters.
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some lo-ball with a radius larger then the conversion error for
the most images. For these needs Fischer et al. [Fischer et
al., 2020] propose to initially smooth the base classifier with
the additive Gaussian noise to make it robust in /o-norm. This
new classifier can then be used as a base one for smoothing
over transformation parameters. Thus instead of n samples
for the Monte-Carlo simulation algorithm we use n. samples
to simulate the smoothing in /3-norm and n, samples to simu-
late the smoothing over the gamma correction. Since we need
ne samples for every gamma correction sample, the resulting
number of samples is equal to n. - 1.

There are two types of guarantees that can be obtained by
this method: 1) a distributional guarantee, when the conver-
sion error is pre-calculated on the training dataset; 2) an indi-
vidual guarantee, when we calculate the conversion error for
each input at inference time.

For a given input image = and the gamma correction trans-
formation G we define

e(B,v,x) := Gg o Gy(x) — Gg.y(x) (12)

as the conversion error for gamma factors 3,~. In the ideal-
ized setting we assume £(3, 7, «) = 0 for all inputs. But now
we need to estimate this value with some upper bound F.

In case of distributional guarantees the conversion error can
be estimated with E such that

qe = PanD g~ Rayleigh (glgg lle(B,7,x)|]2 < E) , (13)

where D is the data distribution, I is a fixed interval of pos-
sible attacks and 1 — qg is a desirable error rate.

The conversion errors E are estimated for intervals I" of
gamma factors I'y = [0.86,1.15] and T’y = [0.71, 1.33] with
the same error rate g = 0.9 as £; = 0.18 and F = 0.22 re-
spectively. These intervals are chosen randomly but in such a
way that they could be certificate intervals obtained with the
Rayleigh smoothing for some input images, i.e. there exist
such p4,pp that the corresponding certificates obtained via
Theorem 3 equal to I'; or I's. Then we smooth the base clas-
sifier with the Gaussian noise with a deviation o = (.25, that
is found experimentally to deliver the best results for our base
models and datasets.

The resulting mistake probability p of that smoothed clas-
sifier on a ball Bg(z) for a given = can be estimated as the
sum of mistake probabilities on all steps:

p<a+l—-gqg+ag, (14)

where 1 — « is the confidence of the base classifier, qg is the
probabilistic guarantee for £ and 1 — ag is the confidence
with which E is obtained. In all our experiments we set ap =
0.01.

This smoothed classifier is then smoothed with the
Rayleigh distributed gamma correction. For the certification
procedure the probabilities p 4, pg are adjusted by p:

paA' =pa—p, PB =P +p (15)

such that we take into consideration the mistake probability of
the base classifier we have estimated previously. In order to
preserve the correctness of conversion error estimations the
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Figure 4: Certified accuracy of smoothed ResNet-20 classifiers in
the idealized (IS) and the realistic (RS) settings on CIFAR-10 for
the gamma correction perturbation.

obtained certificates are clipped to the selected attack inter-
vals T

We provide distributional guarantees for smoothed classi-
fiers on CIFAR-10 for different numbers of samples n, n,
mistake probabilities « and attack intervals I" (Fig. 4). A sig-
nificant drop in accuracy can be seen when we switch from
the idealized setting to the realistic one. It happens because
we are not able to preserve the same number of samples for
smoothing over the gamma parameter (due to the computa-
tional complexity) as well as because our base classifier has
to be robust in [o-norm.

One can see that the smaller attack interval allows the lower
estimation ' (which is expected) and thus the higher accu-
racy can be obtained. It should also be noticed that a greater
mistake probability « increases the accuracy due to fewer
“abstain” answers by both smoothed classifiers, but at the
same time a greater o decreases the resulting confidence with
which certificates are obtained.

The achieved certification results can be found in Appendix
D.

4.3 Experiments With Scaling Interpolation Error

The other type of distortion we experiment with is a scaling
interpolation error. By that we mean a transformation .S, ()
which scales the image = by factor r followed by re-scaling
to the original size. For a human eye it looks like a loss of
clarity (Fig. 5). Note that this transformation is not the same
as scaling (e.g. like here [Li et al., 2021]) where there is no
re-scaling to the original size and black padding is used in-
stead. The resulting interpolation error is a perturbation we
want our classifier to be robust against. It is clear that in the
idealized setting scale factors multiply to each other when we
scale an image several times and in that case the interpolation
error does not exist. Thus this transformation is multiplica-
tively composable. But in reality we face non-zero interpo-
lation errors that cannot be ignored. Though it is possible
to handle this problem via double smoothing like it is done
with the gamma correction, we find that the average interpo-
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Figure 5: Demonstration of the scaling interpolation error on a frog image.

lation error on CIFAR-10 images is too great to be handled
via Gaussian smoothing with satisfactory accuracy. Fischer
et al. [Fischer et al., 2020] encounter the same problem deal-
ing with rotations. They propose several techniques to reduce
interpolation errors (preprocessing with vignetting and low-
pass filter, noise partitioning). Some of these techniques can
be applied to our case but we find that the problem persists
even for high-resolution images (e.g. ImageNet) that is not
the case for rotations.

It should be noticed that down-scaling presents a greater
challenge than up-scaling since the latter is theoretically in-
vertible and results in smaller interpolation errors. Therefore
it seems reasonable to use non-symmetric (with respect to
multiplication) distributions for smoothing like the Rayleigh
one, which has a distinct bias towards smaller values rather
than bigger ones. One can expect such distributions to pro-
vide better certification results than the standard Gaussian and
other symmetric distributions for perturbations whose sym-
metric parameter values do not cause the same level of distor-
tion.

Of course one could use the TSS framework [Li er al.,
2021] to deal with the interpolation errors but this approach
does not require any smoothing distribution and thus it does
not allow to exploit the asymmetrical nature of scaling distor-
tions via asymmetrical probability distributions.

5 Further Research

There are some recent works revealing the limitations of the
standard Gaussian smoothing [Hayes, 2020; Zhang et al.,
20201, especially in case of multidimensional perturbations
with [,,-ball certificates for large p. It seems reasonable to
search for alternative smoothing distributions not only among
those suitable for additive parameters but also among distri-
butions of multiplicative parameters. Indeed, it is interest-
ing to find a good family of distributions for smoothing over
multiplicative parameters, so that one could vary the variance
like in additive case with uniform, Gaussian and Laplace dis-
tributions. Moreover, an example of the scaling perturbation
shows that we may be more interested in asymmetric distri-
butions which are able to exploit asymmetrical nature of cer-
tain transformations. There is a chance that it will allow to
avoid the pitfalls and limitations of conventional smoothing
distributions and achieve better results in the robustness cer-
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tification tasks.

Also this technique can be applied to other types of pertur-
bations and even to other types of data (audio signals, video,
etc.). Therefore further experiments can include construction
of certifiably robust audio and video classifiers based on the
Rayleigh smoothing and comparison of them with those ob-
tained via other methods.

6 Related Work

In this section we want to discuss similar works in certifi-
cation theory and point out some key differences between
them and the present paper. Usually randomized smoothing
is applied to classifiers having R as their domain, resulting
in the threat model when the signal is directly fed into the
model without interpolation, rounding or clipping (like in [Li
et al., 2021]). In real life it is unlikely that we will be able
to perturb the original signal itself. Usually we have only a
digital record of the signal (e.g. an image) and cannot ac-
cess the original. Thus this setting seems unrealistic and we
call it “idealized” in the paper. We go further and propose
to consider “realistic” attacks that take into account limita-
tions of digital image processing (limited channel width and
bounds on minimal and maximal pixel values). Notice that
gamma correction preserves pixel values within [0, 1] RGB-
area (unlike brightness or contrast changes) and thus can be
easily certified against in “realistic” setting via above men-
tioned double smoothing technique.

The realistic setting results in a big certified accuracy drop,
but we believe that it is a much more adequate way to simulate
real-world attacks.

7 Conclusion

This work proposes a novel approach of randomized smooth-
ing directly over multiplicative parameters of input transfor-
mations. We prove certification theorems and provide ex-
perimental comparison of the proposed method with conven-
tional smoothing distributions for gamma correction transfor-
mations and show that it cannot be consistently outperformed
by the latter. We also propose to consider realistic attacks
which include additional conversion errors caused by the lim-
ited color channel width. As a result, the first certifiably ro-
bust image classifiers in the idealized and realistic settings are
constructed for the gamma correction perturbation.
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