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Abstract

Text-based captchas are the most widely used se-
curity mechanism currently. Due to the limita-
tions and specificity of the segmentation algorithm,
the early segmentation-based attack method has
been unable to deal with the current captchas with
newly introduced security features (e.g., occluding
lines and overlapping). Recently, some works have
designed captcha solvers based on deep learning
methods with powerful feature extraction capabil-
ities, which have greater generality and higher ac-
curacy. However, these works still suffer from two
main intrinsic limitations: (1) many labor costs are
required to label the training data, and (2) the solver
cannot be updated with unlabeled data to recog-
nize captchas more accurately. In this paper, we
present a novel solver using improved FixMatch for
semi-supervised captcha recognition to tackle these
problems. Specifically, we first build an end-to-
end baseline model to effectively break text-based
captchas by leveraging encoder-decoder architec-
ture and attention mechanism. Then we construct
our solver with a few labeled samples and many un-
labeled samples by improved FixMatch, which in-
troduces teacher forcing, adaptive batch normaliza-
tion, and consistency loss to achieve more effective
training. Experiment results show that our solver
outperforms state-of-the-arts by a large margin on
current captcha schemes. We hope that our work
can help security experts to revisit the design and
usability of text-based captchas. The source code of
this work is available at https://github.com/SJTU-
dxw/3E-Solver-CAPTCHA.

1 Introduction

Since automated robots are widely used to carry out large-
scale malicious activities on web applications, captcha (Com-
pletely Automated Public Turing test to tell Computers and
Humans Apart) was proposed to distinguish computer pro-
grams from humans [Von Ahn et al., 2003]. An overly com-
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Figure 1: Security features of text-based captchas.

plex captcha will make users feel disgusted and may require
multiple attempts to pass the challenge, which means that the
ideal captcha scheme should meet the condition that is dif-
ficult for computer programs to solve but easy for humans.
Currently, captchas mainly include three types: text-based
captchas, image-based captchas [Gossweiler et al., 2009],
and voice-based captchas [Gao et al., 2010]. Among them,
text-based captchas are widely used by most websites due
to their user-friendliness. Thus, it is essential to compre-
hensively evaluate whether the existing text-based captcha
schemes can withstand computer program attacks.

Over the past decade, many different methods have been
proposed to break the text-based captchas, which can be
divided into two types according to the solving process:
segmentation-based methods [Yan and El Ahmad, 2008;
Bursztein et al., 2011; Gao et al., 2013; Gao et al., 2017]
and end-to-end methods [Zhan et al., 2018; Li et al., 2021].
Segmentation-based methods require three steps to per-
form attacks: preprocessing, segmentation, and recognition,
among which the segmentation step significantly affects the
recognition performance. However, as shown in Figure 1,
more sophisticated security features are applied to the cur-
rent captchas. It is challenging for segmentation algorithms
to deal with sophisticated security features, which means that
these segmentation-based methods are no longer applicable.
Recently, some end-to-end methods based on deep learning
algorithms with better generality and recognition capabili-
ties have succeeded in text-based captchas breaking. How-
ever, they usually require a lot of labor costs to label samples
and can not leverage unlabeled data. Thus, we argue that the
solver for breaking text-based captchas should adhere to the
following requirements:

* Effortless. Labeling training data is a labor-intensive
and time-consuming process, so we should train the
solver with as few labeled captchas as possible.
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* Easy-to-Update. Real-world unlabeled captchas are
easy to obtain and collect, and many of them cannot be
accurately recognized by the original solver. Thus, it is
necessary to update the solver with unlabeled captchas
to improve recognition performance.

¢ End-to-End. To meet the requirements of real-time and
generality, attackers should not adopt any preprocess-
ing methods, which means that breaking the captcha re-
quires an end-to-end solver.

To address the challenges mentioned above, we propose an
effortless, easy-to-update, and end-to-end solver (3E-Solver)
to automatically solve text-based captchas based on semi-
supervised learning. Unlike previous deep learning-based
methods, our approach requires significantly fewer labeled
samples but can achieve higher accuracy. To be specific,
we first design an attention-based encoder-decoder baseline
model, denoted as AED-Net, for end-to-end recognition with-
out any preprocessing operations on the captcha, and take
this AED-Net as both the student network and the teacher
network. After that, the improved FixMatch, a state-of-the-
art semi-supervised framework for captcha recognition tasks
based on FixMatch, is applied to train the solver through
supervised loss and unsupervised loss effectively. We per-
form the teacher forcing strategy for labeled data to obtain
supervised loss. Then, combined with adaptive batch nor-
malization to make batch normalization (BN) layers adap-
tive to discrepant data, the student network and the teacher
network predict strongly augmented and weakly augmented
unlabeled captchas, respectively. Finally, it combines con-
sistency regularization and pseudo-labeling to compute the
unsupervised loss on unlabeled data, which is added to the
supervised loss for training. We evaluate our solver on eight
text-based captcha schemes of the top-50 popular websites
ranked by alexa.com, including Google, Yandex, Microsoft,
Apple, Sina, Weibo, Wikipedia, and Ganji. Results show that
our solver can more accurately recognize captchas than the
state-of-the-arts with a few labeled samples. The major con-
tributions of the proposed work are three-fold:

* We develop an end-to-end baseline model (AED-Net)
to effectively break text-based captchas by leveraging
encoder-decoder architecture and attention mechanism.
It should be noted that AED-Net can directly break
captchas without relying on any preprocessing method.

We design an improved FixMatch framework to fuse
the supervised loss and unsupervised loss to train our
solver, which introduces teacher forcing, adaptive batch
normalization, and consistency loss to improve perfor-
mance. To our best knowledge, this is the first investiga-
tion in this direction.

Our 3E-Solver outperforms the state-of-the-art methods
by a large margin on current captcha schemes using a
few labeled samples.

2 Related Work

Segmentation-Based Methods. Early attack methods in-
clude three steps: preprocessing, segmentation and recogni-
tion, and most of them work well only on the easy-to-segment
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captcha scheme. Based on shape context matching by finding
distances between characters [Mori and Malik, 20031, the ear-
liest attempt successfully broke two simple captcha schemes.
To break the captchas with distortion technology [Converse,
2005] (i.e., the pixels in each column of the image are trans-
lated up or down), [Yan and El Ahmad, 2007] performed
pattern recognition by counting the pixels of each charac-
ter, which effectively broke the captcha schemes provided at
captchaservice.org. Color filling segmentation (CFS) algo-
rithm [Gao et al., 2015] was used to detect connected com-
ponents and broke 19 captcha schemes. Besides, a convolu-
tional neural network (CNN) with powerful feature extraction
capabilities has also been introduced for accurate recogni-
tion [Tang ef al., 2018]. However, these segmentation-based
methods require complex preprocessing and rely on segmen-
tation algorithms for each captcha scheme. With the emer-
gence of more sophisticated security features, characters are
difficult to separate, making these methods invalid.

End-to-End Methods. The development of artificial intel-
ligence technology makes it possible to break captchas end-
to-end. Different deep learning networks have been proposed
to solve text-based captchas, including CNN [Stark et al.,
2015] and recursive cortical networks [George et al., 2017].
Then several sequence models were proposed to recognize
variable-length captchas. For example, recurrent neural net-
work (RNN) [Le et al., 2017] and attention-based RNN [Zi et
al., 2019] show strong generality on various captcha schemes.
However, these methods require a large number of labeled
captcha samples to train the solver for better robustness.

Recently, attack methods with fewer annotated samples
have become a research focus. [Ye et al., 2018] proposed
a generative adversarial network (GAN) to generate syn-
thetic captchas, which were utilized for training a CNN-
based solver. Furthermore, the generator can also process the
captcha with security features into a clean captcha. Later,
inspired by the remarkable progress made by representa-
tion learning in unsupervised learning tasks, a novel at-
tack method [Tian and Xiong, 2020] based on representation
learning with fewer labeled captchas was proposed, and the
decomposer was used as a core component to remove noisy
backgrounds. Although these methods significantly reduce
the number of labeled captchas and have much better recog-
nition performance than previous work, their solvers still have
difficulty in breaking sophisticated captcha schemes, espe-
cially for the Google scheme. Besides, the above methods
all excessively depend on removing the noisy backgrounds
through the preprocessing model, and they all focus on back-
ground processing rather than character recognition, so they
cannot deal with the captcha with some security features on
characters (e.g., rotation and distortion). In this paper, we first
propose an attention-based encoder-decoder model, which is
capable of recognizing captchas with all kinds of security
features. Then the improved FixMatch is used to train this
model with a few labeled captcha samples and many unla-
beled captcha samples. Results show that our method out-
performs state-of-the-arts on various captcha schemes, as de-
tailed in the later experiment section.
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Figure 2: The schematic illustration of our improved FixMatch framework. We first develop an end-to-end baseline model (AED-Net; see
Figure 3) to break text-based captchas by leveraging encoder-decoder architecture and attention mechanism. After that, we train our 3E-
Solver with a few labeled samples and many unlabeled samples by improved FixMatch.

3 Methodology

The proposed attention-based encoder-decoder model and
the improved FixMatch are described in this section. The
overview of our approach is shown in Figure 2.

3.1 End-to-end Baseline Model (AED-Net)

Our baseline model (AED-Net) deploys an attention-based
encoder-decoder architecture, as illustrated in Figure 3.

Encoder. The CNN-based encoder is used to extract fea-
ture vectors, representing the left-to-right information of the
captcha image. The input is directly a captcha image. For
convenience, we resize different schemes of captchas to the
same size, that is 64 x 128. The encoder uses ResBlocks to
extract features and the maximum pooling layer to compress
the size of the feature map. ResBlock [He er al., 2016] lever-
ages residual structure to address the degradation problem of
deep neural networks, but it does not change the size of the
feature map. Therefore, we carefully design the kernel size
of the maximum pooling layers to make the height of the fi-
nal feature map become 1, corresponding to the height of the
captcha image. The final feature map F € R'*W*F can
be split into W feature vectors, f; € RY>F i = 1,--- | W,
where W is the width of the final feature map, and P is the
number of channels. These W feature vectors represent the
left-to-right information of the image.

Decoder. The decoder is composed of two GRU modules,
one attention module, and one prediction module. First, since
the corresponding receptive field of a feature vector f; may be
smaller than the area of a character, we use a GRU module to
allow adjacent feature vectors to exchange information: X =
GRU (F), where X € RI*WxP',

In the decoding phase, at time step ¢, the another GRU
takes the output of the decoding process at time step ¢ — 1 as
input, and generates the output a;: a; = GRU (yi—1,hi—1),
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Figure 3: The schematic illustration of the proposed AED-Net in
Figure 2, which is composed of an encoder and a decoder.

where h,_ is the hidden state of the GRU at time step ¢t — 1,
y+—1 is the output of the decoding process at time step ¢t — 1.

ay is considered as query of the attention module. Then
the attention score is computed:

Al = softmazx(al x;),i=1,--- | W, (D
where atT means the transpose of a;, and z; is the i-th feature
vector in X. Then the weighted average method is used:

w
Ut = C’oncat(z Afi, ap), )

i=1

where C'oncat means concentrating two vectors into one. Fi-
nally, we use the prediction module, a fully connected layer,
to obtain the final decoding output at time step ¢:

yr = FC(pe). 3)

In traditional free-running mode, the GRU module takes
the decoding output at time step ¢ — 1 as input, as mentioned
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Figure 4: The t-SNE visualization of the BN statistics in both shal-
low and deep layers. Each dot represents the BN statistics in a mini-
batch. Red dots come from weakly augmented Google captchas,
while blue dots come from strongly augmented Google captchas.
The size of each mini-batch is 64.

above. While in teacher-forcing mode, the GRU directly uses
the ground truth character as input. The teacher-forcing mode
can accelerate model convergence and improve model perfor-
mance with limited labeled samples.

3.2 Improved FixMatch Framework

In the original FixMatch, the model predicts weakly aug-
mented samples and takes the predicted results with high
confidence as pseudo-labels. Then the model is trained us-
ing strong augmented samples and these pseudo labels. Such
a simple method has achieved outstanding results in semi-
supervised learning, but it still has two flaws for training a
high-performance captcha solver. First, this method uses a
single model to predict both weakly and strongly augmented
data. However, the statistics in BN layers [Ioffe and Szegedy,
2015] from weakly and strongly augmented data can be very
different. To prove this, we product a pilot experiment. By
leveraging the Inception-v3 model [Szegedy er al., 2016] pre-
trained on ImageNet Dataset [Russakovsky et al., 20151, we
compute the BN statistics from strongly and weakly aug-
mented Google captchas in both shallow and deep layers. The
mean and variance in the same BN layer are concentrated into
a vector, and then we use t-SNE [Van der Maaten and Hin-
ton, 2008] for dimensionality reduction. Results are shown in
Fig. 4. It’s clear that the statistics in BN layers from weakly
and strongly augmented data have a large gap. Moreover, the
pseudo-label is only retained if the model produces a high-
confidence prediction. The threshold is usually set to as high
as 0.95, which makes some hard samples with low confidence
be wasted.

To enhance the performance of semi-supervised learning,
we make three improvements to the original FixMatch.

» Teacher Forcing. We employ the teacher forcing strat-
egy when computing supervised loss, which can maxi-
mize the use of labeled samples.

¢ Adaptive Batch Normalization. The teacher model is
introduced and only predicts weakly augmented images
in the training stage. Since weakly augmented samples
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are closer to the real samples, the estimated statistics in
each BN layer are suitable for testing captcha images.

* Consistency Loss. For predictions of the teacher model
with lower confidence, we directly use the softmax out-
put to compare with the student model output.

Figure 2 shows the workflow of the proposed 3E-Solver
that integrates labeled data and unlabeled data by using the
improved FixMatch semi supervised learning. The loss func-
tion for our approach consists of a supervised loss term (de-
noted as £°) and two unsupervised losses (denoted as L} and
LY).

Supervised Loss on Labeled Captchas

Formally, let X! = {(2},9,) : n € (1,---,N)} be a mini-
batch of labeled samples, where N is the mini-batch size of
labeled data and y are one-hot labels. Let X™ {z¥ :
n € (1,---,N’)} be a mini-batch of unlabeled samples,
where N’ is the mini-batch size of unlabeled data. Denote
the weights of student model and teacher model as 6 and 6’.

L? is computed through cross-entropy loss based on
weakly augmented labeled data:

N
s _ 1 E LW
‘C - Nn:1H<yn7fTF(mn 797yn))7 (4)

where frr(z5"W, 0.y, ) means the student model makes pre-
dictions in teacher-forcing mode by using ground truth y,, for
the weakly augmented labeled input 25"V

Unsupervised Loss on Unlabeled Captchas

Similar to FixMatch, our method calculates an artificial label
for unlabeled sample. First, we use the teacher model to pre-
dict weakly augmented sample: ¢, = f(x“" ¢’). Then, we
get the pseudo-label §,, = argmaz(qy,). If the confidence of
dn 1s high, we leverage it as a label for the student model to
predict strongly augmented samples:

N’

v = LS 1 nar(gn) 2 1) H (G, £@05,0), )

Elzﬁ

n=1

where x!-* is the strongly augmented unlabeled sample, and
71 is the confidence threshold.

To leverage the information of hard samples, we choose
a lower threshold 5. If the confidence of the output of the
teacher model is greater than this threshold, we compare this
output with the output of the student model through mean
square error (MSE):

N’

1
y > Umax(gn) = 7)llgn — f(°,0)[]7. (6)

£2:ﬁ

n=1

Our Network
The total loss of our network is

L:total =L+ )\1‘6? + )\2 5, (7)

where A1 and Ao are both scalar hyperparameters. The total
loss is leveraged to update weights of the student network,
then the weights of the teacher network in each training step
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Algorithm 1 The Pipeline of Our Method

Require: Labeled dataset, unlabeled dataset, two confidence
thresholds 7 and 7/, two scalar hyperparameters A; and
s, the number of iterations 7.
1: Initial weights of the student(6) and teacher(6”) models
2: fori =1to 7T do
3:  Sample a labeled batch X' = {(z!,y,)} of size N
and
an unlabeled batch X* = {z} of size N’

4: L= %27]74\/:1 H(yn7fTF(x£{Waeayn))

5: forn=1toN'do

6: qn = f(xW 6

7: Gn = argmaz(qy)

8: end for ,

9 LY = 57 Sy Lmax(gn) > 7)H (g, f(23°,9))
10: LY = 55 20l Wmaw(gn) > 7)lgn — f (xS, 0)]2

11 Liotar = L%+ M LY + ALY
12:  Update the student model using gradient descent algo-

rithm
13: 0 =ab +(1-a)f
14: end for

are updated via the exponential moving average (EMA) strat-
egy in [Tarvainen and Valpola, 2017]:

0 =ab +(1-a)b, 8)

where « is a fixed parameter, usually set to 0.999. The com-
plete algorithm is illustrated in Algorithm 1.

4 Experiment

4.1 Experiment Settings

Data Preparation

We select eight current text-based captcha schemes of the top
50 most popular websites ranked by Alexa.com. For each
captcha scheme, we collect 7200 captcha images, 2200 of
them are manually labeled. Only 700 or even fewer labeled
captchas are used to train the model, the other 1500 labeled
images are used in the test phase. 5000 unlabeled samples are
leveraged in our semi-supervised learning framework.

Implementation Details

In the training phase, we train the student model with an SGD
optimizer, and the learning rate is set to 2 x 102, The first
confidence threshold 74 is set to 0.95, and the second thresh-
old 79 is set to 0.3 for Google captchas and 0.6 for other
schemes, respectively. The weight of the first unsupervised
loss A1 is 2, while the second weight Ao gradually increases
from 0 to 100. We run our approach 700 epochs for each
captcha scheme, and then report experimental results. The
proposed approach is implemented using PyTorch 1.9.0 and
trained on the PC with Intel® Core™ i9-11900K @3.50 GHz,
64 GB RAM, and an NVIDIA GeForce RTX3090 GPU.

4.2 Evaluation on Current Captcha Schemes

The purpose of our work is to achieve an effortless, easy-
to-update, and end-to-end solver for breaking text-based
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Scheme Example Accuracy Attack Speed
Google W 76.4 4 0.3% 16.76 ms
Microsoft 96.4 + 0.2% 15.89 ms
Yandex 90.4 + 0.2% 16.23 ms
Wikipedia ~ Smistred  98.5 +0.1% 16.43 ms
Weibo 92.5 +0.1% 15.16 ms
Sina 97.1+0.1% 14.73 ms
Apple 92.94+0.3%  14.51 ms
Ganji 99.4 +0.1% 14.11 ms

Table 1: Attack results on eight schemes of text-based captchas us-
ing 500 labeled samples and 5000 unlabeled samples. Attack speed
represents the time to recognize a captcha image with the CPU
mode.

S Unlabeled Samples
cheme
0 500 1000 3000 5000
Google  224% 26.3% 34.7% 61.7% 76.4%
Microsoft  45.1% 75.7% 83.4% 94.7% 96.4%
Yandex  62.7% 67.9% 76.0% 87.9% 90.4%

Table 2: Attack results with 500 labeled samples and different num-
ber of unlabeled samples on three schemes of text-based captchas.

captchas, so we train our solver with improved FixMatch
based on small-scale labeled samples. For each scheme, we
use 500 labeled samples and 5000 unlabeled samples.

Table 1 shows the success rate and the recognition time
of 3E-Solver. Our solver accurately recognizes all captcha
schemes, and its breaking success rate ranges from 76.4%
to 99.4%. It can be seen that the Ganji captcha scheme has
very few security features and a very short character length.
Hence, our solver achieves the highest success rate of 99.4%,
indicating that the Ganji scheme is the easiest for breaking
among the eight captcha schemes. The success rates of the
solver on Google scheme and Yandex scheme are 76.4% and
90.4%, respectively, which are lower than that of attacks on
other schemes. Obviously, security features such as distor-
tions and hollows can reduce the recognition accuracy of our
solver to a certain extent. However, our solver can still break
these captchas with a high success rate. Besides, the results
show that the solver can recognize a captcha image of any
scheme within 17ms. It can be concluded that 3E-Solver
can accurately recognize various captchas and has a very fast
recognition speed for real-time breaking.

We can obtain a large number of unlabeled captchas from
various websites through web crawler technology, so it is easy
to update the solver based on unlabeled captchas. To study
the update capability of 3E-Solver, we use different numbers
of unlabeled samples to train the solver. Specifically, we first
selected three schemes of Google, Microsoft, and Yandex for
experiments. Among them, the Google and Yandex schemes
have the most complex security features, and the Microsoft
scheme is the only two-layer structure scheme among the



Proceedings of the Thirty-First International Joint Conference on Artificial Intelligence (IJCAI-22)

Dataset A Example [Tang et al., 2018]

[Tian and Xiong, 2020]  3E-Solver (Ours)

Microsoft " 50.9% 56.6% 69.3 £ 3.2%
Yandex GG 56.0% 63.2% 77.9+0.3%
Wikipedia  amierunba 90.0% 87.0% 90.9+0.1%
Weibo YIYRP 51.2% 88.2% 92.5 + 0.4%
Sina 75.0% 84.0% 91.9 + 0.2%
Apple jo0 47.3% 68.4% 84.7 +0.6%
Dataset B Example [Ye et al., 2018] [Tian and Xiong, 2020]  3E-Solver (Ours)
Google ervfr 3.0% 9.0% 69.5 +1.9%
Microsoft ~ ~aNRe 69.6% 75.5% 85.7+1.0%
Wikipedia hydrasesp 78.0% 66.5% 95.0 + 0.4%
Weibo R 44.0% 82.5% 99.0+0.1%
Sina 52.6% 63.5% 69.8 +0.8%

Table 3: Results of our 3E-Solver comparison with three state-of-the-art attacks on two datasets. We use the same number of labeled samples

with them or even fewer.

Google Microsoft Yandex
Method
300 500 700 300 500 700 300 500 700

Mean Teacher  2.2% 13.8% 18.7% 0.7% 4.6% 18.8% 49.1% 69.5% 76.9%
FixMatch 20.5% 40.4% 47.5% 51% 73.2% 86.0% 86.4% 87.0% 89.3%
Ours w/o TF 19.0% 43.7% 51.7% 3.0% 48.7% 89.0% 85.5% 89.3% 91.2%
Ours w/o ABN  58.1% 68.4% 72.5% 93.8% 94.6% 95.5% 86.7% 88.4% 89.5%
Ours w/o CL 55.5% T74.9% 78.1% 93.0% 96.3% 97.0% 86.7% 89.7% 90.9%
Ours 57.7% T76.4% 78.7% 93.2% 96.4% 97.0% 87.7% 90.4% 90.7%

Table 4: Comparison with Mean Teacher and FixMatch using different number of labeled samples and 5000 unlabeled samples, and ablation
experiments for three key improvements, namely teacher forcing (TF), adaptive batch normalization (ABN), and consistency loss (CL).

eight schemes. After that, in the experiment of each scheme,
the number of labeled captchas is fixed to 500, and then these
labeled samples are combined with 0, 500, 1000, 3000, and
5000 unlabeled samples for training. Results are shown in Ta-
ble 2. Because these three schemes of captchas are designed
with complex security features, it’s hard to obtain high suc-
cess rates with limited labeled samples. For example, the suc-
cess rate of Google captchas is only 22.4% with 500 labeled
samples. However, our 3E-solver can learn from unlabeled
data, and the success rate is effectively increased to 76.4%
with another 5000 unlabeled Google captchas.

4.3 Comparison with Prior Attacks

Table 3 compares our 3E-Solver to previous attacks. To en-
sure fair comparison, we perform on the same set of attack
tasks with the training and test datasets used in [Tang et al.,
2018; Ye et al., 2018; Tian and Xiong, 2020]. [Tang et al.,
2018] provided dataset A and used 2000 labeled samples.
[Ye et al., 2018] provided dataset B and used 500 labeled
samples. [Tian and Xiong, 2020] used the same number of
labeled samples with them and used additional 1000 unla-

beled samples. We use only 500 labeled samples and addi-
tional 5000 unlabeled samples for training. Apparently, our
method outperforms all these previous methods on all captcha
schemes, especially for Google captchas. The key reasons for
the obvious performance improvement are that our attention-
based model can learn more useful features by modeling the
global dependencies among nodes within input data, as well
as the the improved FixMatch framework can further improve
recognition performance by leveraging unlabeled captchas.
The representation learning-based solver [Tian and Xiong,
2020] is the second best-performing method, which uses
Double-DIP, an unsupervised image decomposition approach
to remove noisy backgrounds. However, this method cannot
solve captchas with a strong similarity between the character
layer and background layer, and the recognition speed is slow
(about two seconds for a captcha on an NVIDIA Tesla P100
GPU). The method of [Tang et al., 2018] suffers from requir-
ing a large number of labeled captchas for training and the
GAN network adopted by [Ye et al., 2018] is peculiarly prone
to mode collapse, making both difficult to apply in practice.
Besides, the above methods all excessively depend on re-
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Figure 5: The impact of threshold 7 and 72. Experiments are conducted on Google, Microsoft, and Yandex captchas with 500 labeled and

5000 unlabeled samples.

moving the noisy backgrounds through the processing model,
while ignoring the security features on characters, such as ro-
tation and distortion. Compared with them, our approach can
recognize captchas with all kinds of security features.

4.4 Ablation Study

To further examine the benefits that three improvements of
our semi-supervised learning framework based on FixMatch
bring to the performance, we conduct an ablation study on
Google, Microsoft, and Yandex captchas, all of which em-
ploy complex security features. We also present the results
of Mean Teacher [Tarvainen and Valpola, 2017] and Fix-
Match as baselines. The evaluation results are reported in
Table 4. First, the removal of teacher forcing causes a sig-
nificant performance drop on Google and Microsoft captchas,
which illustrates the necessity of teacher forcing for recogniz-
ing captchas with complex security features (Google captchas
employ excessive character distortion and overlap, while Mi-
crosoft captchas use the two-layer structure). Moreover, our
approach w/o ABN is much less powerful on three schemes of
captchas. Thus it can be concluded that adaptive batch nor-
malization has a considerable contribution to our approach,
since it uses two different models to estimate the statistics of
weakly and strongly augmented data, respectively. Finally,
the performance of our approach w/o CL shows that consis-
tency loss can leverage information of low-confidence sam-
ples and brings performance enhancement.

4.5 Investigation on the Impact of Thresholds

In this section, we investigate the impact of the two most
important hyperparameters 7; and 75 in our framework. To
clearly show the impact of the two hyperparameters on per-
formance, we focus on Google, Microsoft, and Yandex with
500 labeled and 5000 unlabeled samples.

We first investigate the impact of threshold 7; without con-
sidering consistency loss (CL), and the results are shown in
the first row of Figure 5. It can be seen that using a small
threshold 7 (i.e., 0.3) compared with large thresholds (i.e.,
0.95 and 0.97), the success rates drop a large margin. In
fact, threshold 7; controls the balance between the quality and
quantity of pseudo-labels, that is, a higher threshold means
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that less quantity but higher quality pseudo-labels are lever-
aged.

Fixing the first threshold 7 to 0.95, the impact of the sec-
ond threshold 75 is shown in the second row of Figure 5. To
leverage information in hard samples, results with confidence
levels higher than threshold 75 are used to calculate consis-
tency loss LY. For the most difficult Google captchas, When
threshold 75 is set to 0.3, the accuracy rate is the highest. For
others, a higher threshold (i.e., 0.6) is more suitable. Differ-
ent thresholds 72 will affect the accuracy, but the fluctuation
of the accuracy rate does not exceed 3% for Google captchas
and 1% for others.

5 Conclusion

In this paper, we propose an effortless, easy-to-update, and
end-to-end solver for breaking text-based captchas. Specifi-
cally, we first develop an end-to-end baseline model to effec-
tively recognize text-based captchas, which adopts encoder-
decoder architecture and attention mechanism. Then we em-
ploy the improved FixMatch framework to leverage unlabeled
samples to improve the recognition performance further. In
addition, since our solver does not rely on any preprocess-
ing model or algorithm, it can break captchas end-to-end and
in real-time. Our approach is evaluated on eight text-based
captcha schemes of the top-50 popular websites ranked by
alexa.com. Experimental results show that our 3E-Solver out-
performs three prior state-of-the-arts with a few labeled sam-
ples, especially for Google captchas. We hope that our work
can help security experts to revisit the design and usability of
text-based captchas.
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