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Abstract
Machine-learning models contain information
about the data they were trained on. This informa-
tion leaks either through the model itself or through
predictions made by the model. Consequently,
when the training data contains sensitive attributes,
assessing the amount of information leakage is
paramount. We propose a method to quantify
this leakage using the Fisher information of the
model about the data. Unlike the worst-case a
priori guarantees of differential privacy, Fisher
information loss measures leakage with respect to
specific examples, attributes, or sub-populations
within the dataset. We motivate Fisher information
loss through the Cramér-Rao bound and delineate
the implied threat model. We provide efficient
methods to compute Fisher information loss
for output-perturbed generalized linear models.
Finally, we empirically validate Fisher information
loss as a useful measure of information leakage.

1 Introduction
Machine-learning models trained on sensitive data are of-
ten made public. Even when the models are not explic-
itly released, they may be implicitly leaked from their pre-
dictions [Papernot et al., 2017; Tramèr et al., 2016]. Un-
deniably, these models contain information about the data
they were trained on. Without mitigating measures, training
set membership can often be inferred [Shokri et al., 2017;
Yeom et al., 2018], and sensitive attributes or even whole ex-
amples can be extracted [Carlini et al., 2019; Fredrikson et
al., 2014].

Assessing the information leaked from models about their
training data is commonly done with techniques such as dif-
ferential privacy [Dwork et al., 2006]. Differential privacy
successfully avoids the “just a few” failure mode of more
heuristic privacy assessments, in which privacy is protected
for many but not all individuals [Dwork and Roth, 2014].
This comes at the cost of a worst-case assessment, leading
∗Best Paper at the 37th Conference on Uncertainty in Artificial

Intelligence (2021).
†Contact Author

to large differences in the vulnerability of individuals to pri-
vacy attacks. Also, a mismatch exists between the protection
of differential privacy, which is relative to participation in a
dataset, and privacy attacks, which can take advantage of the
absolute information leaked from a trained model [Carlini et
al., 2019; Long et al., 2018]. Furthermore, differential pri-
vacy degrades when correlations exist in the dataset [Ghosh
and Kleinberg, 2016; Liu et al., 2016].

We propose an example-specific and correlation-aware
measure of data leakage using Fisher information. The quan-
tity, which we term Fisher information loss, can assess the
leakage of a model about various subsets of the full dataset.
This includes, for example, assessments at the granularity of
individual attributes, individual examples, groups of exam-
ples, or the full training set. We show, via the Cramér-Rao
bound, that under specific assumptions the ability of an ad-
versary to estimate the underlying data from a model with
bounded Fisher information loss is limited. We also demon-
strate that, unlike differential privacy, Fisher information loss
does not implicitly degrade when data is correlated.

The ability of Fisher information loss to measure per-
example privacy loss means it can be used as the basis for
algorithms that aim to achieve fairness in privacy [Cummings
et al., 2019; Ekstrand et al., 2018]. We demonstrate this by
developing an algorithm that balances Fisher information loss
for individuals in the training set, thereby resolving the prob-
lem that subgroups may have “disparate vulnerability” to pri-
vacy attacks [Yaghini et al., 2019].

2 Related Work
This work builds on and complements a significant body of
prior work in assessing the privacy of a model with respect to
the data it was trained on. This includes approaches which
obfuscate the original data such as k-anonymity [Samarati
and Sweeney, 1998], information theoretic criteria [Agrawal
and Aggarwal, 2001], and, perhaps the most commonly stud-
ied, differential privacy [Dwork et al., 2006] and its more re-
cent variations [Mironov, 2017; Dong et al., 2019]. While
these methods often provide rigorous privacy guarantees,
most of them do not explicitly bound the inferential power
of an adversary, and correlations in the training dataset can
be exploited by an adversary to mount a successful infer-
ence attack [Machanavajjhala et al., 2007; Li et al., 2007;
Liu et al., 2016]. Moreover, these definitions do not offer
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simple and flexible approaches to measure the information
leaked by a model about varying subsets of the training data.
This can lead to unequal vulnerability to privacy attacks de-
spite attempts to protect privacy [Yaghini et al., 2019].

Because these privacy assessment techniques do not iden-
tify vulnerability at the level of the individual or sub-
population, prior work exists to quantify the susceptibility of
such subgroups to privacy attacks. Farokhi and Kaafar [2020]
propose an information theoretic measure of the vulnerabil-
ity of individual examples to membership inference attacks.
Carlini et al. [2019] propose a heuristic which can infer the
susceptibility of data to model inversion attacks.

This work also builds upon prior studies of Fisher informa-
tion as a measure of privacy. An early study analyzed loss of
Fisher information in a general randomized response frame-
work [Anderson, 1977]. More recently, the relationship of
privacy with Fisher information to estimator error through the
use of the Cramér-Rao bound was investigated [Farokhi and
Sandberg, 2017]. In particular, Farokhi and Sandberg [2017]
turn to Fisher information as a practical alternative to differ-
ential privacy in protecting data collected from smart power
meters. We build from these works in several directions, in-
cluding a broader application to generalized linear models as
well as the use of Fisher information loss in an algorithm
which can provide fairness in data leakage.

3 Fisher Information Loss
Let D = {(x1, y1), . . . , (xn, yn)} be a training dataset of n
examples with xi ∈ Rd and scalar target yi. We denote by
A(D) a randomized learning algorithm which outputs a hy-
pothesis h from a predefined hypothesis space H. Treating
the hypothesis as a random variable, pA(h | D) is the prob-
ability density of h given D for the randomized algorithm
A(D). We denote by Ih(D) ∈ Rn(d+1)×n(d+1) the Fisher
information matrix (FIM) defined by

Ih(D) = −Eh
[
∇2
D log pA(h | D)

]
(1)

where ∇2
D yields the matrix of second derivatives of

log pA(h | D) with respect to the values in D, and the ex-
pectation is taken over the randomness in A(D). The FIM,
Ih(D), is a measure of the information that the hypothesis h
contains about the training data D. Hence, we use the FIM to
measure the information loss from releasing the output h of a
single evaluation of A(D).

Definition (Fisher information loss). We say that h ∼ A(D)
has Fisher information loss (FIL) of η with respect to D if

‖Ih(D)‖2 ≤ η2, (2)

where ‖Ih(D)‖2 denotes the 2-norm, or largest singular
value, of the FIM. A smaller η means h contains less Fisher
information about the training data, D.

Motivation. Fisher information is a classical tool used in
statistics for lower bounding the variance of an estimator. We
utilize this property to demonstrate that a small FIL implies a
large variance for any unbiased estimate of the data.

Let z = [x>1 , y1, . . . ,x
>
n , yn] ∈ Rn(d+1) be the vector

formed by concatenating the examples in D, and z ∈ z an
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<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3
<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit> 2

4
3
5

<latexit sha1_base64="3+NiZs4dkFXL6hHyV0mBDorU3t4=">AAACKHicbVDLSsNAFJ34rPEVdelmsCiuSiIV3Vl047KCfUATymR62w6dTMLMRCyh/o0bf8WNiCLd+iVOH4i2PXDhcM693HtPmHCmtOsOraXlldW19dyGvbm1vbPr7O1XVZxKChUa81jWQ6KAMwEVzTSHeiKBRCGHWti7Gfm1B5CKxeJe9xMIItIRrM0o0UZqOld+CB0msjAiWrLHgf2ET/C4fH8xt30Qrd/+ppN3C+4YeJ54U5JHU5SbzrvfimkagdCUE6UanpvoICNSM8phYPupgoTQHulAw1BBIlBBNn50gI+N0sLtWJoSGo/VvxMZiZTqR6HpNPd11aw3Ehd5jVS3L4OMiSTVIOhkUTvlWMd4lBpuMQlU874hhEpmbsW0SySh2mRrmxC82ZfnSfWs4BUL53fFfOl6GkcOHaIjdIo8dIFK6BaVUQVR9Ixe0Qf6tF6sN+vLGk5al6zpzAH6B+v7B9JWo2U=</latexit>

{
<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{
<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{
<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{

<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{
<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

{
<latexit sha1_base64="mNqI4/WY6gE4r+1KomUNkXACecg=">AAAB+XicbVC7SgNBFL0bXzG+opY2g0GwCrsS0TJoYxnFPCBZwuxkNhkyj2VmVghL/sBWezux9Wts/RInyRaaeODC4Zx7OZcTJZwZ6/tfXmFtfWNzq7hd2tnd2z8oHx61jEo1oU2iuNKdCBvKmaRNyyynnURTLCJO29H4dua3n6g2TMlHO0loKPBQspgRbJ300Mv65Ypf9edAqyTISQVyNPrl795AkVRQaQnHxnQDP7FhhrVlhNNpqZcammAyxkPadVRiQU2YzT+dojOnDFCstBtp0Vz9fZFhYcxERG5TYDsyy95M/NeLxFKyja/DjMkktVSSRXCccmQVmtWABkxTYvnEEUw0c78jMsIaE+vKKrlSguUKVknrohrUqpf3tUr9Jq+nCCdwCucQwBXU4Q4a0AQCMTzDC7x6mffmvXsfi9WCl98cwx94nz/cRJQT</latexit>

Ih(x1)
<latexit sha1_base64="59q1zKfeQyozl761H3QCiDda9uk="></latexit>

(a) Full FIM (b) Example-level FIM (c) Attribute-level FIM

x1
<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2
<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3
<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

x1
<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2
<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3
<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

x1
<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2
<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3
<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

x1
<latexit sha1_base64="iDmjhSiXbKjCZJNmzREHAveDHsE=">AAAB/3icbVC7SgNBFL0TXzG+opY2g0GwCruiaBm0sYxgHpAsYXYymwyZmV1mZsWwpPAXbLW3E1s/xdYvcZJsoYkHLhzOuZdzOWEiuLGe94UKK6tr6xvFzdLW9s7uXnn/oGniVFPWoLGIdTskhgmuWMNyK1g70YzIULBWOLqZ+q0Hpg2P1b0dJyyQZKB4xCmxTmp3Q5k9Tnp+r1zxqt4MeJn4OalAjnqv/N3txzSVTFkqiDEd30tskBFtORVsUuqmhiWEjsiAdRxVRDITZLN/J/jEKX0cxdqNsnim/r7IiDRmLEO3KYkdmkVvKv7rhXIh2UZXQcZVklqm6Dw4SgW2MZ6WgftcM2rF2BFCNXe/YzokmlDrKiu5UvzFCpZJ86zqn1cv7s4rteu8niIcwTGcgg+XUINbqEMDKAh4hhd4RU/oDb2jj/lqAeU3h/AH6PMHckOWow==</latexit>

x2
<latexit sha1_base64="I7X/76Max2PsLUcq8MP2tqp/cN4=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrshomXQxjKCeUCyhNnJbDJkZnaZmRWXJYW/YKu9ndj6KbZ+iZNkC008cOFwzr2cywlizrRx3S+nsLa+sblV3C7t7O7tH5QPj9o6ShShLRLxSHUDrClnkrYMM5x2Y0WxCDjtBJObmd95oEqzSN6bNKa+wCPJQkawsVK3H4jscTqoDcoVt+rOgVaJl5MK5GgOyt/9YUQSQaUhHGvd89zY+BlWhhFOp6V+ommMyQSPaM9SiQXVfjb/d4rOrDJEYaTsSIPm6u+LDAutUxHYTYHNWC97M/FfLxBLySa88jMm48RQSRbBYcKRidCsDDRkihLDU0swUcz+jsgYK0yMraxkS/GWK1gl7VrVq1cv7uqVxnVeTxFO4BTOwYNLaMAtNKEFBDg8wwu8Ok/Om/PufCxWC05+cwx/4Hz+AHPXlqQ=</latexit>

x3
<latexit sha1_base64="bvvubUt+HU6Iuqya2ZJgIqEEkak=">AAAB/3icbVC7SgNBFL0bXzG+opY2g0GwCrsa0TJoYxnBPCBZwuxkNhkyM7vMzIphSeEv2GpvJ7Z+iq1f4mSzhSYeuHA4517O5QQxZ9q47pdTWFldW98obpa2tnd298r7By0dJYrQJol4pDoB1pQzSZuGGU47saJYBJy2g/HNzG8/UKVZJO/NJKa+wEPJQkawsVKnF4j0cdo/75crbtXNgJaJl5MK5Gj0y9+9QUQSQaUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSiQXVfpr9O0UnVhmgMFJ2pEGZ+vsixULriQjspsBmpBe9mfivF4iFZBNe+SmTcWKoJPPgMOHIRGhWBhowRYnhE0swUcz+jsgIK0yMraxkS/EWK1gmrbOqV6te3NUq9eu8niIcwTGcggeXUIdbaEATCHB4hhd4dZ6cN+fd+ZivFpz85hD+wPn8AXVrlqU=</latexit>

x1
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Figure 1: The FIM for different subsets of the training data.

arbitrary element. If the FIL of hwith respect toD is bounded
by η, then for any unbiased estimator ẑ of z, we have:

Var(ẑ) ≥ 1

η2
. (3)

Hence, a smaller FIL implies a larger variance in any unbi-
ased attempt to infer z. Equation 3 follows directly from the
Cramér-Rao bound. Indeed, under a fairly relaxed regularity
condition [Kay, 1993], for any unbiased estimator ẑ of the
data z, the Cramér-Rao bound states that:

E
[
(ẑ − z)(ẑ − z)>

]
� Ih(z)−1, (4)

where A � B if the matrix A − B is positive semidefinite.
Since the estimator is unbiased, this implies the covariance of
ẑ is similarly bounded:

Cov(ẑ) � Ih(z)−1. (5)

If A(D) has an FIL of η then equation 2 implies Ih(z)−1ii ≥
1/η2 for all i, and from equation 5, Var(ẑ) ≥ 1/η2 follows.
Correlated data. Fisher information loss also provides
some security in the presence of intra-dataset correlations.
If a model has an FIL bounded by η with respect to the
training data (in vector form z), then the covariance ma-
trix for any unbiased estimator ẑ of that data is bounded by
‖Cov(ẑ)‖2 ≥ 1/η2. This limits the ability of an adversary
using an unbiased estimator to infer relative differences be-
tween elements in the dataset.

3.1 Properties of FIL
Subsets. In many cases we are interested in measuring FIL
with respect to a single example (xi, yi) ∈ D. In this case, we
can compute the example-specific FIM by selecting the corre-
sponding entries of the full FIM. Given the FIM for the vector
represented data z, computing the FIM for the i-th example
amounts to selecting the submatrix of size (d+ 1)× (d+ 1)
with upper left corner Ih(z)i(d+1),i(d+1). Similarly, com-
puting the FIM for a specific attribute over all examples,
{xji}ni=1, amounts to constructing the submatrix by selecting
the corresponding entries from the full FIM. See figure 1 for
an illustration.
Composition. The Fisher information, and hence FIL,
compose additively. Given k independent evaluations of
A(D) each with an FIL of η, the combined FIL is at most√
kη. More generally, given an evaluation of k unique but

independent randomized algorithms {hi ∼ Ai(D) | i =
1, . . . , k} each with an FIL of ηi, the combined FIL for all
hi about D is at most (

∑k
i=1 η

2
i )1/2.
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Algorithm 1 Iteratively reweighted Fisher information loss.

1: Input: Data set D, loss function `(·), number of itera-
tions T , and noise scale σ.

2: Initialize sample weights ω0
i ← 1.

3: for t← 1 to T do
4: w∗ ← arg minw

∑n
i=1 ω

t−1
i `(w>xi, yi) + nλ

2 ‖w‖22.

5: w′ ← w∗ + b where b ∼ N (0, σ2I).
6: ηi ← (‖Iw′(xi, yi)‖2)

1/2.

7: ωti ←
nωt−1

i /ηi∑n
i=1 ω

t−1
i /ηi

.
8: end for
9: Return: The private weights w′.

Closed under post-processing. As in differential privacy,
FIL is closed under post-processing. If ‖Ih(D)‖2 ≤ η2, then
for any function of the hypothesis, g(h), ‖Ig(h)(D)‖2 ≤ η2.

3.2 Computing FIL
Learning setting. We assume a linear model with param-
eters w ∈ Rd and minimize the regularized empirical risk:

w∗ = f(D)
def
= arg min

w

n∑

i=1

`(w>xi, yi) +
nλ

2
‖w‖22. (6)

Furthermore, we assume that the loss `(w>xi, yi) is convex
and twice differentiable. We denote by f(D) the minimizer,
w∗, of equation 6 as a function of the dataset D. When com-
puting FIL at the example level, we let fi(x, y) be the mini-
mizer of equation 6 as a function of the i-th data point:

fi(x, y)
def
= arg min

w

∑

j 6=i

`(w>xj , yj)+`(w
>x, y)+

nλ

2
‖w‖22.

(7)
Output perturbation. The definition of FIL in equation 3
only applies to a randomized learning algorithm A with a
differentiable density function. To obtain such a random-
ized learning algorithm from the minimizer w∗ in equation
6, we adopt the Gaussian mechanism from differential pri-
vacy [Dwork et al., 2006]. The Gaussian mechanism adds
zero-mean isotropic Gaussian noise to the parameters w∗.
Let A(D) = f(D) + b be the output-perturbed learning al-
gorithm, where b ∼ N (0, σ2I). The FIM of w′ ∼ A(D) is
given by:

Iw′(D) =
1

σ2
J>f Jf , (8)

where Jf ∈ Rd×n(d+1) is the Jacobian of f(D) with respect
to D. The Jacobian Jf captures the sensitivity of the mini-
mizer w∗ with respect to the training dataset D. The FIL of
the Gaussian mechanism with scale σ is then:

η =
1

σ
‖Jf‖2. (9)

Jacobian of the minimizer. We aim to compute the Fisher
information loss of the Gaussian mechanism in equation 9 at
the example level. This requires the Jacobian Jfi of fi(x, y),
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Figure 2: Histograms of per-example η separated by class label for
the MNIST training set for both linear and logistic regression. Each
class label’s mean η is denoted by the dashed vertical line.
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Figure 3: The eight images with the smallest and largest η over the
MNIST training set using linear regression. The number above each
individual image is the corresponding η.

equation 7, with respect to (x, y) evaluated at (xi, yi). For
a convex, twice-differentiable loss function `(w>x, y), the
Jacobian Jfi evaluated at (xi, yi) is given by:

Jfi

∣∣∣∣
xi,yi

= −H−1w∗∇x,y∇w`(w
∗>xi, yi). (10)

The Hessian is computed over the full dataset Hw∗ =∑n
i=1∇2

w`(w
∗>xi, yi) + nλI . The term ∇x,y∇w` =

[∇x∇w`,∇y∇w`] ∈ Rd×(d+1) is the Jacobian of ∇w` with
respect to (x, y) with entries given by:

(∇x∇w`)ij =
∂(∇w`)i
∂xj

and (∇y∇w`)i =
∂(∇w`)i
∂y

.

(11)

3.3 Iteratively Reweighted FIL
Existing privacy mechanisms fail to provide equitable protec-
tion against privacy attacks for different subgroups [Yaghini
et al., 2019]. We address this issue with iteratively reweighted
Fisher information loss (IRFIL; Algorithm 1), which yields
a model with an equal per-example FIL across all examples
in D. This is done by re-weighting the per-example surro-
gate loss `(w>xi, yi) over repeated computations of the min-
imizer w∗. After the first iteration in Algorithm 1, the weight
for the i-th example is inversely proportional to the initial ηi.
At successive iterations, the per-example weight ωti is mul-
tiplicatively updated by a value inversely proportional to the
current model’s FIL. The normalization on line 7 is primarily
for numerical stability.
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Model η̄ Accuracy

Linear 0.040 ± 0.014 100
+IRFIL 0.047 ± 0.000 99.8
Logistic 0.027 ± 0.012 99.8
+IRFIL 0.024 ± 0.000 99.7

Table 1: The mean η̄ (± standard deviation) of the example-level η
and test accuracy before and after IRFIL.

4 Experiments
We compute the Fisher information loss for both linear and
logistic regression models on MNIST. We perform binary
classification of the digits 0 and 1 using a training dataset
of 12,665 examples. We normalize all inputs to lie in the unit
ball, maxi ‖xi‖2 ≤ 1, and then project each input using PCA
onto the top twenty principal components for the correspond-
ing dataset.

For linear regression we do not apply L2 regularization,
and for logistic regression, λ is set to the largest value such
that the training set accuracy is the same up to two signif-
icant digits as that of linear regression. For linear regres-
sion, the targets are yi ∈ {−1, 1}, and we compute the
exact minimizer. For logistic regression, we use limited-
memory BFGS to compute the minimizer. We typically re-
port η assuming a Gaussian noise scale of σ = 1; hence
η = ‖Jf‖2. Code to reproduce our results is available at
https://github.com/facebookresearch/fisher information loss.
Validating FIL. Histograms of the per-example η are
shown in figure 2, separated by output class label. For both
models, the histograms have distinct modes. The mode at the
larger value is for the digit 0, implying that the model in gen-
eral contains more information about images of 0 than of 1.
Figure 3 shows the eight images with the largest and smallest
η for the linear regression model. The images with the small-
est η are consistent with the class means in table 1. These
correspond to the digit 1 written in a very typical manner.
As expected, the images with the largest η are much more
idiosyncratic. Of the 100 largest η examples, 24 overlap be-
tween the logistic and linear regression models.
Reweighted FIL. We empirically evaluate the IRFIL algo-
rithm in figure 4, which plots the standard deviation of the
per-example η against the number of re-weighting iterations.
The per-example η converge to the same value after only a
few iterations for both linear and logistic regression. Table 1
shows the mean and standard deviation of η, as well as the test
accuracy for models trained with and without IRFIL. Neither
the average FIL η̄ nor the test accuracy are especially sensitive
to the IRFIL algorithm. However, without IRFIL the standard
deviation in η is significantly higher, implying that the initial
information leakage varies substantially across training ex-
amples. Overall, IRFIL achieves fairness in privacy loss with
little change in accuracy or average privacy loss.

5 Discussion and Future Work
We demonstrated that Fisher information loss can be used
to assess the information leaked by a model about its train-
ing data. A primary benefit of FIL over a priori guarantees
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Figure 4: The standard deviation of the example-level η over itera-
tions of the IRFIL algorithm.

like differential privacy is the ability to measure information
leakage at various granularities with respect to the data at
hand. This also allows FIL to be used to construct models
with equi-distributed leakage, which can be done with itera-
tively reweighted FIL. Furthermore, since FIL explicitly mea-
sures the inferential power of an adversary it can be used by
practitioners to tailor the resulting privacy to the adversary’s
knowledge and capabilities.

We motivated the use of FIL via the Cramér-Rao bound
and delineated the corresponding threat model. However, the
assumption that the adversary is limited to unbiased estima-
tors may not hold in the presence of auxiliary information.
The implications of this should be further investigated. Fur-
thermore, unlike differential privacy, FIL does not implicitly
degrade with correlated data. This property of FIL should
also be further studied.

The IRFIL algorithm closely resembles iteratively
reweighted least squares (IRLS), which has been widely
studied for `p-norm regression [Green, 1984] and sparse
recovery [Daubechies et al., 2010]. While IRLS often
converges rapidly in practice, the theoretical convergence
rates are difficult to derive and do not reflect the empirical
results [Ene and Vladu, 2019]. We also observed rapid and
robust convergence with the IRFIL algorithm without any
hyper-parameter tuning. Future work may help understand
the convergence of IRFIL from a theoretical standpoint.

Finally, we considered FIL in the common setting of
output-perturbed generalized linear models with Gaussian
noise. However, many possible extensions exist in the ran-
domization used including alternative noise distributions such
as the Laplace distribution [Dwork et al., 2006], objective
perturbation [Chaudhuri et al., 2011], or quantifying leakage
via predictions directly using, for example, the exponential
mechanism [McSherry and Talwar, 2007]. Furthermore, ex-
tending FIL to the setting of non-linear and non-convex mod-
els will facilitate its utility and broader adoption.
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[Tramèr et al., 2016] Florian Tramèr, Fan Zhang, Ari Juels,
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