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the same ID covers the real face and all attack
types; (2) Given the large intra-class variance

between these two attacks, it is difficult to learn the separate training and deployment of PAD and DAD models, de-
a compact feature space to detect both attacks manding significant computational resources and inference time. (b)
simultaneously. To address these issues, we collect UAD dataset without ID consistency introduces the risk of the algo-
a Unified physical-digital Attack dataset, called rithm learning noise related to ID. (c) The base model encounters
UniAttackData. The dataset consists of 1,800 challenges in acquiring a compact feature space when confronted
participations of 2 and 12 physical and digital with the UAD dataset. (d) Our algorithm learns compact feature

attacks, respectively, resulting in a total of 28, 706 space and clear class boundaries.

videos. Then, we propose a Unified Attack Detec-
tion framework based on Vision-Language Models

(VLMs), namely UniAttackDetection, which 1 Intreduction

includes three main modules: the Teacher-Student Face recognition (FR) system [Wan et al., 2023] has been
Prompts (TSP) module, focused on acquiring widely used in face unlocking, face payment, and video
unified and specific knowledge respectively; the surveillance. It can face a diverse set of attacks: (1) Phys-
Unified Knowledge Mining (UKM) module, ical attacks (PAs), i.e. print-attack, replay-attack and mask-
designed to capture a comprehensive feature attack [Liu et al., 2022b; Fang et al., 2023]; and (2) Dig-
space; and the Sample-Level Prompt Interaction ital attacks (DAs), i.e. Face2Face [Thies et al., 2016],
(SLPI) module, aimed at grasping sample-level FaceSwap [Ding et al., 20201, Deepfakes, and NeuralTex-
semantics. These three modules seamlessly form tures [Thies et al., 2019]. Both Physical Attack Detection
a robust unified attack detection framework. (PAD) [Liu et al., 2018; Liu et al., 2023b; Liu and Liang,
Extensive experiments on UniAttackData and 2022; Liu et al., 2021b; Liu et al., 2022a] and Digital Attack
three other datasets demonstrate the superiority Detection (DAD) [Dang et al., 2020; Zhao et al., 2021] are
of our approach for unified face attack detec- still being studied by related works as two independent tasks.
tion. Dataset link: https://sites.google.com/view/ As shown in Fig. 1(a), this will lead to the training of both
face-anti-spoofing-challenge/dataset-download/ physical and digital attack detection models and their deploy-
uniattackdatacvpr2024 ment, requiring large computing resources.

Figure 1: Paradigm Comparison. (a) Prior approaches necessitate

Two main reasons hinder the unification of detecting
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physical-digital attacks: (1) Lack of the physical-digital
dataset. Although two datasets (namely GrandFake [Deb et
al., 2023] and JFSFDB [Yu et al., 2022]) are proposed to
tackle this problem, they only simply merge PAs and DAs
datasets. They cannot guarantee each ID covers the real
face and all attack types, which would lead the model to
learn the liveness-irrelevant signals such as face ID, domain-
specific information, and background. Therefore, the lack of
a physical-digital dataset with ID consistency limits the re-
search on unified detection algorithms. (2) Distinct intra-
class variances. Although both physical and digital attacks
are classified as fake in the solution space of the face anti-
spoofing problem, the vast differences between these two
types of attacks increase the intra-class distances. Most
of the existing attack detection methods [Liu er al., 2018;
Yu et al., 2020b] are proposed for a specific attack, thus over-
fitting to a certain attack and failing to learn a compact feature
space to detect both attacks simultaneously.

To solve the first issue, we collect and release a dataset
combining physical and digital attacks, named UniAttack-
Data, which contains 2 physical and 12 digital attacks for
each of 1, 800 subjects, with a total of 28, 706 videos. Com-
pared to GrandFake and JFSFDB datasets, the UniAttack-
Data provides four advantages: (1) The most complete at-
tack types for each face ID. Our dataset constructs physical-
digital attacks for each face ID, rather than simply merging
existing PAs and DAs datasets. (2) The most advanced
forgery method. For digital attacks, we select the most ad-
vanced digital forgery methods in the past three years. For
physical attacks, we consider printing attacks and video re-
play attacks in various environments and physical media.
(3) The most amount of images. The proposed dataset is
the largest one in terms of the number of images, which is
more than 3.2x boosted compared to the previous face anti-
spoofing dataset like GrandFake. (4) The most diverse eval-
uation protocols. Beyond the within-modal evaluation pro-
tocols, we also provide the cross-attack evaluation protocols
in our dataset, in which algorithms trained in one attack cat-
egory are evaluated in other attack categories. For the sec-
ond issue, we propose a unified detection framework, named
UniAttackDetection, which has three main modules: (1) In-
troducing textual information to depict visual concepts.
Learning joint and category-specific knowledge features by
constructing teacher prompts and student prompts, respec-
tively. (2) Enhanced learning of complete feature space.
We propose unified knowledge mining loss to learn complete
and tight feature spaces using text-to-text optimization. (3)
Sample-level visual text interaction. We map learnable text
tokens to the visual embedding space and understand sample-
level semantics through multi-modal prompt learning. To
sum up, the main contributions of this paper are summarized
as follows:

* We propose a dataset that combines physical and digital
attacks called UniAttackData. To the best of our knowl-
edge, this is the first unified attack dataset with guaran-
teed ID consistency.

* We propose a unified attack detection framework based
on the vision language model, named UniAttackDetec-
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tion. It adaptively learns a tight and complete feature
space with the help of extensive visual concepts and rich
semantic information in text prompts.

* We conducted extensive experiments on UniAttackData
and three existing attack datasets. The results show the
superiority of our approach in the task of unified face
attack detection.

2 Related Work

2.1 Physical and Digital Attack Detection

PAD technology aims to identify whether the face collected
by sensors comes from a live face or is a presentation at-
tack. The most advanced algorithms [Liu et al, 2018;
Yu et al., 2020a; Liu et al., 2023a] are based on facial depth to
determine authenticity. However, their performance severely
deteriorates in unknown domains. At present, the generaliza-
tion of FAS algorithm is increasingly becoming an important
evaluation indicator. Digital attack detection aims to distin-
guish authentic facial images from digitally manipulated fa-
cial artifacts. In initial studies [Rossler ef al., 2019], image
classification backbones were employed to extract features
from isolated facial images, facilitating binary classification.
With the increasing visual realism of forged faces, recent ef-
forts [Zhao et al., 2021] focus on identifying more reliable
forgery patterns, including noise statistics, local textures, and
frequency information. Several other works [Zi er al., 2020]
have integrated attention mechanisms to bolster the differ-
entiation between live and forged images. Similarly, these
methods still have the problem of insufficient generalization
ability, that is, their performance on cross-data is weak.

2.2 Physical-Digital Attack Detection

In a recently published paper, Yu et al [Yu et al., 2022] es-
tablished the first joint benchmark for face fraud and forgery
detection and combined visual appearance and physiological
rPPG signals to alleviate the generalization problem. De-
bayan Deb [Deb er al., 2023] et al. classified all 25 attack
types documented in the literature and proposed a method to
distinguish between real identities and various attacks using
a multi-task learning framework and k-means enhancement
techniques. However, none of these works have investigated
unified attack detection based on ID consistency. In this pa-
per, we present the first unified attack dataset with ID consis-
tency and a robust unified attack detection algorithm.

3 UniAttackData Dataset

3.1 Acquisition Detail

As depicted in Tab. 1, our UniAttackData is an extension
of CASIA-SURF CeFA [Liu et al., 2021a] through digital
forgery, which includes 1,800 subjects from 3 ethnicities
(e.g., African, East Asian and Central Asian), and 2 types of
physical attacks (e.g., Print and Replay). For each subject, we
forge 12 types of digital attacks as follows: (1) Pairing each
subject video with a video of others as the reference video.
(2) For digital forging, we employ the latest 6 digital editing
algorithms and 6 adversarial algorithms on each live video,
as detailed in Tab. 1. (3) To selectively forge only the facial
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Dataset Attack Type (each ID) # Datasets / Data #1D Physical Attacks Digital Attacks
Dataset Name No. # Categories Methods No.
FGSM [Goodfellow et al., 2014] 19739 (I)
PGD [Madry ef al., 2019] 19739 ()
Adv DeepFool [Moosavi-Dezfooli ef al., 2016] | 19739 (T)
(6) AdvFaces [Deb et al., 2019] 19739 ()
6 sets: GFLM [Dabouej etal., 2019] 17946 (I)
GrandFake Incomplete 789412 (I) 96817 | SIW-M [Liu er al, 2019b] | 128112 (1) SemanticAdy [Q“.‘fi‘.‘"é 20201 EIET)
(Live: 341738, Fake: 447674) aceSwap [Rowalski, 2018] 142920
Deepfake [Korshunov and Marcel, 2018] 18165 (I)
DeepFake Face2Face [Thies ef al., 2016] 18204 (I)
(6) StarGAN [Choi er al., 2018] 45473 (D)
STGAN [Liu et al., 2019al 29983 (I)
StyleGAN2 [Karras et al., 2020] 76604 (I)
SiW [Liu ef al., 2018] 3173 (V) Face2Face [Thies et al., 2016] 1000 (V)
9 sets: 3DMAD 85 (V) FaceSwap [Kowalski, 2018] 1000 (V)
JFSFDB Incomplete 27172 (V) 356 '&E%Ul\%‘“ et "]I" 22811§’JJ ;fg (x) Deepf ake NeuralTextures [Thies ef al., 2019] 1000 (V)
(Live: 5650, Fake: 21522) o et al, 0 ) @
ask [Yu et al., 2020a] 864 (V) Deepfake [Korsh and Marcel, 2018] | 10752 (V)
ROSE [Lieral, 2018] | 2850 (V) ceplake LRorshunov and Mareel,
advdrop [Duan et al., 2021] 1706 (V)
alma [Rony et al., 2021] 1300 (V)
Adv demiguise [Wang et al., 2021c] 1300 (V)
(6) fgtm [Zou et al., 2022] 1800 (V)
ila_da [Yan et al., 2022] 1300 (V)
UniAttackD 1 set: CASIA-SURF F. Ds - [Lllllzo e}ﬁal" 20212]202z| iggg 233
‘niAttackData ~ o - aceDancer osberg et al., 3
(Ours) Complete Live: 1;3(7)02,(1\(’ ) 26906 1800 | CepA [Liueral, 2021a] | 3400V TnsightFace [Heusch ef al., 2020] 1800 (V)
(Live: 1800, Fake: ) DeepFake SimSwap [Chen ef al., 2020] 1800 (V)
©) SAFA [Wang ef al., 2021al 1800 (V)
DaGAN [Hong et al., 2022] 1800 (V)
OneShotTH [Wang er al., 2021b] 1800 (V)
summary 12 21506 (V)

Table 1: Comparison of our multimodal facial attack datasets with Grandfake and JFSFDB. Our UniAttackData dataset covers all attack
types, containing advanced forgery methods from 2020 to 2023, using the same ID as the existing dataset CASIA-SURF CeFA. Images in
UniAttackData of the amount of 2, 526, 432 are 3 times more than GrandFake. [Keys: I=Image, V=Video]

region while preserving the background, our process initiates
face detection on every frame of the video. Subsequently,
we digitally manipulate solely the facial area and seamlessly
integrate the background onto the altered face. In overview,
as depicted in Fig. 2, our UniAttackData contains live faces
from three ethnicities, two types of print attacks in distinct en-
vironments, one playback attack, and 6 digital editing attacks
and 6 adversarial attacks.

3.2 Advantages of UniAttackData

In comparison to previously datasets, such as Grand-
Fake [Deb et al., 2023] and JFSFDB [Yu et al., 2022], the
UniAttackData has the following advantages: Advantage 1.
Each ID contains a complete set of attack types. Because we
conduct comprehensive physical and digital attacks on each
live face, each ID contains a complete set of attack types. On
the other hand, GrandFake and JFSFDB merge existing phys-
ical and digital attack datasets through integration, resulting
in incomplete attack types for each ID, which easily leads
to overfitting of the model to identity information. Advan-
tage 2. Incorporation of the most advanced and comprehen-
sive attack methods. Our UniAttackData contains 6 editing
attacks and 6 adversarial attacks, utilizing algorithms devel-
oped from 2020 onwards for digital attack sample production.
In contrast, JFSFDB only contains four types of digital edit-
ing attacks, and GrandFake uses algorithms predating 2020
for digital forgery. Advantage 3. The largest joint physi-
cal and digital attack dataset. As illustrated in Tab. 1, Uni-
AttackData stands out as the dataset with the highest video
count. Statistically, it comprises a total of 28, 706 videos, en-
compassing 1, 800 videos featuring live faces, 5,400 videos
showcasing physical attacks, and 21, 506 videos with digital
attacks.
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e Types ’
Protocol | Class e phys | # Adv | #Digil | T 0@
frain | 3000 | 1800 | 1800 | 1800 | 8400
Pl [“eval [ 1500 | 900 | 1800 | 1800 | 6000
fest | 4500 | 2700 | 7106 | 7200 | 21506
frain | 3000 |0 ] 9000 | 9000 | 21000
P21 [eval | 1500 | 0 | 1706 | 1800 | 5006
fest [ 4500 | 5400 |0 0 9900
frain | 3000 | 2700 | 0 0 5700
P22 [Teval | 1500 | 2700 |0 0 4200
fest | 4500 | O | 10706 | 10800 | 26006

Table 2: Amount of train/eval/test images of different types under
three different protocols: P1, P2.1, and P2.2.

3.3 Protocols and Statistics

We define two protocols for UniAttackData. (1) Protocol 1
aims to evaluate under the unified attack detection task. As
shown in Tab. 2, the training, validation, and test sets contain
live faces and all attacks. (2) Protocol 2 evaluates the gener-
alization to “unseen” attack types. The large differences and
unpredictability between physical-digital attacks pose a chal-
lenge to the portability of the algorithms. In this paper, we use
the “leave-one-type-out testing” approach to divide Protocol
2 into two sub-protocols, where the test set for each self-sub-
protocol is an unseen attack type. As shown in Tab 2, the test
set of protocol 2.1 contains only physical attacks that have
not been seen in the training and development sets, and the
test set of protocol 2.2 contains only digital attacks that have
not been seen in the training and development set.

4 Proposed Method

4.1 Overview

Our UniAttackDetection framework is based on CLIP [Rad-
ford et al., 2021]. As illustrated in Fig. 3, the backbone net-
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Figure 2: UniAttackData Dataset examples of all attack types corresponding to the same face ID. From top to bottom, they are Africans,
Central Asians, and East Asians, respectively. The attack type of each sample is marked at the top.

work incorporates three key components: (1) The Teacher-
Student Prompt (TSP) module, designed to extract unified
and specific knowledge features by encoding both teacher
prompts and student prompts, respectively; (2) The Unified
Knowledge Mining (UKM) module, leveraging the Unified
Knowledge Mining (UKM) loss to steer the student features,
and facilitating the exploration of a tightly complete feature
space. (3) The Sample-Level Prompt Interaction (SLPI) mod-
ule, which maps learnable student prompts to visual modality
prompts through the interaction projector. Subsequently, the
language modality prompts obtained are linked to the original
visual modality embeddings, and channel interactions take
place during multi-modal prompt learning to extract sample-
level semantics.

4.2 Teacher-Student Prompt

Teacher Prompt. Traditional FAS methods [Wang et al.,
2022] focus on extracting features commonly present in each
category of images, such as facial contours and shapes. These
features are then utilized to learn generic classification knowl-
edge. We introduce this concept into the natural language
field by utilizing template prompts to guide the extraction of
unified knowledge in physical-digital attacks, which is based
on the following fact: The textual descriptions for each cat-
egory can be effectively represented using a consistent hard
template, implying a shared semantic feature space among
them. Specifically, given a set of categories consisting of
unified class names unified., ¢ € {liveface, spoof face},
the teacher prompt group is then obtained by interconnecting
the class name and the manually designed template, i.e., t, =
a photo of a {unified.}. This group of prompts is passed
through CLIP’s text encoder Gr(-) to compute the unified
knowledge features of the text fi. = Gr(t.), fie € ReX4,
where d is the dimension of CLIP. In this paper, we de-
sign multi-group artificial templates to fix discrete teacher an-
chors in the complete feature space. The multi-group teacher
prompts are accumulated over the group dimension g and fi-
nally encoded as ff, € Reu*9xd,

Student Prompt. In contrast to conventional single-attack
detection tasks, the Unified Attack Detection (UAD) task
presents substantial gaps within the same classes. To miti-
gate this problem, we construct a group of student prompts.
Student prompts are learned by minimizing the classification
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error on a training set consisting of specific classes, and thus
student prompts possess strong learning abilities in specific
classes. Specifically, we prefix each specific class speci fic.,
¢ € {real face, digitalattack, physicalattack} with a se-
ries of learnable vectors p,, € R% n € 1,2,3,...., N to get
the student prompt. Then the student feature fs. = Gr(s.)
for learning specific knowledge is obtained, where fs. €
Re>4_ To use the learned continuous tight features for bi-
nary classification, a lightweight head # : R% X4 — R¢u*d
is adopted to map specific knowledge to a generic classifica-
tion space.

4.3 Unified Knowledge Mining

To enhance the model’s exploration of the complete feature
space, we design the Unified Knowledge Mining (UKM) loss
sclfic

as follows:
1 —
( £zl fﬁ:ll)

This loss ensures the student features are sufficiently close to
each teacher anchor in the unified knowledge feature space,
yielding the following advantages: (1) The student prompt
is no longer over-fitted with a specific knowledge distribu-
tion through the guidance of teacher anchors, and thus gains
strong generalization capabilities. (2) Taking the learnable
prompt as a carrier, the unlearnable unified feature space is
fully mined to learn the tight and complete feature space.
Not only that, VLMs pre-trained on large-scale image-text
pairs encapsulate abundant statistical common knowledge,
which leads to the inclusion of potential semantic associa-
tions among text features extracted based on these models.
Therefore, to capture the correlation between unified and spe-
cific knowledge features, we employ a fusion block to ex-
tract fusion features for multiple groups of teacher prompts
and student prompts. Specifically, we concatenate multiple
groups of teacher features f7. and student features into com-
plete features f.o,, € Rew*(9+1)xd in the dimension of g.
The fusion block consists of a self-attentive encoder Att(-)
and a Multi-Layer Perceptron (MLP) M L Pjysion(-), where
the self-attention encoder is given by the following equation:

)= softmaz(WoX)(Wr X)T
N

G-1C-1

2.

g=0 c=0

1

Lukm = ol (D

Att(X WvX) @
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Figure 3: Our proposed UniAttackDetection architecture. The TSP module extracts unified and specific knowledge by constructing multiple
groups of teacher prompts and learnable student prompts. The UKM module oversees the learning process by employing the unified knowl-
edge mining loss, thereby enabling the model to acquire comprehensive insights across the entire feature space. The SLPI module maps
the student prompts to the visual embedding space, allowing multi-modal prompt learning by making the student prompt learn sample-level
semantics while allowing visual feature extraction to be guided by text.

Where W, Wy, and Wy are the weight matrix of the
query, key, and value, respectively, and dj, is the dimension of
the model. Finally, the modulated fusion knowledge feature
ffusion is obtained by:

ffusion = MLPfusion(Att(fcom))

4.4 Sample Level Prompt Interaction

In recent FAS work [Zhou et al., 2023], learned sample-level
semantics of visual pictures contribute to enhancing model
robustness. Therefore, in VLMs, we deem it essential to
establish a multi-modal interaction between picture instance
perception features and student prompts. Student prompts
can dynamically understand the sample-level semantics in
visual pictures and thus learn comprehensive adaptive fea-
tures. In turn, the visual modality will be guided by the shared
prompts to deeply mine the category-related picture features.
Inspired by MaPLe [Khattak e al., 2023], we design an inter-
action projector p = Linear(-). This interaction projector is
implemented as a linear layer that maps the dimensions d,, of
student prompt into the d,, of visual embeddings. CLIP’s text
encoder takes the learnable token [pi][p2][ps]- .. [pn] pro-
jected into word embeddings [P] € R"*%. The interaction
projector then acts as a bridge to map the student prompt di-
mension word embeddings [P] into visual dimension embed-
dings [Vp], where the projector is expressed by a linear layer.
The overall formulation is as follows:

[Vp] = Linear([P]), [V]eR™*% )
At the same time, the input image is encoded by the CLIP’s
patch embed layer as patch embeddings [Vi] € € R™*dv,

3
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where m is the patch dimension of the CLIP. Then, [VE| and
[Vp] are concatenated as the final visual embedding V' =
[VE, Vp], where [, -] refers to the concatenation operation.
Finally, the visual embedding is passed through the CLIP im-
age encoder G'y to get the visual features f, = G, (V). Dur-
ing the training process, we compute the cosine similarity be-
tween the image features and the labeled features to get the
prediction probability of the image for each category and fi-
nally use the cross-entropy loss L g for binary class super-
vision. Together with the Unified Knowledge Mining (UKM)
loss, the final objective is defined as:

(&)

where ) is a hyper-parameter to trade-off between two losses.

Lrotat = Lers + A Lukm

S5 Experiments

5.1 Experimental Setting

Datasets. To evaluate the performance of the proposed
method and existing approaches, we employ four datasets
for face forgery detection, i.e., Our proposed UniAttack-
Data, FaceForensics++ (FF++) [Rossler et al., 2019], OULU-
NPU [Boulkenafet et al., 2017] and JFSFDB [Yu et al., 2022].
Our approach first demonstrates the superiority of our method
on UniAttackData. Subsequently, we conducted sufficient
experiments on other UAD datasets, such as the OULU-FF
data protocol composed of OULU-NPU and FF++, and the
JFSFDB dataset, to further demonstrate the generalization ca-
pability of our approach. Finally, our ablation study demon-
strates the effectiveness of each component of our approach.
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Evaluation metrics. For a comprehensive measure of the
algorithm’s UAD performance, we adopt the common met-
rics used in both physical forgery detection and digital forgery
detection work. All experiments were conducted using aver-
age classification error rate ACER, overall detection accuracy
ACC, the area under the curve (AUC), and equivalent error
rate (EER) for performance evaluation. ACER and ACC on
each test set are determined by the performance thresholds on
the development set.

Implementation Details. To better demonstrate the effec-
tiveness of our method, we consider a series of existing
competitors in the field of face anti-spoofing and base net-
work backbone. The considered comparison methods are the
ResNet50, ViT-B/16, FFD [Dang et al., 2020], CDCN [Yu
et al., 2020b] and the Auxiliary(Depth) [Liu et al., 2018].
In addition, we incorporated our baseline approach into the
comparative analysis. Notably, the student prompts for the
baseline method were constructed through the unified class.
In this way, we validate the superiority of our overall frame-
work and the effectiveness of learning a continuous and com-
pact specific class space.

5.2 Experiments on Proposed UniAttackData

Prot. | Method | ACER(%)| ACC(%)t AUC(%)t EER(%)|
ResNet50 1.35 98.83 99.79 1.18
VIT-B/16 592 92.29 97.00 9.14
1 Auxiliary 1.13 98.68 99.82 1.23
CDCN 1.40 98.57 99.52 1.42
FFD 2.01 97.97 99.57 2.01
Baseline(Our) 0.79 99.44 99.96 0.53
UniAttackDetection(Our) 0.52 99.45 99.96 0.53
ResNet50 34.60+£5.31 53.69+6.39 87.89+6.11 19.48+9.10
VIT-B/16 33.69+9.33 524342588 83.774+2.35 25.94+0.88
2 Auxiliary 42.98+6.77 37.71£26.45 76.27+12.06 32.66+7.91
CDCN 34.33+0.66 53.10+£12.70 77.46+17.56 29.17+14.47
FFD 44.20+1.32  40.43+14.88 80.97+2.86 26.18+2.77
Baseline(Our) 28.90+ 10.85 58.28+ 26.37 89.48+4.94 19.04+ 5.81

UniAttackDetection(Our) 22.42+ 10.57 67.35+ 23.22 91.97+ 4.55 15.72+ 3.08

Table 3: The results of intra-testing on two protocols of UniAt-
tackData, where the performance of Protocol 2 quantified as the
mean=std measure derived from Protocol 2.1 and Protocol 2.2.

Experiments on Protocol 1. In protocol 1 of UniAttack-
Data, the data distribution is relatively similar across sets.
The training, development, and test sets all contain both phys-
ical and digital attacks. This protocol is suitable for eval-
uating the performance of the algorithms in UAD tasks. We
present the performance results for commonly used backbone
networks, networks for physical attack detection, and net-
works for digital attack detection. As shown in Tab 3, our al-
gorithm outperforms others in all four metrics—ACER, ACC,
AUC, and EER. This proves the superiority of our method for
unified attack detection.

Experiments on Protocol 2. In protocol 2 of UniAttack-
Data, the test set comprises attack forms that are “unseen”
in the training or validation sets, aiming to assess the algo-
rithm’s generalizability. As shown in Tab 3, an interesting
observation emerges: the performance of single-attack detec-
tion networks FFD, CDCN, and Auxiliary largely degrades
on Protocol 2, and almost all of their four metrics are lower
than classic backbone ViT and ResNet, which exposes the
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flaw that the single-attack detector is over-fitting specific at-
tacks. On the other hand, our method ranks first in perfor-
mance on all metrics, which proves that our method not only
learns unified knowledge of the UAD task but also captures a
compact and continuous feature space for attack categories.

5.3 Experiments on Other UAD Datasets

Data. | Method [ACER(%)| ACC(%)T AUC(%)T EER(%)]
ResNet50 7.70 9043 98.04 671
VIT-B/16 8.75 90.11  98.16 7.54
Auxiliary 11.16 8740 97.39 9.16
CDCN 1231 86.18 9593 1029
JFS-FDB FFD 9.86 89.41 95.48 9.98
Baseline(Our) 2.84 9693  99.54 2.90
UniAttackDetection(Our) 1.66 98.23 99.74 1.78
ResNet50 7.45 9264 9692 7.60
VIT-B/16 9.95 9044 9730 9.83
Auxiliary 16.43 83.68 9298 1680
CDCN 17.42 8256 9237  17.35
OULU-FF FED 19.13 8032 8890  19.00
Baseline(Our) 222 97.52  99.60 222
UniAttackDetection(Our) 1.63 98.00 99.81 1.80

Table 4: The results of Unified attack data protocol JFSFDB and
OULU-FF.

To verify the superiority of our proposed dataset and algo-
rithm in more detail. We have done extensive experiments
on other UAD datasets. As shown in Tab 4, we obtained the
best performance for all metrics on the previously proposed
JFSFDB dataset. Furthermore, we combine the training, val-
idation, and testing sets provided by FF++ [Rossler et al.,
2019] and OULU-NPU [Boulkenafet et al., 2017] to form a
unified attack data protocol named OULU-FF. Our algorithm
also outperformed competing methods on the OULU-FF pro-
tocol. This validates the ability of our algorithm to detect
unified attacks. Notably, we observed a significant decline in
the performance of all evaluated methods on both joint attack
datasets in comparison to our proposed dataset. This find-
ing underscores the challenge algorithms face in discerning
spoofing traces without ID consistency.

5.4 Ablation Experiment

Method |ACER(%)| ACC(%)t AUC(%)1 EER(%)|
UniAttackDetection w/o s, 1.76 96.95 99.90 2.03
UniAttackDetection w/o t. 0.83 99.40 99.95 0.60

UniAttackDetection w/o Ly g pr 0.71 99.25 99.95 0.71
UniAttackDetection w/o Vp 2.56 98.70 99.90 0.93
UniAttackDetection(Our) 0.52 99.45 99.95 0.53

Table 5: The ablation study of different Components. The evaluation
protocol is P1.

Effectiveness of Different Components. To verify the su-
periority of our UniAttackDetection as well as the contri-
butions of each component, multiple incomplete models are
built up by controlling different variables. All results are mea-
sured in the same manner, as shown in Tab 5. First, to ver-
ify the validity of student prompts and teacher prompts, we
conducted experiments without student prompts or teacher
prompts, respectively. The experiments showed that both uni-
fied and specific knowledge play a positive role in the UAD
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(a) ACER(%)and EER(%) (b) ACC(%)and AUC(%)
Figure 4: Ablation experiments of the selection of teacher prompts.
The horizontal coordinates indicate which teacher prompts from
Tab 6 were selected. For example, T1~6 indicates the selection of
the first six prompts from Tab 6.

task. In addition, to validate the effectiveness of the Unified
Knowledge Mining (UKM) module, we conducted experi-
ments with UniAttackDetection w/o Lygas. Specifically,
we directly let the unified knowledge features and the specific
knowledge features be connected as the final text features.
The experiments demonstrate that the UKM module helps the
model learn unified knowledge and enhances the generaliza-
tion to different attacks. Then, to demonstrate the importance
of the Sample-Level Prompt Interaction (SPLI) module, we
conducted experiments without adding visual prompts. The
quantitative results show that multi-modal prompt learning
facilitates improved learning of instance-level features.

Effectiveness of Teacher Prompts. To validate the effect
of teacher prompts on experimental performance, we incre-
mentally introduced new templates into the teacher prompts
group. Tab 6 shows the specific language descriptions cover-
ing the real and spoof categories. Fig 4 depicts the variation
in experimental performance as we systematically increased
the number of teacher prompt groups from one to eight. Ex-
amination of the figure reveals that, with the exception of the
AUC (Area Under the Curve) metric, there is a discernible
trend where the performance across the other three metrics
initially improves with the addition of more prompts, only
to subsequently decline. All four experimental metrics ob-
tain the best results when six templates are used as teacher
prompts. This proves that learning the complete feature space
through multiple sets of teacher anchors is beneficial for the
UAD task, but too many teacher anchors may instead hinder
the adaptive learning ability of student prompts.

Prompt No. \ Teacher Prompts (Templates)
Tl This photo contains {real face}/ {spoof face}.
T2 There is a {real face}/ {spoof face} in this photo.
T3 {real face}/ {spoof face} is in this photo.
T4 A photo of a {real face}/ {spoof face}.
T5 This is an example of a {real face}/ {spoof face}.

T6 This is how a {real face}/ {spoof face} looks like.
T7 This is an image of {real face}/ {spoof face}.
T8 The picture is a {real face}/ {spoof face}.

Table 6: The multiple groups of manual templates used are fixed
during training.
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Figure 5: Feature distribution comparison on UAD data protocol
(OULU-FF) and UniAttackData using t-SNE. Different colors de-
note features from different classes.

5.5 Visualization Analysis

Here, we visualize the distribution of features learned by
the baseline model ResNet50 and our method on UniAttack-
Data’s P1 and the previously mentioned UAD data protocol,
respectively. As depicted in Fig 5, our study reveals two
significant findings: (1) ID Consistency Impact. Both the
base model ResNet50 and our proposed method exhibit lim-
itations in classifying datasets lacking ID consistency assur-
ance. The feature space displays a mixing of lives and attacks
across various regions. In contrast, on the proposed dataset,
both methods distinctly segregate lives from attacks. This
underscores the critical role of ID consistency, enabling the
model to concentrate on acquiring deception features rather
than being influenced by ID-related noise features. (2) En-
hanced Category Feature Space. In comparison to the base-
line model, our approach demonstrates the capacity to learn a
closely connected category feature space. This highlights our
proficiency in acquiring category-specific knowledge. More-
over, our method successfully establishes a distinct category
boundary on both datasets, affirming its effectiveness in ex-
tracting unified knowledge.

6 Conclusion

In this paper, we proposed a dataset that combines physical
and digital attacks, called UniAttackData. This is the first
unified attack dataset with guaranteed ID consistency. In ad-
dition, we proposed a unified detection framework based on
CLIP, namely UniAttackDetection. The method introduces
language information into the UAD task and substantially im-
proves the performance of unified attack detection through
multi-modal prompt learning. Finally, we conduct com-
prehensive experiments on UniAttackData and three other
datasets to verify the importance of the datasets for the attack
detection task and the effectiveness of the proposed method.
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