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Abstract

Self-supervised methods have gained prominence
in time series anomaly detection due to the scarcity
of available annotations. Nevertheless, they typi-
cally demand extensive training data to acquire a
generalizable representation map, which conflicts
with scenarios of a few available samples, thereby
limiting their performance. To overcome the lim-
itation, we propose AnomalyLLM, a knowledge
distillation-based time series anomaly detection ap-
proach where the student network is trained to
mimic the features of the large language model
(LLM)-based teacher network that is pretrained
on large-scale datasets. During the testing phase,
anomalies are detected when the discrepancy be-
tween the features of the teacher and student net-
works is large. To circumvent the student net-
work from learning the teacher network’s feature
of anomalous samples, we devise two key strate-
gies. 1) Prototypical signals are incorporated into
the student network to consolidate the normal fea-
ture extraction. 2) We use synthetic anomalies to
enlarge the representation gap between the two net-
works. AnomalyLLM demonstrates state-of-the-
art performance on 15 datasets, improving accuracy
by at least 14.5% in the UCR dataset.

1 Introduction

Time series anomaly detection (TSAD) aims to identify ab-
normal data whose patterns deviate from the majority of the
data [Blazquez-Garcia et al., 2021]. Tt plays critical roles in
applications such as industrial fault diagnosis, network intru-
sion detection, and health monitoring [Chen ef al., 2021].
The primary challenge for TSAD lies in the laborious pro-
cess of acquiring annotations [Ruff er al., 2021]. Conse-
quently, most previous works follow the unsupervised setting
where no labels are provided, and the majority of the data is
assumed to be normal [Audibert et al., 2020]. These meth-
ods can be broadly categorized into one-class classification-
based methods [Ruff et al., 2018; Shen et al., 2020; Carmona
et al., 2021], density estimation-based methods [Dai and
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Figure 1: Knowledge distillation-based framework: the discrepancy
between outputs of the student and teacher networks is expected to
be small on normal samples while large on abnormal samples.
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Chen, 2022; Zhou et al., 2023al, and self-supervised methods
[Jeong er al., 2023]. With the advancement of representation
learning, self-supervised methods have garnered growing at-
tention and dominated the field [Zhang et al., 2023]. They
employ pretext tasks such as reconstruction [Su et al., 2019;
Xu et al., 2021; Tuli et al., 2022], forecasting [Deng and
Hooi, 2021], imputation [Chen et al., 2023], and contrastive
learning [Yang er al., 2023] to learn a representation map that
distinguishes the normal and abnormal samples.

However, learning generalizable representations typically
requires a vast amount of training data [Zhang et al., 2023],
which conflicts with scenarios of limited available samples,
thereby limiting the performance of these self-supervised
methods. To overcome this limitation, we introduce Anoma-
IyLLM, a novel approach that integrates knowledge distilla-
tion and large language models (LLMs). The fundamental
idea is to train a student network to mimic the output of a
teacher network that is pretrained on a large-scale dataset.
During the testing phase, anomalies are identified when a sig-
nificant discrepancy exists between the outputs of the student
and teacher networks, as shown in Figure 1. To this end, we
need to address two key challenges.

How to pretrain the teacher network without large-scale
time series datasets? Large-scale datasets for pretraining are
abundant in computer vision (CV) and natural language pro-
cessing (NLP), playing a critical role in generalizable repre-
sentation learning. However, there is currently a lack of uni-
versal large-scale time series datasets, with the largest avail-
able dataset being less than 10GB, a size significantly smaller
than that in CV and NLP [Godahewa et al., 2021]. Conse-
quently, pretraining the teacher network remains a challenge.
Recent studies have explored the modal similarity between
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language and time series, revealing the remarkable potential
of pretrained LLMs in generating time series representations
[Zhou et al., 2023b]. LLMs can be fine-tuned on time series
data under few-shot [Jin ez al., 2023a] or even zero-shot [Gru-
ver et al., 2023] settings. This observation motivates us to use
a pretrained LLM as the teacher network. We follow the time
series embedding layer with a pretrained LLM, adapting it to
generate time series representations.

How to circumvent the student network from ’overlearn-
ing’ representations produced by the teacher network? We
anticipate the discrepancy between the outputs of the student
and teacher networks to be small on normal samples but large
on abnormal samples [Zhou et al., 2022]. However, given
the absence of abnormal samples to enlarge their representa-
tion gap, this can easily lead to overlearning of the student
network, where the two networks consistently generate sim-
ilar representations, even for abnormal samples. To circum-
vent this problem, we implement two designs. First, we in-
corporate prototypical signals into the student network, en-
abling its representations to focus more on the historical nor-
mal patterns [Song er al., 2023]. Second, we employ data
augmentations to produce synthetic anomalies [Sun et al.,
2023b], which are used to enlarge the representation discrep-
ancy. Furthermore, the teacher network’s representations of
original and augmented samples are treated as positive pairs,
and a contrastive loss is applied to bring them closer together,
serving as a regularization term to encourage the teacher net-
work to capture more general patterns. Comprehensive ex-
periments are conducted to demonstrate the superiority of our
method on 9 univariate datasets and 6 multivariate datasets.

The main contributions are summarized as follows:

* As far as we know, AnomalyLLM is the first knowledge
distillation-based time series anomaly detection method.

* We devise a teacher network that is adapted from the
pretrained LLM, capable of learning a rich generalizable
representation for time series after fine-tuning.

* To maintain the discrepancy between the teacher and
student networks, we integrate prototypical signals into
the student network and design a data augmentation-
based training strategy.

* Extensive experiments show that the proposed model
achieves SOTA performance on 15 real-world datasets.

2 Related Work

2.1 Time Series Anomaly Detection

Time series anomaly detection plays a pivotal role in various
real-world applications [Chen er al., 2021]. Early studies em-
ploy statistical methods or machine learning-based methods
[Bldazquez-Garcia et al., 20211, which fail to describe com-
plex patterns of time series signals. In recent years, with
the success of neural networks such as variational autoen-
coder [Park et al., 2018] and generative adversarial network
[Zhou et al., 2019], numerous deep learning-based methods
have emerged for time series anomaly detection. These meth-
ods can be roughly categorized into one-class classification-
based methods [Ruff et al., 2018; Shen et al., 2020; Car-
mona et al., 2021], density estimation-based methods [Dai
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and Chen, 2022; Zhou et al., 2023a; Zhou et al., 2024], and
self-supervised-based methods [Jeong er al., 2023]. With the
rapid development of representation learning, self-supervised
methods have dominated the field. Reconstruction is the most
usual self-supervised method, where the reconstruction error
indicates the outlyingness of the samples [Xu et al., 2021;
Tuli ef al., 2022; Li et al., 2023; Song et al., 2023]. Forecast-
ing [Deng and Hooi, 2021], imputation [Chen et al., 2023],
and contrastive learning [Yang et al., 2023; Wang et al., 2023;
Sun et al., 2023b] also emerge as other pretext tasks for self-
supervised anomaly detection. While they have achieved
SOTA results on various datasets, the small data size used
by these self-supervised methods hinders them from learning
generalizable representations, thereby limiting their perfor-
mance [Zhang et al., 2023]. In this paper, we introduce a
teacher network adapted from LLM, which has demonstrated
a strong ability to generate generalizable time series represen-
tations. A student network is trained to mimic the output of
the teacher network, and the discrepancy between their out-
puts serves as the anomaly score in the testing phase.

2.2 Large Language Model

Pretrained foundation models have proven excellent perfor-
mance in NLP and CV, prompting its progress in time series
analysis [Jin er al., 2023b]. Despite the increasing interest in
foundation models for time series [Garza and Mergenthaler-
Canseco, 2023], it remains a significant challenge due to the
limited availability of large-scale datasets. The largest time
series dataset is currently less than 10GB, a size smaller than
that of NLP datasets [Godahewa et al., 2021]. However, re-
cent studies suggest that pretrained LLMs can be adapted to
time series analysis through fine-tuning on time series data
[Zhou et al., 2023b]. Gruver et al. [Gruver et al., 2023]
even argue that a pretrained LLM can serve as a zero-shot
time series forecaster, thanks to its capability to model flex-
ible distributions over sequences of numbers. Consequently,
various studies leverage LLM for time series analysis, with
a predominant focus on forecasting [Jin ef al., 2023a] and
classification [Sun er al., 2023a]. Notably, GPT4TS [Zhou et
al., 2023b] stands as the sole LLM-based time series anomaly
detection method, employing an encoder-decoder reconstruc-
tion architecture with GPT2 as the encoder. However, the pre-
trained GPT2’s strong generalization ability makes it prone
to reconstructing abnormal signals and yielding false nega-
tives. In contrast, we propose a novel knowledge distillation-
based method, where the student network will not generalize
to those unseen anomalies compared to GPT4TS.

2.3 Knowledge Distillation

Knowledge distillation is proposed by [Hinton et al., 2015],
aiming to push the student network to regress the output of
the teacher network. It is first employed in vision anomaly
detection by [Bergmann et al., 2020]. The fundamental prin-
ciple is that anomalies are identified when there is a sub-
stantial discrepancy between the outputs of the student and
teacher networks. While this principle has been widely ex-
plored in vision anomaly detection, [Salehi er al., 2021;
Zhou et al., 2022], its application in time series remains an
unexplored territory. Our method can be seen as the first
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attempt to introduce knowledge distillation into time series
anomaly detection. Moreover, our method diverges from ex-
isting works in CV in two key aspects. First, unlike in CV
where large datasets are commonly available for pretraining
the teacher network, large time series datasets are scarce, im-
peding the effective pretraining. In this work, we employ the
pretrained LLM as our teacher network and adapt time series
signals to features LLM can understand by an input embed-
ding layer. Second, to prevent the student network from over-
learning the representation of the teacher network, we pro-
pose reminding the student network of the prototypical sig-
nals and devising a data augmentation-based training strategy.
Through these efforts, we demonstrate that knowledge distil-
lation can provide another approach for time series anomaly
detection, which has not been explored previously.

3 Methodology

Given a D-dimension multivariate time series X =
[z1,29,....,21] € RP*L of length L, where z; € RP de-
notes the data collected at the ¢-th time step and D denotes
the number of variables, we aim to train an anomaly de-
tector. During the testing phase, we utilize the trained de-

tector to predict an unseen multivariate time series X =
[#1, 22, ...,z ] with Y = [¢1, Y2, ..., y1], where §; € {0,1}
indicates whether anomalies occur at the [-th time step.

3.1 Overall Architecture

Following previous works [Carmona et al., 2021], we parti-
tion the entire time series into several time windows of fixed
length T. Given a time window w; € RP*T  we aim
to identify whether anomalies occur within it. Our method
adopts the knowledge distillation architecture [Bergmann et
al., 2020]. The architecture consists of a student network
¢ : RP*T 5 R and a teacher network ¢ : RP*T — R9,
both transforming original signals into D-dimensional vec-
tors. The time window is fed into the two networks, and out-
puts are denoted as z; = ¢(w;) and ¢; = p(w;). We antici-
pate these two representations to be close for normal samples
and distant for abnormal samples. The hypersphere classifier
loss [Ruff et al., 2020] is utilized to calculate the discrepancy
between two representations:

L=—(1—y;)logl(z,¢;) —yilog(l —(z;,¢:)), (1)

where £(z;,¢;) = exp(—|z;i — cZHg), and y; denotes the
ground truth label. In the unsupervised setting, all samples
are assumed to be normal, and y; = 0.

3.2 Prototype-based Student Network

To prevent the student network from learning overly gener-
alizable representations like the teacher network, we guide
it with prototypes. These prototypes represent characteristic
segments in the entire time series and are trainable parameters
in our method. We select prototypes that closely resemble the
input time window to assist in generating the representation.

Prior study [Nie ef al., 2022] has demonstrated the effec-
tiveness of channel independence in multivariate time series
analysis. Therefore, we select the most similar prototype for
each channel. First, we initialize a prototype pool M =

2164

{Mi1, M, ..., Mp}, where M; = {m}, m?, ..., m}} rep-
resents the collection of M prototypes for the i-th channel.
Given an input time window w, we calculate the similarity
between each channel and its corresponding prototypes, and
then select the most similar prototype:

m; = i:LHg,i-?iM sim(mj, w’), )
where w/ is the j-th channel of input, and sim(-,-) : RT x
R” — R represents the function to measure similarity. We
use cosine similarity in the paper. The selected prototype for
the entire time window is denoted as m,.

Instance normalization [Kim et al., 2021] is employed to
mitigate the distribution shift effect and patching [Nie ez al.,
2022] is utilized to extract local semantic information. Both
the input time window and prototype are addressed by these
two techniques. It is noteworthy that the hyperparameters of
the prototype normalization are the same as those of the input.
Next, both the input and prototype are fed into an input em-
bedding layer. The input embedding layer consists of linear
probing which extracts the in-patch information and a posi-
tional embedding which records the position information of
the sequences. The layer generates the input embedding w,
and prototype embedding m..

To incorporate prototypical features into the original time
window, we devise a prototype-based Transformer encoder.
The traditional Transformer encoder is stacked by blocks,
each consisting of an attention layer, a feed-forward layer,
and layer normalization [Song et al., 2023]. In this paper, we
provide information about prototypes for each attention layer.
Specifically, the queries and keys are produced for both pro-
totypes and inputs. The correlations between the i-th patch of
the input embedding w and other patches are calculated as
follows:

o exp((ql,, kb))
it T n h j n : ] ’
> -1 exp({al, ki) + 327 exp({al,, km)) )
g exp((ql,, kb))
it ’

iy exp(dl,, k) + 27 exp((dd, kin))

where qu, Qm , Kw, K, represents the input patch query, pro-
totype patch query, input patch key and prototype patch key,
respectively, and (, ) represents the inner product. n denotes
the number of patches in the time window. Next, we calculate
the representation of the input as follows:

n n
_ w m .t
0= Z Si,tvw + Z Si,tvma (4)
t=1 t=1

where vi, vt represent the value of input and prototype, re-
spectively. The multi-head mechanism is also utilized to cap-
ture patterns of different scales. A flattened layer and a linear
layer are employed to produce the final representations z.

3.3 LLM-based Teacher Network

The teacher network is expected to produce generalizable rep-
resentations. Previous works have unveiled the potential of
pretrained NLP models such as GPT2 in time series repre-
sentation generation [Zhou et al., 2023b]. As a result, we
devise the teacher network based on the pretrained LLM.
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Figure 2: The framework of AnomalyLLM. It consists of three main components: prototype-based student network, LLM-based teacher

network, and data augmentation-based training strategy.

The input time series undergoes normalization and patch-
ing before being fed into the input embedding layer. Notably,
the input embedding layer consists only of linear embedding,
as positional embedding is inherent in the pretrained LLM.
The linear embeddings in the teacher network and the student
network utilize different parameters. The linear embedding in
the student network is designed to extract correlations within
the time series, while that in the teacher network focuses on
transforming original time series signals into a representation
comprehensible to the language model.

Next, the preprocessed inputs are fed into a network that
retains the positional embedding layer and B self-attention
blocks of the pretrained LLM. We use GPT2 in this paper. To
preserve the knowledge from pretrained LLM, we freeze the
attention layer and the feed-forward layer which are crucial
components for sequence modeling. The positional embed-
ding layer and the layer normalization are fine-tuned on the
input time series, adapting the LLM to understand the time
series representations for anomaly detection. The output of

the last self-attention block is fed into a flattened and linear
layer to generate the eventual representation c.

3.4 Model Training

We aim to distinguish anomaly representations of the stu-
dent and teacher networks. Given the absence of anomaly
labels under unsupervised settings, we propose a data
augmentation-based training strategy.

Firstly, we apply data augmentation to generate synthetic
anomalies. Specifically, we randomly select a segment from
the entire time window and apply augmentation to this seg-
ment. We use augmentation methods including jittering, scal-
ing [Wang et al., 2023], and warping [Sun er al., 2023a]. The
synthetic sample for the original sample w; is denoted as w{'.

Next, both original and synthetic samples are fed into the
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teacher and student networks. The generated representation
pairs of original and synthetic samples are denoted as (z;, ¢;)
and (z¢, c?), respectively. We push away the representation
pair of the synthetic sample while pulling together that of the

original samples. This knowledge distillation loss is calcu-
lated based on Eq. 1:

1
Lra = 5 Nz = cil3-log(1—exp(~ |2 — ¢£I13)), )
i=1
where N is the total number of training samples.
Additionally, to enable the teacher network to focus on
more general patterns and produce representations robust to
noise, we consider the teacher’s representations of the orig-
inal and synthetic samples as positive pairs and aim to min-
imize the distance between them. This negative-sample-free
contrastive loss [Wang ef al., 2023] is defined as:

1 Y C; c
L= —m— o ©)
N; leilla llefll2
Then, the complete loss function is defined as:
‘Ctotal = Ekd + )\‘Cca (N

where A is a hyperparameter that controls the weight of
knowledge distillation loss and contrastive loss.

During the testing phase, we calculate the anomaly score
of the given time window w according to:

A(w) = [|¢(w) — o(w)]3-

4 Experiment
4.1 Datasets

UCR Anomaly Archive (UCR). This archive comprises
250 diverse univariate time series signals spanning various

®)
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Dataset Train Test Anomaly Ratio
ABP 1036746 1841461 0.53%
Acceleration 38400 62337 2.45%
AirTemperature | 52000 54392 2.86%
ECG 1795083 6047314 0.53%
EPG 119000 410415 1.29%
Gait 1157571 2784520 0.43%
NASA 38500 86296 2.35%
PowerDemand 197149 311629 0.81%
RESP 868000 2452953 0.19%

Table 1: Details of univariate datasets.

domains [Wu and Keogh, 2021]. Following [Goswami et al.,
20221, we partition the complete UCR archive into 9 separate
datasets based on the domain to which each signal belongs,
(1) Arterial Blood Pressure, ABP, (2) Acceleration, ACC, (3)
Air Temperature, AirTem, (4) Electrocardiogram, ECG, (5)
Electrical Penetration Graph, EPG, (6) Gait, (7) NASA, (8)
Power Demand, and (9) Respiration, RESP.

Previous benchmarks. We also evaluate our method on
6 previously commonly used multivariate datasets, includ-
ing SMD, MSL, SMAP, PSM, WaQ, and SWAN. Details are
listed in Table 1 and Table 2.

4.2 Settings

Evaluation metrics. Traditional metrics for anomaly de-
tection include precision, recall, and F1 score. Point adjust-
ment and revised point adjustment are also utilized to post-
process the metrics. However, previous works have demon-
strated that these metrics might lead to an overestimation of
method performance [Kim et al., 2022]. In this paper, we
adopt affiliation metrics to assess the performance from an
event-wise perspective [Huet er al., 2022]. Precision, recall,
and F1-score are calculated based on the affiliation between
ground truth and prediction sets. For UCR datasets, we also
employ accuracy as a metric [Wang et al., 2023], indicating
the probability of correctly predicting subdatasets.

Hyperparameters. The baselines are implemented based
on the hyperparameters reported in previous literature. For
our model, we use the pretrained GPT2 with 6 layers as our
teacher network. Regarding the student network, we use a
pool with 32 prototypes and an attention mechanism with an
intermediate dimension of 64 and a head number of 8. During
the training stage, we utilize an Adam optimizer with a learn-
ing rate of 0.0001 and a batch size of 32. All experiments are
conducted on a single RTX 3090.

Baselines. We compare our method with 10 baselines for
evaluation, including the one-class classification-based meth-
ods: DeepSVDD [Ruff et al., 2018], THOC [Shen et al.,
2020], NCAD [Carmona et al., 2021]; the density estimation-
based method: MTGFlow [Zhou et al., 2023a]; the self-
supervised methods: AnoTrans [Xu ef al., 2021], MEMTO
[Song et al., 2023], TS-TCC [Eldele et al., 2021], COCA
[Wang et al., 2023], DCdetector [Yang e al., 2023]; the
LLM-based method: GPT4TS [Zhou et al., 2023b].

4.3 Model Comparison

Table 3 presents the performance of all methods on the UCR
datasets. Our method consistently achieves the highest accu-
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Dataset | Dimension  Train Test Anomaly Ratio
SMD 38 708377 708393 4.16%
MSL 55 58317 73729 10.50%

SMAP 25 135183 427617 12.79%
PSM 25 132481 87841 27.715%

GECCO 10 60000 60000 1.25%

SWAN 39 69260 69261 23.80%

Table 2: Details of multivariate datasets.

racy and affiliated F1 (AF1) score across all domains, demon-
strating an average improvement of 22.2% in accuracy and
10.0% in AF1 compared to the second-best method. No-
tably, our method detects 82% of anomalies in total. Further-
more, three key observations can be made. First, while con-
ventional DeepSVDD struggles to deliver satisfactory per-
formance, one-class classification methods like THOC and
NCAD show great potential in time series anomaly detection
when they incorporate temporal information within the time
window. Second, contrastive learning-based methods (TS-
TCC and COCA) outperform reconstruction-based methods
(AnoTrans, MEMTO), suggesting that approaching anomaly
detection from a representation perspective has advantages
over using original signals.

Results on other datasets are presented in Table 4 and Ta-
ble 5. Notably, most previous methods report results after
employing the point adjustment strategy. To ensure a fair
comparison, we also include the adjusted metrics for these
datasets. For datasets such as SMD, MSL, SMAP, and PSM
which contain a large number of obvious anomalies [Wu and
Keogh, 20211, our method demonstrates comparable perfor-
mance with SOTA methods. In the case of WaQ and SWAN,
which present diverse and challenging anomalies, our method
outperforms DCdetector significantly, achieving a 62% F1
score compared to 47% on GECCO and an 80% F1 score
compared to 73% on SWAN.

4.4 Model Analysis

Anomaly score visualization. We present three case stud-
ies in Figure 3 to illustrate the functionality of our method.
Anomaly scores are normalized and plotted for each sub-
dataset. Anomalies are identified by assigning a high
anomaly score, indicative of the disparity between the output
of the student network and the LLM-based teacher network.
In the UCR 113 dataset, the original signals exhibit non-
stationary characteristics, with varying mean values across
different stages. Our method demonstrates robustness to this
domain shift and successfully identifies the most anomalous
segment, characterized by a distinct shape.

Prototype visualization. To highlight the efficiency of the
prototype-based mechanism, we present a visualization case
in Figure 6, where 8 learned prototypes for the Acceleration
dataset are depicted. First, all prototypes are similar to certain
segments of original signals. Second, anomalous segments
exhibit a different shape compared to all prototypes.

Ablation study. In this section, our goal is to investigate
the role of each component in our method.

1) LLM-based teacher network: To assess the significance
of the LLM in representation generation, we replace it with
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ABP ACC

AirTem

ECG EPG Gait

NASA

Power RESP Total

Acc AF1 Acc AF1 Acc

AF1 Acc AF1 Acc AFl Acc AFl Acc

AF1 Acc AF1 Acc AFIl | Acc AF1

0.333 0.564
0.357 0.645
0.571 0.556
0.405 0.655
0.500 0.558
0.476 0.681

0.714 0.743 0.385
0.286 0.580 0.538
0.571 0.493 0.846
0.714 0.750 0.615
0.714 0.904 0.462
0.429 0.504 0.462
0.690 0.754 0.286 0.549 1.000
0.762 0.815 0.714 0.776 1.000
0.680 0.794 0.846 0.849 0.714
0.714 0.740 0.428 0.545 1.000
0.857 0.920 1.000 0.956 1.000

DeepSVDD
AnoTrans
Dcdetector
MEMTO
MTGflow
GPT4TS
TS-TCC
THOC
NCAD
COCA
Our

0.726 0.297 0.587
0.759 0.297 0.655
0.681 0.220 0.303
0.750 0.319 0.616
0.687 0.286 0.602
0.686 0.330 0.608
0.969 0.637 0.784
0.971 0.604 0.760

0.360 0.700
0.400 0.755
0.640 0.717
0.440 0.733
0.520 0.661
0.360 0.759
0.880 0.931
0.880 0.908

0.242 0.495
0.364 0.683
0.424 0.438
0.364 0.673
0.364 0.572
0.212 0.461
0.697 0.794
0.636 0.784 0.909

0.182
0.636
0.909
0.364
0.364
0.364
0.364

0.435 0.182 0.418
0.819 0.455 0.660
0.736 0.455 0.492
0.664 0.455 0.680
0.749 0.182 0.574
0.849 0.182 0.598
0.511 0.545 0.763
0.896 0.455 0.775 0.294 0.389

0.000 0.225
0.117 0.667
0.117 0.588
0.059 0.598
0.235 0.513
0.353 0.544
0.412 0.560

0.288 0.555
0.348 0.679
0.424 0.479
0.368 0.656
0.372 0.608
0.348 0.623
0.656 0.770
0.671 0.780

0.758 0.593 0.735
0.946 0.637 0.767
0.974 0.758 0.787

0.760 0.789 0.848 0.858 0.818
0.640 0.785 0.545 0.699 0.818
0.920 0.933 0.878 0.871|1.000

0.663 0.767
0.620 0.742
0.820 0.858

0.861 0.545 0.723 0.353 0.613
0.841 0.364 0.632 0.235 0.562
0.9610.818 0.886|0.471 0.736

161 UCR_Anomaly_Acceleration

Table 3: Overall results on the UCR datasets.
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Figure 3: Case studies of anomaly score visualization.
SMD  MSL  SMAP  PSM WaQ SWAN
TForest 0536 0.665 0.555 0.835 P R FI P R FI
DAGMM 0573  0.746 0.685 0.801 OCSVM 0.021 0341 0.040 | 0.193 0.001 0.001
DeepSVDD 0.791 0.836 0.690 0.907 MatrixProfile | 0.046 0.185 0.074 | 0.167 0.175 0.171
THOC 0.850 0.897 0.907 0.895 GBRT 0.175 0.140 0.156 | 0.447 0.375 0.408
LSTMVAE 0823 0826 0781 0810 LSTM-RNN | 0.343 0275 0.305 | 0.527 0221 0312
] ’ ' ’ ) Autoregression | 0.392 0314 0349 | 0421 0.354 0.385
gi‘gﬁ%i 8';2; 8'3?8 8'822 8'3?8) IForest 0.439 0353 0391 | 0.569 0.598 0.583
OmniA | 089 0877 0.869 0.8 AutoEncoder | 0424 0340 0.377 | 0497 0522 0.509
mniAnomaty . : : : AnomalyTrans | 0.257 0285 0270 | 0.907 0474 0.623
TranAD 0961 0892 0949 0.967 MTGFlow | 0333 0.125 0.182 | 1.000 0494 0.662
AnomalyTrans | 0912~ 0906 0962 0977 DCdetector | 0.383 0.597 0.466 | 0.955 0.596 0.734
AnomalyBERT | 0925 0914 0585 0.950 Ours 0511 0.793 0.620 | 0.873 0.745 0.804
DCdetector 0.872 0.966 0.970 0.979
M%M;FO 832; 8ggg 8322 —832; Table 5: Overall results on the NIPS benchmark.
u . . .

Table 4: F1 score on SMD, MSL, SMAP, and PSM.

three main transformer-based blocks (Informer, Reformer,
and Autoformer). The blocks are trained from scratch on each
dataset. The F1-score of variants with these replaced blocks
fluctuates by less than 2.6%, with an average AF1 score of
73.6%. Our method utilizes GPT2 with pretrained parame-
ters and only fine-tunes the positional embedding and layer
normalization, resulting in an enhanced AF1 score of 12%.
2) Prototype-based student network: To validate the effec-
tiveness of our student network, we experiment with different
choices (TCN, TimesNet, and TST). TCN is a classical 1D
CNN-based feature extractor commonly used in time series
analysis and has been applied in previous one-class classi-
fication methods such as DeepSVDD, THOC, and NCAD.
TimesNet, proposed by [Wu et al., 2022], rearranges time se-
ries data as a 2D tensor using Fast Fourier Transform (FFT)
and leverages 2D CNN to extract features. TST is a SOTA
Transformer-based feature extractor proposed by [Nie et al.,
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2022]. The results show that TST alone does not significantly
improve upon TCN, as it applies the attention mechanism like
the teacher network does, which can easily result in similar
representations of these two networks. In contrast, we in-
corporate prototypes into TST, enabling it to focus more on
those historical frequent patterns and resulting in a notable
improvement of 14.7% in AF1 score.

3) Training strategy: Finally, we explore different train-
ing strategies. The first strategy 'NonAug’ excludes aug-
mentation techniques and trains the model solely using orig-
inal data, resulting in the poorest performance. The second
strategy "W/O CT’ incorporates data augmentation but omits
the contrastive loss between the teacher networks’ represen-
tations in Eq. 6. This strategy improves AF1 by 4.2% but
still falls behind our strategy. We force the teacher network
to learn the representations that are robust to the noises by
employing a contrastive regularization term. The third strat-
egy "W/ CS’ introduces an additional contrastive loss aiming
to maximize the discrepancy between the student network’s
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Figure 4: Parameter sensitivity studies of main hyperparameters in AnomalyLLM.
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Figure 5: Ablation studies. Top: It depicts the performance of the
model with different center predictors. Middle: It depicts the per-
formance of the models with different projectors. Bottom: It depicts
the performance of different training strategies.
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Figure 6: Visulization of prototypes. Segments similar to the learned
prototypes can be found in original time series signals.

representations of the original and augmented samples. This
additional loss leads to an 8.0% reduction in AF1 score, sug-
gesting that our loss, which prioritizes the discrepancy be-
tween the representations of the student and teacher network,
is more effective.

Parameter sensitivity. Figure 4(a) depicts the performance
under various window sizes, showing that the performance
remains relatively stable as the window size increases, main-
taining an accuracy of over 72% and an AF1 score of over
80%. Figure 4(b) showcases the performance with different
augmentation methods (Jittering, scaling, and warping). We
can find that the introduction of warping leads to an increase
in performance. The performance under different numbers
of layers in GPT2 is shown in Figure 4(c). The performance
stabilizes when the number is above 3, indicating that GPT2

100%  50% 20% 10%  zero-shot
TSTCC | 0.763 0.577 0.488 0.213 0.139
THOC | 0.775 0.686 0.570 0.473 0.269
COCA | 0.632 0.584 0.562 0.478 0.150
Our 0.886 0.817 0.784 0.781 0.650

Table 6: F1-scores under few-shot and zero-shot settings.

with 3 frozen layers is sufficient to describe the distribution of
time series signals. Figure 4(d) shows the results under differ-
ent numbers of layers in the projector. It can be seen that the
performance reaches its peak at 3. Finally, we find that the 48
prototype provides the most useful information for our pro-
jector to extract the representations, as shown in Figure 4(e).
Complete results are reported in the appendix.

Performance under few-shot settings. We also explore
the performance of our methods under few shot and zero set-
tings. Table 6 presents a case study on the PowerDemadn
dataset. TSTCC relies on a large number of samples to pre-
train, so its performance drops quickly when the sample num-
ber decreases. THOC and COCA have a large performance
gap when transferred to different scenes because they rely on
a fixed center representation decided by the training data. Our
method is more generalizable when trained on a limited num-
ber of samples or across different scenes due to the general-
izability of LLM. The LLM will adapt representations under
different scenes, which guides the representations given by
the student network.

5 Conclusion

In this paper, we propose the first knowledge distillation-
based TSAD method, named AnomalyLLM. Anomaly scores
are determined by the representation discrepancy between the
student and teacher networks. The teacher network is fine-
tuned from a pretrained LLM to generate generalizable rep-
resentations for time series signals when only limited samples
are available. The student network incorporates prototypical
signals to produce more domain-specific representations. Be-
sides, we propose a data augmentation-based training strat-
egy to enhance the representation gap on anomalous sam-
ples. AnomalyLLM surpasses SOTA approaches on 9 uni-
variate datasets and 6 multivariate datasets, highlighting the
remarkable potential of knowledge distillation and LLM in
time series anomaly detection. Future research should ex-
plore lightweight versions of the teacher network within our
framework, tailored for deployment in scenarios with limited
computational and memory resources.
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