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Abstract

As software development projects increasingly rely
on open-source software, users face the risk of se-
curity vulnerabilities from third-party libraries. To
address label and character noise in code changes,
we present VF-Detector to automatically identify-
ing bug-fix commits in actual noise development
environment. VEF-Detector consists of three com-
ponments: Data Pre-processing (DP), Vulnerability
Confidence Computation (VCC) and Confidence
Learning Denoising (CLD). The DP component
is responsible for preprocessing code change data.
The VCC component calculates code change con-
fidence value for each bug-fix by extracting fea-
tures at various granularity levels. The CLD com-
ponent removes noise and enhances model robust-
ness by pruning noisy data with confidence values
and performing effort-aware adjustments. Experi-
mental results demonstrate VF-Detector’s superior-
ity over state-of-the-art methods in EffortCost@L
and Popt@L metrics on Java and Python datasets.
The improvements were 6.5% and 5% for Java, and
23.4% and 17.8% for Python.

1 Introduction

The growing reliance on third-party libraries in software de-
velopment has escalated user vulnerability to security threats
from these libraries. A notable example is the Heart-
bleed vulnerability (CVE-2014-0160), a critical bug in the
OpenSSL encryption library [Carvalho er al., 2014]. Located
in OpenSSL’s heartbeat extension, the bug enabled attackers
to read protected memory, exposing sensitive information like
private keys and passwords. Heartbleed stemmed from lack-
ing boundary checks in memcpy(), enabling attackers to ex-
ploit OpenSSL’s 64KB buffer and leak memory contents.

To address the rising risk of security vulnerabilities in soft-
ware ecosystems, focus has been on developing Software
Composition Analysis (SCA) tools [Zhou and Sharma, 2017;
Kang et al., 2022; Imtiaz et al., 2023]. These tools alert users
about library vulnerabilities but face a delay in vulnerabil-
ity disclosure, leaving systems exposed to undetected threats.
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To identify security-relevant code changes before public dis-
closure, studies [Nguyen-Truong et al., 2022; Nguyen et al.,
2022; Zhou et al., 2021; Nguyen ef al., 2023] have developed
tools for automatically detecting bug-fix commits using re-
sources like commit messages or issue reports. Zhou et al.
[Zhou et al., 2021] used CodeBERT-based deep learning for
automated identification and repair of vulnerabilities. To mit-
igate noise from entangled commits, Nguyen et al. [Nguyen
et al., 2023] proposed MiDas, which uses base models for
different code granularities in an ensemble model. Despite
advancements, challenges in bug-fix detection persist.

Labelling and characterizing noise. Deep learning-based
code analysis techniques, reliant on extensive data for opti-
mal training, face inherent challenges during the sample col-
lection process. The large-scale labeling of samples as “’pos-
itive” or “negative” inevitably leads to label noise, resulting
in misclassifications-positive samples marked as negative and
vice versa. Additionally, characterization noise can occur
through formal code changes that don’t alter fundamental se-
mantics. It can also occur through the introduction of new
code features, leading to incorrect label classification. Such
noise adversely affects the accuracy of these models. Conse-
quently, the key challenge lies in effectively managing data
noise to improve data quality.

Lack of robustness and generalization. Code changes
contain essential resources for identifying bug-fix commits,
yet only a minuscule fraction of these commits are related to
vulnerability fixes. Existing approaches [Zhou and Sharma,
2017; Kang et al., 2022; Imtiaz et al., 2023], often trained
on specific datasets, risk becoming overly tuned to features
of non-vulnerability-related code changes, diminishing their
ability to detect bug-fix commits. This leads to reduced
robustness and generalization. Insufficient robustness may
cause inaccurate judgments and model instability, while lim-
ited generalization decreases the model’s predictive perfor-
mance on new data. Therefore, a key challenge is to mitigate
the impact of highly imbalanced datasets on model robustness
and to enhance the model’s effectiveness and robustness.

To tackle identified challenges, we introduce VF-Detector,
a multi-granularity vulnerability detector using a confidence
learning approach. It comprises three components: Data
Pre-processing (DP), Vulnerability Confidence Computation
(VCC), and Confidence Learning Denoising (CLD). The DP
component is responsible for preprocessing code change data.
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The VCC component creates separate neural networks for
various code change granularity levels (commit, file, hunk,
and line) . It then utilizes an ensemble model to compute sam-
ple confidence values for bug-fix in code changes. The CLD
component handles label and representational errors by using
a VCC-derived confidence matrix and a probability thresh-
old, thus enhancing VF-Detector’s ability to recognize bug-
fix commits. Subsequently, CLD employs effort-aware ad-
justments to modify the output probabilities of the neural
classifier. This eliminates the adverse effects of irrelevant
code changes on VF-Detector’s capability to identify bug-fix,
thereby improving VF-Detector’s robustness.

To validate the effectiveness of VF-Detector, we conducted
a series of experiments on code changes extracted from Java
and Python open-source projects. The experimental results
show that the performance of VF-Detector outperforms the
baseline methods in AUC, EffortCost@L and P,,;@L, com-
pared with baseline methods, VF-Detector improves the Ef-
fortCost@L and P,,;@L by 6.5% and 5% in Java, respec-
tively, 23.4% and 17.8% in Python. Therefore, VF-Detector
is effective in detecting bug-fix commits in code changes and
robustly handles noise data in code changes during the train-
ing process.

In summary, the contributions of this study are as follows:

e We introduce VF-Detector to detect bug-fix commits,
utilizing Data Pre-processing, Vulnerability Confidence
Computation, and Confidence Learning Denoising com-
ponents.  VF-Detector makes the Multi-Granularity
Code Changes on Vulnerability Fix Detector Robust to
mislabeled changes.

¢ To validate the effectiveness of VF-Detector, we con-
ducted a series of experiments on code changes extracted
from Java and Python open-source projects.

* Our source code and datasets are publicly accessible for
future research advancements [VF-Detector, 2024].

2 Related Work

The increasing use of third-party libraries in software de-
velopment underscores the importance of detecting bug-fix
commits to safeguard users from security risks. Numer-
ous studies suggesting bug-fix commit detection through
commit messages and code changes risk unintentionally in-
corporating sensitive vulnerability data [Zhou et al., 2022;
Nguyen-Truong et al., 2022]. Therefore, focusing on other
types of commit-related classification issues and solely on
code changesas a dual approach, offering a more secure and
effective method for identifying bug-fix commits.

Focusing on other types of commit-related classification is-
sues. VCCFinder [Perl er al., 2015] employed an SVM model
incorporating handcrafted features to identify vulnerability-
introducing code change commits. DeepCVA [Le et al.,
2021] utilized a multi-task learning method with an attention-
based Convolutional Gated Recurrent Unit to evaluate the ex-
ploitability, impact, and severity of vulnerabilities in code
commits. DEPA [Zhong et al., 2022] applied the GRAPA tool
to extract vulnerability signatures from previous bug-fix com-
mits for detecting new vulnerabilities in ongoing projects.
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Figure 1: Overall framework of VF-Detector

Solely on code changes. VulFixMiner [Zhou et al., 2021] is
a deep learning-based analysis technique that employs Code-
BERT for the automated detection of bug-fix commits at the
file level. MiDas [Nguyen et al., 2023] employs ensemble
learning across multiple code granularity levels for precise
identification of fix-related messages.

3 VF-Detector Model

3.1 Overview

In this section, we provide a comprehensive description of the
VF-Detector framework, as illustrated in the Figure 1. VF-
Detector comprises three components: DP, VCC and CLD.

Firstly, DP component segregates code changes from Java
and Python open-source projects into bug-fix commits and
unrelated commits. Then, multi-layered information from
code changes is extracted at several granularity levels (line,
hunk, file, and commit). This extracted information is then
encoded into numerical vectors through code embeddings,
serving as input for the feature extraction layer of the VCC
component. Secondly, the feature extraction layer of VCC
extracts features from code commits at each granularity level.
It uses a neural classifier to calculate the confidence values
of code change samples in bug-fix by learning the mapping
from the final representation of the input to the correspond-
ing output vector. Thirdly, the CLD component utilizes the
confidence matrix from VCC, along with code change labels,
to estimate samples within the confidence joint, pruning noisy
data. Finally, using processed code change data for retraining,
it identifies and learns the features of bug-fix commits in code
changes. CLD employs effort-aware adjustments to modify
the output probabilities of the neural classifier, thereby en-
hancing the robustness of the VF-Detector.

3.2 Vulnerability Confidence Computation

Code Decomposition and Code Embedding

In terms of the structure of a code commit, a commit consists
of a set of code changes applied to a group of files. Each file
is composed of multiple code blocks located in specific re-
gions, which are a series of code changes applied to Lines of
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Code (LOC). VF-Detector followes the natural organizational
structure of a commit, decomposes the commit into four gran-
ularity levels of code fragments (commit, file, hunk and line).
For instance, at the line-level granularity, VCC divides the
code changes into numerous committed lines, incorporating
each input commit line into a sequence of LOCs.

Subsequently, the extracted code fragments need to be
encoded into high-dimensional vectors. VF-Detector fine-
tunes CodeBERT separately at each granularity level [Feng et
al., 2020; Yang et al., 2022; Mashhadi and Hemmati, 2021;
Xia and Zhang, 20221, to capture the specific features of code
changes at each level. The finetuned models are then used as
code embedding models to represent the code fragments. By
default, CodeBERT takes two segments as input: one from
natural language (NL) and the other from programming lan-
guage (PL). The format of its input is

[CLS|(NL)[SEP|(PL)[EOS] (1)

In Equal (1), the tokens denoted as [CLS], [SEP], and
[EOS] are considered as specialized tokens within the context
of CodeBERT. In particular, the token denoted as [CLS] sig-
nifies the initiation of the CodeBERT sequence, which is sub-
sequently followed by natural language text. The [SEP] token
separates natural language text from programming language
source code, and the [EOS] token marks the end of the Code-
BERT sequence. CodeBERT is pretrained for two distinct
data modalities: bimodal data (pairs of natural language and
source code) and unimodal data (source code only). There-
fore, in VF-Detector, special attention is given to the code
added and deleted in the input commit, considering the pres-
ence of source code context in two different ways.

Context-dependent Representation. In this representa-
tion, the deleted code and the code added in the code frag-
ment are treated as a pair of data. This method aims to learn
the joint representation of code added and deleted in a com-
mit. This approach contextualizes added code in relation to
deleted code, and the reverse is also true. More formally, a
code fragment is represented in CodeBERT’s input format as

[CLS](rem — code)[SEP|{add — code)[EOS] (2)

Next, VCC forwards this representation to the CodeBERT
model and use the output at the [CLS] token as the initial
embedding of the code fragment.

Context-free Representation. In this representation,
deleted code and added code in the code fragment are treated
as two distinct unimodal data points. This method separately
processes deleted and added code without considering their
corresponding counterparts. More formally, a code fragment
is represented in CodeBERT’s input format as

[CLS|{(empty)[SEP]{add — code)[EOS] 3)

[CLS](empty)[SEP](rem — code)[EOS] 4

Then, VCC component forwards these representations to
the CodeBERT model. In this scenario, VCC acquires two
initial embeddings for the code fragment: one for the added
code and another for the deleted code. It’s noteworthy that
CodeBERT can process up to a maximum of 512 tokens.
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Representation Granularity  Feature Extrator
Context-dependent Commit FCN
Context-dependent File FCN
Context-dependent Hunk CNN

Context-free Commit FCN
Context-free File FCN
Context-free Hunk CNN
Context-free Line LSTM

Table 1: Commit Embedding Settings

Hence, if the input surpasses this limit, VCC component con-
siders only the first 512 tokens for truncation. By integrating
the granularity of four levels with two distinct types of code
fragments, VCC obtains seven configurations for commit em-
beddings, as illustrated in Table 1.

Feature Extraction

VF-Detector observed that features at the four granularity
levels are distinct. Therefore, to effectively extract features
from each model, VCC employs different models accord-
ingly. Overall, feature extraction at each granularity level
follows a common structure, including a feature extractor
and a feature fusion layer. It is important to note that each
base model has a feature extractor and a feature fusion layer.
The design of the feature extractor is customized according
to each granularity, while the feature fusion layer is shared
across different granularities. Below we detail these steps.

(1) Feature Extractor. VF-Detector utilizes four deep
learning models as feature extractors for different granularity
levels. For each commit, the feature extractor corresponding
to a specific granularity takes the embedding vector as input
and returns a feature vector as output. We will present the
detailed architectures of these models.

(1.a) Line-Level. Given that lines in code changes are
read sequentially, VCC leverages a Recurrent Neural Net-
work (RNN), a standard model for processing sequential data.
This is used to extract features at the line-level granularity.
VCC interprets code changes as a sequence of lines, each rep-
resented by an embedding vector, with the sequence denoted
by [l1,12,...l7;,,.]- VCC then employs a Bi-directional Long
Short-Term Memory (BiLSTM) model as our feature extrac-
tor. In our case, the BILSTM utilizes a forward LSTM to read
the commit from [; to I7,,, ., and a backward LSTM to read
the commit from Iz, _ to ;. VCC obtains the final output of
the LSTM as the characteristics of the commit.

frine = BiLSTM ([l1, 12, ...11;,,.]) (5)

(1.b) Hunk-Level. Unlike lines, large blocks in a com-
mit do not carry sequential relationships. However, there
still exist dependencies between adjacent blocks, such as
blocks within the same file. Dependencies may encompass
shared variables, constants, as well as function calls. There-
fore, VCC utilizes a Convolutional Neural Network (CNN),
which has proven its ability to capture local dependencies
in many tasks. Specifically, for a set of embedding vectors
[h1, ha, ...hp] from block-level code fragments in a commit,
VCC aggregates information using convolution layers on ad-
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jacent blocks. More formally, the features of the i-th hunk-
level embedding vector are represented by aggregating infor-
mation from neighboring embedding vectors:

hi = Conv([h;—(w—l)/% "‘h:',—s—(w—l)/Q]) (6)

where w represents the kernel size of the convolutional fil-
ters in the convolutional layer. Following this, a max-pooling
layer extracts key features from the input embeddings, yield-
ing the final feature representation.

Jrhunk = MaxPool([h}, kY, ...hY]) @)

(1.c) File-Level. At the file level, VF-Dector is to cap-
ture the high-level relationships of all code in a commit.
Hence, VCC uses a Fully Connected Neural Network (FCN)
to simultaneously capture relationships among all files in the
commit. Specifically, for file-level code fragments in a com-
mit represented by embedding vectors [f1, f2,...fF], VCC
represents the commit by concatenating the features of all
vectors from f; to fr. Consequently, VCC obtains an n x F’
dimensional vector representing the commit, where n is the
vector dimension of each file (i.e., the output size of Code-
BERT). It’s important to note that fully connected layers typ-
ically require input features of a fixed size. Therefore, to ad-
dress this issue, VCC set I as a predefined parameter. For
each commit, if its number of files is less than F', VCC adds
some empty files to ensure all commits have the same number
of files. Otherwise, VCC truncates it, retaining only its first
F files. After obtaining a fixed-size input vector, VCC uses a
fully connected layer to acquire the output feature as follows:

frite =FCN(fi® fo®...® fr) ®

where & denotes the concatenation operator, and FCN is a
fully connected layer with an input size of n x F'.

(1.d) Commit-Level. Similar to the feature extraction at
the file level, VCC component also uses a fully connected
layer for the commit level. Specifically, given z as the
commit-level embedding vector generated by CodeBERT for
a given commit. VCC employs a fully connected layer to ob-
tain the output feature, as follows:

fcommit = FON(CC) 9

where FCN is a fully connected layer with an input size equal
to the size of z, and the output size of CodeBERT is n.

(2) Feature Fusion. On top of the extracted feature vec-
tors, a set of fully connected layers are constructed for feature
fusion. VF-Detector employs two different types of feature :
bimodal and unimodal fusion.

(2.a) Bimodal Fusion. For the bimodal representation,
VCC obtains a single feature vector and directly input it into
a linear layer for feature fusion.

(2.b) Unimodal Fusion. VCC has two feature vectors, one
for added code and the other for deleted code. Hence, VCC
first concatenates them into one vector, and then input the
vector into a linear layer to fuse the features.

Finally, VCC uses a neural network classifier in conjunc-
tion with multi-level commit features to calculate the confi-
dence values of code change samples applied to bug-fix. This
confidence value is then used as input in Section 3.3.
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3.3 Confidence Learning Denoising

Data Denoising

To mitigate the issue of feature noise and label errors in code
change, we introduce the CLD component to address noise
in bug-fix commit detection. This component is based on the
Confident Learning (CL) framework [Northcutt er al., 2021].

In a set of code change commit samples contaminated with
noisy data, CLD component denotes the set of binary prob-
lem labels by [m]. Label 0 indicates that the sample is un-
related to bug-fix, and label 1 signifies that the sample is a
bug-fix commit. Let X represent collection of n instances
with observed noisy labels 7, i.e., X = (z,9)" € (R%, [m])",
where x denotes a data sample. The pair (, §) represents the
noisy data requiring cleansing in samples X. For each data
instance, CLD component assumes the existence of a latent
true label y*. In the code change X, the subset of instances
¢+ with noisy labels is denoted as Xj;—;. For each data sam-
ple z,p(§ = i,z € Xy=;,d) represents the confidence value
of the corresponding label y. The lower the confidence, the
higher the likelihood of label inaccuracy.

The CLD component of the VF-Detector method requires
two inputs: (1) a confidence matrix If’;” =p(g=1I;xx,0),
containing the predicted probabilities of each sample for dif-
ferent labels by the VCC component. (2) A vector yi, Ty €
X of noisy labels, representing the labels for each sample in
the code change. These two inputs are linked via index &k and
are applicable for all z;, € X.

The CLD component enhances learning by identifying rep-
resentational noise and label errors in the code change, em-
ploying a three-step procedure for data refinement.

(1) Count. This step describes the joint distribution of the
noisy label y and the true label y*. CLD estimates the joint
distribution matrix ng to characterize class-conditional la-
bel noise. For each instance in the code change, CLD com-
putes the likelihood of it being a bug-fix commit and cali-
brate accordingly. In the confidence joint matrix Cj -+, a
high probability value p (§ = j;, 6) for a sample x with la-
bel y = j indicates a potential belonging to y* = j. The diag-
onal entries of Cj ,~ count correct labels, while off-diagonal
entries capture asymmetric label error counts. The represen-
tation of the confidence joint matrix is as follows:

j= arg max p(y=1lxz0)} (10)
le[m]:p(g=l;z,0)} >t;

where the threshold ¢; for each category represents the ex-
pected confidence level for that particular category.

1

ti=
T Xl

> b =giw,0) (11)

These thresholds enhance the robustness of the CLD com-
ponent in quantifying uncertainty. They address two key as-
pects: heterogeneous category probability distributions and
imbalance in category quantities. To illustrate with a practi-
cal scenario, in code change commits, only a minuscule por-
tion is pertinent to bug-fix. Here, non-bug-fix samples of-
ten show higher probabilities due to VF-Detector’s excessive
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confidence in them, resulting in a corresponding increase in
their threshold values. Conversely, the threshold for bug-fix
commits may be lower or even zero, meaning no processing
for bug-fix commit samples. The existence of these thresh-
olds allows us to conjecture about y*, despite the high cate-
gory imbalance, thus avoiding overconfident guesses about
y*. The confidence joint matrix Cy,~ not only performs
well in anomaly detection but also offers considerable flex-
ibility in threshold selection. CLD estimates the label noise
in code change X using the confidence joint matrix Cl y»,

which characterizes the joint distribution matrix Qg y».

Co=iy"=j |y . .
ZijMCﬂ:i,y"‘:j |Xy:Z| (12)
S (TR x )
ieMjeM N Y jemCyo; yr—; Y

Qy=iyr=j =

The primary objective of estimating the joint distribution
is to detect and eliminate representational noise and label in-
accuracies in subsequent processes. The joint distribution ef-
fectively reflects real-world error and true label distributions
[Northcutt er al., 2021]. As sample size grows, estimations
become more precise, closely mirroring the true distribution.

(2) Cleansing. CLD utilizes probabilistic ranking to clean
the training data after joint estimation, pruning, and sorting.
Given that identifying bug-fix commits is a binary classifi-
cation task with few actual bug-fix commits, our focus is on
estimating and cleansing incorrect labels. This specifically
targets the negative samples.

(3) Re-training. Utilizing the aforementioned methods,
CLD filters out representational noise and label inaccuracies.
The denoised code changes is then fed into the VCC for re-
training, thereby identifying and learning the characteristics
of bug-fix commits in code changes.

Therefore, the CLD component addresses the challenge of
label and character noise in code changes.

Effort-Aware Adjustment

To increase the detection of bug-fix commits within a limited
inspection cost, i.e., Lines of Code (LOC) checked, the CLD
component employ effort-aware adjustment. This adjustment
involves modifying the output of the neural network classifier
based on the length of the commit, giving priority to shorter
bug-fix commits over longer ones. Specifically, our effort-
aware adjustment is defined as follows:

P(c) = prob. x f(loc.) (13)

In Equal (13), P(c) represents the modification applied to
the predicted probabilities by a neural classifier for a specific
commit ¢ denoted as prob.. VF-Detector aims for P(c) to
be directly proportional to the count of LOC in ¢, loc.. The
higher the count of LOC, the greater the adjustment magni-
tude. Hence, VF-Detector defines f(loc,.) as a function char-
acterizing this trajectory. However, it is crucial that f(loc.)
be meticulously designed to ensure that the adjustment does
not overshadow the probabilities predicted by the neural clas-
sifier. To this end, VF-Detector opt for a logarithmic function
as our choice for f. More formally,

f(loc.) = log,(loc.) (14)
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Datasets Lang. bug-fix Commits Non-bug-fix Commits Project
F H L C F H L Number
Train Java 983 2,011 7205 35423 31,323 74,661 281,656 1,314,231 120
Python 522 747 2,124 8,769 20362 27,737 75618 294,982 84
Validation Java 191 224 798 3801 6921 8,296 31,106 147,286 119
Python 80 83 240 916 2,949 3,082 8,744 32,450 83
Test Java 300 689 2522 11,346 87,856 208363 859,385 3,670,328 30
Python 195 254 613 2384 55638 72,752 205,763 784,006 22

Table 2: Dataset Details

In the code change data, a represents the maximum number
of LOC in bug-fix commits. Given that the value of loc,
is greater than or equal to 1 and less than a, the bounds of
log,(loc.) for any commit within the code changes range
from O to 1. Therefore, VF-Detector suggests a revised defi-
nition for effort-aware adjustment:

P(c) = prob. x log,(loc.) (15)

Utilizing the proposed effort-aware adjustment approach,
the output probabilities of the neural classifier were recali-
brated to yield the final scores for each commit as follows:

S(c) = prob. — P(c) (16)

where c denotes a given commit, prob. represents the output
probability from the neural classifier, and P(c) is the com-
puted value of ¢ under effort-aware adjustment. However,
in real-world scenarios, there might be bug-fix commits with
lengths exceeding a, leading to a negative S(c) as Equal (16).
Given our preference for shorter commits during inspection,
these larger commits would be ranked poorly; these outliers
are disregarded. To maintain the integrity of our evaluation,
VE-Detector constrain S(c¢) to a minimum of zero as follows:

S(¢) = max(prob. — P(c),0) (17

In conclusion, effort-aware adjustment will modify the pre-
dicted probabilities of all commits in code changes. This
eliminates the adverse effects of irrelevant code changes on
the model’s recognition of vulnerability fixes. Thereby, it en-
hances the robustness of VF-Detector.

4 Experimental Setting

4.1 Datasets

For comparison with the baseline, we evaluated VF-Detector
using the dataset proposed by VulFixMiner and SAP [Zhou
et al., 2021; Ponta et al., 2019]. This dataset comprises bug-
fix and non-bug-fix commits from 150 Java and 106 Python
open-source projects. The Java dataset contains 1,436 bug-fix
commits and 474,555 non-bug-fix commits, while the Python
dataset includes 885 bug-fix commits and 357,696 non-bug-
fix commits. The dataset is split into training and testing
sets in an 80%/20% ratio, with 80% of the training set used
for training and 20% for validation. To reduce data imbal-
ance, random undersampling was performed on the training
and validation sets. Table 2 details the dataset composition at
commit (C), file (F), hunk (H), and line (L) levels.

4.2 Baselines

VulFixMiner and MiDas [Zhou er al., 2021; Nguyen et al.,
2023] are leading baselines in bug-fix commit detection, em-
ploying code change-based methods for vulnerability detec-
tion. The distinction lies in VulFixMiner extracting code
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commits at a file-level granularity, while MiDas considers
commits at four different granularities. DeepJIT [Hoang et
al., 2019] is a defect prediction method using deep learning,
analyzing code changes and commit information to predict
the defectiveness of a commit. LApredict [Zeng et al., 2021]
is a method using logistic regression and a single feature that
excels in detecting defective program changes. Additionally,
there is a simple baseline model, the LOC-Sensitive Model,
based on the number of Lines of Code changed. It ranks com-
mits in ascending order by line count to detect more bug-fix
commits under a fixed line count threshold. We replicate their
techniques on the Java and Python code changes dataset when
the papers offer source code (VulFixMiner, MiDas, DeeplIT,
LApredict, and LOC-Sensitive Model).

4.3 Evaluation Metrics

For a fair assessment, we follow the evaluation metrics from
prior vulnerability detection research [Nguyen et al., 2023],
using AUC, EffortCost@L, and Popt@L as our key criteria.
The value of L is set at 5%, 10%, 15%, and 20%.

4.4 Training Details

VF-Detector’s foundational models, blending CodeBERT
with a feature extractor, are independently trained for di-
verse commit classifications. Employing the Adam optimizer
[Kingma and Ba, 2015] with a learning rate of le-5, the train-
ing culminates in refining the neural classifier to integrate
outputs for prediction. The detailed training parameters and
other specifics are defined on GitHub [VF-Detector, 2024].

5 Experimental Results

5.1 Performance Compared to Baselines

Motivation. The experiment compares VF-Detector’s ability
to identify bug-fix commits with existing methods.

Results. The comparison results of VF-Detector with
baselines are shown in Table 3. On the Java dataset, VF-
Detector is found to be slightly less effective in AUC com-
pared to MiDas, yet it surpasses the baselines in CostEffort
and P,,; metrics. The improvement ranges from 6.3% to
6.5% in CostEffort and from 2.7% to 5% in P, as the to-
tal LOC inspected increases from 5% to 20%. At 20% LOC,
VE-Detector can identify over 90% of bug-fix commits. On
the Python dataset, our model, VF-Detector, outperforms the
best baseline in all metrics. For effort-aware metrics, VF-
Detector shows an increase of 8.6% to 23.4% in CostEf-
fort and 12.1% to 17.8% in FP,,,. From all these results,
VF-Detector demonstrates higher discriminative capability in
identifying vulnerability-fixing commits, able to detect more
such commits at the same inspection cost.

5.2 Performance Affect by Training Set Size

Motivation. The size of the training set directly influences
the learning capability of a neural network. The aim of this
experiment is to evaluate the impact of varying dataset sizes
on the performance of VF-Detector in identifying bug-fix
commits. We tested the performance of VF-Detector on train-
ing sets comprising 10%, 20%, 30%, 40%, 50%, 60%, 70%,
80%, 90% and 100% of the total dataset.
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Lang. Model AUC CostEffort Popt
5% 10% 15% 20% 5% 10% 15% 20%
VulFixMiner 0.81 0.61 0.65 068 071 053 058 061 063
Midas 085 0.64 077 0.87 091 050 060 067 0.73
Java DeepJIT 0.83 034 048 050 062 024 033 038 043
LApredict 045 022 038 049 059 0.13 021 029 035
LOC-sensitive model  0.37 032 0.50 059 067 0.19 030 039 045
VF-Detector 0.830 0.68 0.82 0.87 091 050 063 070 0.75
VulFixMiner 073 032 040 048 056 024 030 035 0.39
Midas 083 047 064 074 081 033 045 053 0.59
Python Deepl]IT 0.60 008 0.13 022 033 005 008 0.12 0.16
LApredict 048 0.12 0.17 023 029 008 0.11 0.14 0.17
LOC-sensitive model 047 027 044 052 061 0.16 025 033 039
VF-Detector 083 058 076 0.85 0.88 037 053 0.62 0.68

Table 3: Comparison with Baselines

Lang. Dataset AUC CostEffort Popt

Size 5% 10% 15% 20% 5% 10% 15% 20%

10% 051 037 055 065 071 023 036 045 050
20% 056 044 060 069 076 029 041 049 0.55
30% 062 050 067 077 082 035 048 056 0.62
40% 064 056 0.69 077 084 038 051 058 0.64
50% 0.70 0.61 0.74 0.81 085 043 056 0.64 0.68

Java 60% 074 063 076 083 089 044 058 065 0.70
70% 076 0.68 0.80 083 0.88 046 0.60 068 0.72

80% 078 0.65 081 085 090 047 061 069 0.73

90% 079 0.65 079 086 089 048 061 068 0.73

100% 0.80 0.68 082 087 091 050 0.63 070 0.5

10% 056 034 049 062 070 021 031 039 046

20% 063 039 057 070 075 028 040 048 0.54

30% 070 048 068 077 082 035 048 056 0.62

40% 072 051 066 075 084 037 048 056 0.62

Python 0% 076 056 071 078 084 038 051 059 064

60% 079 059 073 082 087 036 052 061 0.67
70% 081 058 0.76 083 088 037 053 062 0.68
80% 081 057 076 084 087 037 053 062 0.68
90% 081 056 072 0.84 086 035 051 0.60 0.66
100% 0.83 058 0.76 085 0.88 037 053 0.62 0.68

Table 4: VF-Detector’s Performance as the Dataset Size Varies

Results. Table 4 presents the performance results of VF-
Detector as the dataset size varies. When the dataset increases
from 10% to 100%, in the case of Java, AUC improves
from 0.51 to 0.8, and the highest improvements in CostEf-
fort and P, are 6.15% to 18.92% and 10% to 26.09%. For
Python, AUC increases from 0.56 to 0.83, and the highest im-
provements in CostEffort and F,,,; are 9.33% to 23.08% and
17.39% to 33.33%. In summary, the training dataset size im-
pacts the performance of VF-Detector in identifying bug-fix.
With an increase in the training dataset, VF-Detector’s learn-
ing capability improves, enhancing its bug-fix identification
performance. Moreover, when the training dataset is rela-
tively small, the learning capability improves more rapidly
with dataset expansion.

5.3 Performance Impact by Noise Reduction

Motivation. Code changes unrelated to bug-fix in code mod-
ifications can generate a substantial amount of noise, which
significantly impacts the performance of VF-Detector. The
CLD component addresses this issue by employing joint es-
timation, pruning, and sorting of noisy data. The purpose of
this experiment is to evaluate the impact of the amount of
noise data processed on the performance of VF-Detector. We
controlled the proportion of noise data removal at 5%, 7%,
10%, 15%, and 20%.

Results. The results in Table 5 indicate that as the noise
reduction ratio increases from 5% to 10%, all performance
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Lang Noise AUC CostEffort Py
Reduction 5% 10% 15% 20% 5% 10% 15% 20%
5% 08 062 0.82 087 092 047 061 069 0.74
7% 08 066 0.82 08 090 048 0.60 0.69 0.74
Java 10% 080 0.68 082 0.87 091 050 0.63 070 0.75

15% 079 0.67 081 0.86 090 049 063 070 074
20% 079 0.68 0.8 085 0.89 048 0.62 0.69 073

5% 083 055 075 0.83 086 034 051 060 0.66
7% 082 051 072 082 0.86 034 050 059 0.65
Python 10% 083 058 076 085 0.88 037 053 0.62 0.68
15% 081 056 077 0.82 0.87 035 052 062 0.68
20% 081 057 074 0.83 085 032 052 061 0.67

Table 5: VF-Detector Performance with Controlled Noise Removal

CostEffort Pyt
5% 10% 15% 20% 5% 10% 15% 20%
VE-Detectory,44; 085 057 071 079 082 043 053 061 0.66

Lang  Model AUC

Java

VF-Detector 080 0.68 0.82 087 091 050 063 070 0.75
Python VE-Detectory,40; 086 045 067 073 080 030 043 052 0.59
Y VEF-Detector 083 0.58 0.76 085 088 037 053 0.62 0.68

Table 6: Performance with and without Effort-Aware Adjustment

metrics except AUC show a gradual improvement. In the case
of Java’s CostEffort, there is a 9.68% improvement when L is
at 5%, and P,,; shows an improvement ranging from 1.35%
to 6.38%. For Python, respectively, CostEffort and P, ex-
hibit more significant improvements, ranging from 1.33% to
13.73% and from 3.03% to 8.82%. However, when the noise
reduction ratio increases from 10% to 20%, performance met-
rics begin to show a slight decline. In the case of Python, P,
even decreases by 5%. This suggests that when the noise re-
duction ratio is low, VF-Detector’s performance is susceptible
to noise interference. When the noise reduction ratio is too
high, VF-Detector’s ability to identify bug-fix commits de-
creases due to the reduction in samples. Overall performance
follows a normal distribution with the best performance ob-
served at a 10% noise reduction ratio.

5.4 Performance of Effort-Aware Adjustment

Motivation. Effort-Aware Adjustment Affects the Predictive
Capability of the Model. To address this research question,
we compared two versions of VF-Detector, one with and the
other without (NoAdj) the effort-aware objective function.
Results. Table 6 reveals that VF-Detector, post effort-
aware adjustment, saw minor AUC reductions of 5.88% in
Java and 3.49% in Python. However, there was a signifi-
cant increase in the CostEffort and P,,; metrics. Specifically,
for Java, the improvement ranged from 10.13% to 19.3% and
13.64% to 18.87%, for Python, it was from 10% to 28.87%
and 13.64% to 23.26%. Therefore, effort-aware adjustment
can increase the number of commits inspected without com-
promising VF-Detector’s ability to distinguish bug-fix com-
mits. The effort-aware adjustment increases the number of
predetermined bug-fix commits at a specific cost in LOC.

5.5 Performance of Different Levels Granularity

Motivation. Previous studies primarily focused on the per-
formance of models in inspecting bug-fix commits within
code changes from a single granularity level, namely the file
level. This experiment aims to explore the impact of different
granularity levels on the performance of VF-Detector. In this

5823

Lang  Model AUC CostEffort Popt
5% 10% 15% 20% 5% 10% 15% 20%
VEF-Detector(C) 080 053 0.66 077 084 038 050 057 0.63
VE-Detector(F) 0.82 055 0.66 078 086 043 052 059 0.65
VE-Detector(H) 083 059 075 083 090 046 057 0.64 0.70
Java VE-Detector(L) 0.80 0.61 0.73 079 082 046 057 0.63 0.68
VE-Detector(L+H) 070 060 0.74 0.82 086 044 056 0.63 0.69
VF-Detector(L+H+F) 075 065 078 0.82 089 049 061 067 072
VE-Detector(L+H+F+C) 0.80 0.68 0.82 0.87 091 050 063 0.70 0.75
VE-Detector(C) 0.80 039 053 065 073 025 036 044 050
VE-Detector(F) 0.81 044 054 064 072 030 040 046 051
VE-Detector(H) 080 045 064 071 077 029 042 051 056
Python  VF-Detector(L) 0.82 049 0.66 075 081 028 043 052 059
VE-Detector(L+HO 0.74 054 0.69 081 085 036 050 058 0.64
VE-Detector(L+H+F) 079 059 074 083 086 041 054 0.63 0068

VF-Detector(L+H+F+C)  0.83 0.58 0.76 0.85 0.88 0.37 0.53 0.62 0.68

Table 7: VF-Detector’s Granularity Level Performance

experiment, we compared the performance of VF-Detector
across various combinations of granularity levels.

Results. According to the comparison results in Table
7, it is evident that none of the single-granularity levels of
VE-Detector outperforms the others across all performance
metrics. Additionally, while the differences in AUC are
minimal among different granularities of VF-Detector, the
single-granularity versions exhibit significantly lower perfor-
mance. This lower performance is observed in terms of Cost-
Effort and P,,; when compared to the multi-granularity ver-
sions. Specifically, in comparison to the multi-granularity
VE-Detector, the Java dataset witnesses a maximum reduc-
tion of 16% in CostEffort and 13% in F,,;. The Python
dataset shows even more substantial reductions, reaching
25% in CostEffort and 18% in F,,,. When the Hunk level
is introduced, there is a slight decrease in AUC. In the case
of Java, CostEffort and P,,; performance is weaker at lower
L values but shows improvements of 1.37% to 4.88% as L
increases. For Python, there are significant enhancements in
CostEffort and P,,;, with increases ranging from 4.55% to
10.2% and 8.47% to 28.58%. Furthermore, as granularity is
further increased to the File level, there is a slight improve-
ment of 0.05 in AUC, along with additional enhancements in
CostEffort and P,,;. Specifically, in the Java dataset, these
improvements range from 3.49% to 7.69% in CostEffort and
4.35% to 11.36% in P,,;. In the Python dataset, there are
enhancements of 1.18% to 9.26% for CostEffort and 6.25%
to 18% for P,y;. In summary, integrating code change infor-
mation at different granularities contributes to VF-Detector
achieving optimal performance.

6 Conclusion

This paper presents the VF-Detector model, comprising three
main components: Data Pre-processing, Vulnerability Con-
fidence Computation and Confident Learning De-noising.
VE-Detector addresses the challenges of label and character
noise in code changes and model lack of robustness by us-
ing code changes confidences matrix to prune noisy data and
implementing effort-aware adjustment. Experimental results
show that VF-Detector’s performance outperforms the base-
line methods in EffortCost@L and P,,; @L , improving 6.5%
and 5% in Java, respectively, 23.4% and 17.8% in Python.
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