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Abstract

Machine unlearning aims to remove the influence
of specific samples from a trained model. A key
challenge in this process is over-unlearning, where
the model’s performance on the remaining data sig-
nificantly drops due to the change in the model’s
parameters. Existing unlearning algorithms depend
on the remaining data to prevent this issue. As such,
these methods are inapplicable in a more practical
scenario, where only the unlearning samples are
available (i.e., zero-shot unlearning). This paper
presents a novel framework, ZS-PAG, to fill this
gap. Our approach offers three key innovations:
(1) we approximate the inaccessible remaining data
by generating adversarial samples; (2) leveraging
the generated samples, we pinpoint a specific sub-
space to perform the unlearning process, therefore
preventing over-unlearning in the challenging zero-
shot scenario; and (3) we consider the influence
of the unlearning process on the remaining sam-
ples and design an influence-based pseudo-labeling
strategy. As a result, our method further improves
the model’s performance after unlearning. The pro-
posed method holds a theoretical guarantee, and ex-
periments on various benchmarks validate the ef-
fectiveness and superiority of our proposed method
over several baselines.

1

The success of modern Al systems relies heavily on large-
scale datasets [Krizhevsky et al., 2012; Xue et al., 2023;
Rajendran et al., 2024]. However, well-trained models are
known to memorize their training data [Feldman, 2020],
making them vulnerable to privacy attacks wherein adver-
saries can infer sensitive information by crafting sophisti-
cated queries [Fredrikson et al., 2015; Shokri et al., 2017].
To address these risks, legislatures obligate the model owner
to delete users’ data upon receiving an unlearning request.
Machine unlearning has emerged as a promising paradigm to
remove specific data from a well-trained model, effectively
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erasing their influence as if they were never included in train-
ing [Xu et al., 2023].

One challenge of machine unlearning is over-
unlearning [Hu et al,, 2024]. The model’s performance
on the remaining data significantly deteriorates after unlearn-
ing. Several approaches have been proposed to address this
issue. For example, [Foster et al., 2024] suggest only mod-
ifying parameters associated with the unlearning samples to
prevent affecting the remaining samples. [Wang er al., 2022;
Tarun et al., 2023] fine-tune the unlearned model on the re-
maining data to recover the performance. However, existing
methods require accessing the remaining samples, which
renders them inapplicable in practice. We envision two
critical requirements for a practical unlearning algorithm:
R1 [t should work without accessing the remaining data
(i.e., zero-shot); R2 It should precisely remove only the
targeted samples without leading to over-unlearning. This
task is challenging because knowledge is embedded in the
model’s weights and is highly interconnected [Shwartz-Ziv
and Tishby, 2017]. Adjustments to one part of the weights
can inadvertently affect other parts. The zero-shot constraint
further complicates the challenge.

This paper proposes ZS-PAG (Zero-Shot machine unlearn-
ing with Proxy Adversarial data Generation), a novel zero-
shot machine unlearning method. In terms of R1, we perturb
the unlearning samples over the decision boundaries and use
the resulting samples to approximate the remaining samples.
For R2, the unlearning should be more localized to the un-
learning samples. Inspired by the phenomena that gradients
lie in a subspace [Li et al., 2018], we use the generated ad-
versarial samples to approximate the inaccessible remaining
samples and identify a corresponding subspace. The unlearn-
ing process is projected into the complementary subspace to
prevent over-unlearning. In addition, we propose to optimize
the pseudo-labels assigned to the unlearning samples using
the influence function [Koh and Liang, 2017]. This ensures
that unlearning the pseudo-labeled samples will have a pos-
itive influence on the remaining samples. In summary, our
main contributions include:

¢ Challenging problem: We consider the zero-shot ma-
chine unlearning problem to represent the most practical
and challenging setting for machine unlearning.

* Novel method: We introduce a novel three-stage zero-
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shot machine unlearning framework, ZS-PAG, effec-
tively preventing over-unlearning in a zero-shot context.

* Superior performance: Experiments on various bench-
marks demonstrate the efficacy of ZS-PAG. For instance,
ZS-PAG outperforms the best baseline method by 6.03%
on the CIFAR-100 in a zero-shot setting.

2 Related Works

Machine unlearning. Machine unlearning has received in-
creasing attention over the past years [Xu er al., 2023]. Cur-
rent research can be broadly categorized into three areas:
Sample-level unlearning, feature-level unlearning, and class-
level unlearning. Sample-level unlearning focuses on the re-
moval of specific training data points [Bourtoule et al., 2021;
Cao and Yang, 2015; Izzo et al., 2021; Guo et al., 2020].
This is particularly relevant in scenarios where an individ-
ual requests the deletion of their data. Feature-level unlearn-
ing targets the forgetting of particular features extracted from
the training data [Warnecke er al., 2021; Li er al., 2023b].
This is useful when sensitive attributes like race or gender
inadvertently influence the model. By unlearning these fea-
tures, the model can mitigate biases while retaining its over-
all utility. Class-level unlearning concentrates on making
the model forget specific classes of data [Chen et al., 2023;
Tarun et al., 2023; Golatkar et al., 2020; Fan et al., 2023;
Chang et al., 2024]. This is vital when ethical or organiza-
tional priorities demand eliminating outdated or harmful clas-
sifications. The objective is to remove all knowledge related
to that class while maintaining the model’s capability to han-
dle other classes effectively.

Mitigating over unlearning. A significant challenge in
machine unlearning is over-unlearning [Hu et al., 2024;
Shen et al., 2024], where the model’s performance signifi-
cantly degrades after unlearning. Various approaches have
been proposed to address this issue. [Chundawat et al., 2023a]
employs a teacher-student framework, where the unlearned
model is distilled from the original model. During distil-
lation, only knowledge about the remaining samples is re-
tained, while the information related to the unlearning sam-
ples is omitted. [Bourtoule et al., 2021] proposes splitting
the training data into multiple shards to isolate the influ-
ence of specific data points, ensuring their impact does not
propagate to the remaining samples. [Foster et al., 2024,
Fan er al., 2023] focus on selective model pruning to re-
move the targeted samples while preserving the model’s util-
ity. These methods identify critical parameters essential for
general knowledge and selectively prune those linked to the
targeted samples, ensuring the model’s performance is pre-
served. [Kurmanji et al., 2024] proposes fine-tuning the orig-
inal model on both the remaining and unlearning datasets,
using gradient negation for the latter to ensure effective un-
learning without sacrificing performance.

However, existing methods assume access to the remaining
data, which may be invalid. This paper differentiates itself
from existing methods by considering unlearning in a zero-
shot manner. While some existing works [Chen et al., 2023;
Chundawat et al., 2023b; Zhang et al., 2024] also explore

340

zero-shot settings, they face the issue of over-unlearning, re-
sulting in performance degradation on retained samples. In
contrast, our method can accurately unlearn the targeted sam-
ples without causing over-unlearning. Our work shares a
similar intent with [Hoang et al., 2024; Chen et al., 2024;
Li et al., 2023al, but several key differences exist. Firstly,
the research problems addressed are distinct. This paper
focuses on zero-shot unlearning, which presents significant
challenges due to the lack of remaining data. Secondly,
alongside addressing the issue of over-unlearning, we investi-
gate how unlearning can potentially enhance the model’s per-
formance by optimizing the influence.

3 Proposed Method

3.1 Notations

Let f : R? — RC be a classifier parameterized by 0 =
{w!}E |, and r{ is the input feature w.r.t input z; at the I-th
layer. Define 6, as an empirical minimizer by fitting f on the
training set D = {z; = (3, yl)}fil with some loss function
£(z,y; 0). The training data D = D,, U D,. can be partitioned
into two disjoint sets of unlearning data D,, and remaining
data D,.. Existing methods assume access to both D,. and D,,.
However, this assumption may be invalid in practice. In this
paper, we consider a more stringent setting where we only
have access to f(6,) and D,,. Figure 1 provides an overview
of the proposed framework.

3.2 Proxy Adversarial Data Generation

In zero-shot machine unlearning, we only have unlearning
samples. However, it is hard to prevent over-unlearning with-
out knowledge about the remaining samples. As such, our
first step is to generate adversary samples as a proxy for the
inaccessible remaining samples.

Starting with an unlearning sample z; € D,,, we generate
an adversary sample x4, = x; + ¢ via optimizing the addi-
tive noise 4. The goal is to deceive the original model into
predicting 244, as a pre-specified class yqrger € € = [C]\y;
in a C classification task. The optimization problem is for-
mulated as follows:

méinﬁ(xi + 6, Ytarget; 0), st. 0], <e. (1)
The target label is determined by:
Ytarget = arg I?géc fk (.’E“ 00)7 (2)

where fi(x;;0,) is the k-th component of logits. We use
the second high prediction k as the y;4,ge¢ for the adversary
sample. This choice prioritizes efficiency as perturbing the
sample towards this class typically requires less modification
compared to forcing a more distant prediction. Essentially,
we are perturbing x; cross decision boundaries. Repeating
this process for each unlearning sample, we end with a set
of adversary samples residing in regions of the rest classes,
which serve as the basis for the subspace estimation in Sec-
tion 3.3. Directly solving Eq. 1 is prohibitively hard due to
high non-convexity. A plethora of algorithms have been pro-
posed to approximate the solution [Zhou et al., 2022]. We use
the method proposed by [Madry et al., 2017] in this paper.
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Figure 1: Framework of ZS-PAG. In the first step, we generate adversary samples to approximate the remaining samples. In the second step,
we optimize the pseudo-labels assigned to unlearning samples to maximize the positive impact of the unlearning process on the remaining
samples. In the third step, we project the unlearning process to a subspace orthogonal to the subspaces of the remaining classes.

3.3 Unlearning with Orthogonal Projection

Existing research reveals that gradients lie in a lower-
dimensional subspace spanned by the inputs [Li et al., 2022;
Saha et al., 2021]. Inspired by this, we project the unlearning
gradients onto a designated subspace where the gradients are
irrelevant to the remaining classes. This design effectively
prevents over-unlearning.

We identify the subspace of class k& by feeding a batch of
adversary samples By, = {(z:,v:) | (i, %) € Daduv,¥i =
k}7edv through the original model f(6,). It is expected that
using different values of n,4, will produce various subspaces
and affect the performance of the proposed method. How-
ever, as demonstrated in the experiment, setting 1,4, = 100
is sufficient for our needs. At each layer, we compute the
subspace corresponding to class k at layer [ as follows:

UrsrviT = SVD(RY),

where U contains the basis of the subspace, RF
[r11,r72, ..., 1 n,,, | Tepresents the input feature maps. The
definition of Rf varies by layer type. For fully connected lay-
ers, Rf is the raw input feature map. In convolutional layers,
Rf is a reshaped input feature map where each row concate-
nates multiple convolutional patches of the raw input [Liu et
al., 2018]. For attention layers consisting of three modules,
i.e, (W, Wy, and W), we use the raw input of each mod-
ule as R and compute a separate subspace for each module.

To prevent over-unlearning, we project the unlearning gra-
dients onto a subspace orthogonal to the subspaces of the re-
maining classes. Considering unlearn class c, we iterate over
the rest classes k € € to calculate the combined subspace S°¢
as:

(©))

Sf = SVD(Concatenate(Sf, UF)), 4
where S€ is initialized as an empty set and Sy is the [-th ele-

ment. The projection matrix is defined as P; = I — SFST.
At layer-I, the updating rule is:

! 1 e
Wy =w, — PVl

&)
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The following theorem shows unlearning with Eq. 5 prevents
over-unlearning.

Theorem 1. Denote f a neural network parameterized
by 0 = {w!'}L |, where each w' represents the weights
of the l-th layer. Assume the loss function L.(6)
\Dilrl >.p, {(f(wi;0),y:) has a Lipschitz continuous gradient
with constant L and satisfies the Polyak-Lojasiewicz (PL) in-
equality [Polyak, 1963] with a constant n. Under suitable
conditions on the learning rate, unlearning with Eq. 5 en-
sures the unlearned model f(6,,) will have approximately the
same performance as f(0,), i.e.,

L,(0,) = L-(0,).

(6)

3.4 Influence-based Pseudo-label Optimization

In addition to preventing over-unlearning, we also propose
optimizing the unlearning process’s influence on the remain-
ing samples D,. Denote 6* = argming + 25:1 £(zn;0)
as the empirical risk minimizer. After removing a point
z; from the training set and the optimal parameters became
0. arg ming + > 22 t(20;0). The influence func-
tion gives an efficient approximation to the weight change
o —0r,..

Definition 1 (Influence function). [Koh and Liang, 2017]
When upweighting z; = (x;,y;) by €, we get new param-
eter as 67, = argming Zﬁ;l U(zn;0) + €l(2;;0). The
influence of upweighting z; on the parameters 0* is given by

7, = Yem H,'Vol(2;;6%) )
zi — = - « VoL(Zi; )

de |, 0
where Hg- = + 52[:1 V2((zy; 0*) is the Hessian of the loss

function on the training data.

Assume we have access to D,. for now. Consider upweight-
ing a pseudo-labeled unlearning sample z; == (z;,yp) by €.
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The change in loss of the remaining sample = € D,. is esti-
mated as:

AL(D,,0,) = L(D,,0,) — L(D,,b,)
~ VoL(D,,0,)T (0, — 6,)
~ VoL(D,,0,)TcT.,,

®)

where the last step is the application of influence function Z,, .
Replace 7., with Eq. 7, we get:

AL(D,,0,) = —eVoL(Dy,0,) " Hy 'Vol (2, ypi; 0o). (9)

1

Removing a sample (;, yp;) is equivalent to setting e = — .
Therefore, we approximate the change of loss on D, after
unlearning x; as:

1
AL(D,,0,) ~ NVQE(DT,HO)TH;}VQZ(Q,ypl;HO).
(10)

Calculating Hy ! is costly for DNNs. Therefore, iterative
methods [Sattigeri ef al., 2022] are often used in practice to
approximate H, 'VL(D,,8,).

We random initialize y,,; € R® and optimize it to decrease
AL(D,,6,) approximated by Eq. 10. However, minimizing
AL(D,,§,,) alone may lead y,,; collapse into the ground-truth
label y;. As such, we add a regularization term to penalize
the similarity between y,; and y;. This could be done via
any similarity metric. Our experiment empirically finds that
the Kullback-Leibler (KL) divergence suffices our needs. By
optimizing y,,;, we ensure the model will benefit from the un-
learning process. This results in improved performance after
unlearning. In a zero-shot unlearning setting, we approximate
D, with D4, generated as described in Section 3.2. Our em-
pirical results demonstrate that D, 4, serves as an adequate
proxy for D,..

4 Experiment

4.1 Experimental Setup

Dataset and model architecture. Following previous works,
we evaluate the proposed method on four benchmarks: Face-
scrub [Ng and Winkler, 2014], SVHN [Netzer et al., 2011],
CIFAR-10 and CIFAR-100 [Krizhevsky et al., 2009]. We
apply four representative network architectures in our ex-
periments: AlexNet [Krizhevsky et al., 2012], VGG [Si-
monyan and Zisserman, 2014], ResNet [He er al., 2015], and
ViT [Dosovitskiy et al., 2020].

Baselines. We compare our approach with several baselines.
The first five methods assume access to D,.: (1) FT [War-
necke et al., 2021], (2) Neggrad [Kurmanji et al., 20241, (3)
BadT [Chundawat et al., 2023al, (4) SalUn [Fan et al., 20231,
and (5) Fisher [Golatkar et al., 2020]. To make a fair compar-
ison, we included the results of their zero-shot versions. We
also add two baselines that do not use D,: (6) BU [Chen et
al., 2023] and (7) GKT [Chundawat et al., 2023b]. Finally,
we include the results of (8) Retrain.

Evaluation metrics and implement details. Following the
literature, we assess the unlearned model with three metrics:
1) Accys: Accuracy on the testing set of unlearning classes.
In a class unlearning setting, the unlearned model should have
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zero accuracy on the unlearning classes, matching a retrained
model; 2) Acc,;q: Accuracy of membership inference attack
(MIA). We train an attack model to predict the membership of
unlearning samples in the training set. As noted by [Fan et al.,
2023; Chen et al., 2023], the closer this metric is to that of the
retrained model, the better the performance of the unlearning
algorithm; 3) Acc,;: Accuracy on testing set of remaining
classes. We measure the degree of over-unlearning. An idea
unlearned model should not decrease Acc,;. All results are
averaged over three different runs. We utilize projected gra-
dient descent [Madry et al., 2017] to generate adversary sam-
ples D,q4, in the experiment. Note our method is compatible
with any adversary attack strategy.

4.2 Single-class Unlearning

We randomly select one class for SVHN and CIFAR10, two
classes for Facescrub, and ten classes for CIFAR100 as the
unlearning class(es) and compare our method with the base-
lines. Results in Table 1 reveal the following key findings:

1) Existing unlearning methods rely on D,. to prevent over-
unlearning. There exists a significant gap in Accp,, between
these methods and their zero-shot versions. For instance,
on the SVHN dataset, the FT method fine-tunes the original
model using a combination of D, and random labeled sam-
ples from D,,. As aresult, Accp,, of the unlearned model is
decreased to 0.95%, while Accp,, remains at 95.97%, which
is comparable to the original model. However the Accp,, of
FT-zs drops by more than 15.5%. This comparison highlights
FT’s reliance on D, to prevent over-unlearning. This conclu-
sion also applies to Neggrad, BadT, and SalUN.

2) ZS-PAG out-stands in zero-shot unlearning. For exam-
ple, on the CIFAR-10 dataset, Accp,, and Accp,, of ZS-
PAG are 1.40% and 85.47%, respectively. In comparison,
the original model yields 63.97% and 83.80%, respectively.
ZS-PAG effectively removed the information of the unlearn-
ing classes from the model and improved the model’s perfor-
mance in the remaining class. The improvement in Accp,,
can be attributed to the optimized pseudo-labels in ZS-PAG,
which maximize the influence of the unlearning process on
the remaining samples. Notably, ZS-PAG improves Accp,,
by 1.53%, 1.67%, and 2.23% on the FashionMNIST, CIFAR-
10, and CIFAR-100 dataset, respectively.

4.3 Multi-class Unlearning

We extend the comparison to multi-classes unlearning by
randomly unlearning 3 classes from the SVHN dataset and
comparing ZS-PAG against baselines. As shown in Table 2,
the baseline methods exhibit a similar performance drop in
Accpr+ as seen in Table 1. What’s worse, the over-unlearning
issue worsens when unlearning more classes. For instance,
the gap of Accp,, between BadT and BadT-zs is 17.79% in
Table 1 for single class unlearning. And this gap increases to
74.48% when unlearning 3 classes. In contrast, ZS-PAG suc-
cessfully prevents over-unlearning and demonstrates compa-
rable even higher Accp,, than baselines, despite these meth-
ods using remaining samples during unlearning.

Comparing ZS-PAG to the original model across Tables 1
and 2, we observe increasing gains in Accp,, as more classes
are unlearned: 0.11% for 1 class and 1.19% for 3classes. We
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Approach Facescrub/ResNet SVHN/VGG CIFAR-10/ViT CIFAR-100/ResNet
PP Acep,, (1) Acep,, (1) | Acep, (1) Acep, (1) | Acep,, (1) Acep, ()| Acep,, (1) Acep,, (1)
Original 96.1710.05 96.0513.20 95-52i0.12 91~30i0.30 83.80i1,16 63-97i0.46 73-31i0.31 72~07i1.18
Retrain 96.31:‘:0,15 0.00io_oo 95.56:‘:0,23 0.00:‘:0_00 86.57:‘:0,28 O-OO:I:O.OO 75.36:‘:0_34 0.00:|:0_00
FT 74.691631 0.00+0.00 95.9710,05 0.9540.51 87.60i0,65 6-43i1.68 74.68i0,03 2.33+0.94
FT-zs 78.72;‘;0,25 O~OO:|:3.34 804]—:&6.60 5-91:t2.80 80.69:‘:1.64 4.70:|:1_55 66.63:|:0.22 0.33:|:0_47
Neggrad 65.59:‘:2,10 0.00:&0.00 96~15:t0.08 0.02:‘:0.03 88.29:‘:0.63 4.10:&2,05 75.15:‘:0.15 3'00:|:1.63
Neggrad-zs 79~09i1.05 3.85i0,33 57-02i34‘14 9-40i13.30 76.89i7‘71 1-77i1.53 66.01i4,83 2-33i3.30
BadT 875141103 6.411480 | 96.010.06 3.271065 |85.51411.09 2.2017182 | 71.9410.32 8.3342.49
BadT-zs 74.60:|:1.60 5.77:|:2.72 78.22:‘:4,63 2.30:‘:()‘67 68.54:‘:4,58 4.23:&2‘03 24-69116.71 8.67:|:6.34
SalUn 85.2011463 1-28i1.81 95.8510,06 3.48i1,14 87.51i0,75 6-47i1.62 74.68i0,10 1.67i1,25
SalUn-zs 77.50:|:0,53 0.00iO_OO 80.38:‘:6,62 5.86:‘:2.66 80.77:‘:1.81 4.60:|:1_39 67.82:|:1.41 0.00io_oo
Fisher 51.88:‘:1‘36 0.00:&0.00 92.69:‘:1.03 0~54:t0.67 84.51:‘:1.35 6.27:‘:7.1 50.03:‘:1.93 0.00:&0,00
BU 77~21i1.98 0.64i0,91 82~19i6.52 9-26i4.06 80.78i1,72 4.67i1,55 69.51i0,3g 3-00i0.82
GKT 73.104252 0.9940.17 | 94.254079 2.954914 |74.6716.35 9.834597 | 63.5340.78 6.0046.45
ZS-PAG |96.481020 1.924021 | 95.63x0.07 0.21i011 | 85471111 1404014 | 75.542033 2.001163

Table 1: Single-class unlearning. Comparison of ZS-PAG and baselines across various datasets and model architectures. Results highlighted
in light gray are obtained in a zero-shot setting.

Approach | Accp, (1)  Acep,,(]) AcCmiq
Original 95.3910415 94-41i0.13 67.57i0,55
Retrain 95.9041 .15 0.00+0.00 39.384+4.86

FT 96.6710.07 0.03+0.01 36.28 14 15
FT-zs 52~38:|:6413 0.23:|:0412 51-30:|:2.61
Neggrad 95.06:‘:2.74 0.00:‘:0.00 52.44j:0_90
Neggrad—zs 32-43:t16.99 1.24:|:1.75 49.73:|:1,11
BadT 92.96:‘:0.55 0.61;‘;0.87 64.00i5_13
BadT-zs 18.48:|:4‘61 0.25:|:0‘35 40.61:|:3.78
SalUn 96.481012 0.1410‘02 40-82i4.20
SalUn-zs 52-48:|:6414 0.24:|:0.14 49.91:|:2_24
Fisher 95.18:‘:0,()7 12.36:|:10_91 50.06;‘;&57
BU 53.6415 75 0.451023  47.9510.90
GKT 72.784314 0.0040.00 43.1910.76
ZS-PAG | 96581018  0.3lig14  47.81i360

Table 2: Multi-class unlearning. We randomly unlearn 3 classes
from SVHN and compare our method against baselines. Results
highlighted in light gray are obtained in a zero-shot setting.

accumulate a greater impact from each unlearning sample on
the remaining samples when unlearning more classes, result-
ing in an improved overall outcome.

4.4 Unlearning Guarantee

MIA. Following the prior arts [Fan et al., 2023; Chen et al.,
2023], we use the same setting as Sec. 4.2 and perform MIA
against the unlearned model to probe the retained information
about the unlearning classes in the unlearned model. Results
are presented in Figure 2. Note a large deviation of Accyiq
from the retrained model may leak information about the un-
learning samples. Therefore, Acc,,;, values closer to the re-
trained model are more desirable. The optimal regions are
highlighted in Figure 2. The baselines exhibit Acc,,,;, values
either significantly higher or lower than that of the retrained
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model. For example, on the SVHN dataset in Figure 2b, FT
achieves the highest Acc,,;, among all unlearning methods.
This indicates an unsuccessful unlearning. In contrast, the re-
sults of ZS-PAG lie close to the optimal region on all datasets,
suggesting a successful unlearning.

Visualize attention map. We plot the GradCAM [Selvaraju
et al., 2017] results on samples from the Facescrub dataset
to evaluate the effectiveness of ZS-PAG. Two classes were
unlearned from the original model to obtain the unlearned
model. The results in Figure 3 demonstrate the effective-
ness of our unlearning approach in selectively erasing target
samples while preserving the model’s performance on the re-
maining data. The first row shows heatmaps for the origi-
nal model, and the second row corresponds to the unlearned
model. For unlearning samples, the original model focuses
on the eye regions, which are critical for identity recognition,
whereas the unlearned model displays random attention, indi-
cating successful forgetting. For the remaining samples, both
models exhibit consistent attention to the eye regions, demon-
strating that ZS-PAG preserves the model’s functionality on
non-target data.

Backdoor attack-based metric. Beyond MIA and attention
maps, we additionally employ a backdoor attack-based met-
ric to further evaluate the unlearning effectiveness of ZS-PAG
and its robustness against over-unlearning, following the pro-
tocol in [Chundawat er al., 2023b]. Specifically, we train a
ViT model on the CIFAR-10 dataset, implant a backdoor by
adding visual triggers to samples from class 1, and relabel
them as class 8 to simulate a targeted attack scenario. We ap-
ply ZS-PAG to unlearn class 1 and remove its influence. The
results, shown in Tab. 3, demonstrate that the attack accu-
racy (Accattack) drops dramatically from 89.09 to 0.24 after
unlearning. This significant reduction indicates the success-
ful elimination of the backdoor functionality and further con-
firms the effectiveness of ZS-PAG in erasing sensitive infor-
mation while preserving the integrity of the remaining model.
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Figure 2: MIA results of ZS-PAG and baselines for single-class unlearning. Results outside the highlighted optimal region may leak infor-
mation about the unlearning samples.
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Figure 3: GradCAM results on unlearned and remaining samples for
(a) SVHN (b) CIFAR-10

the original and unlearned models obtained by ZS-PAG.

Figure 4: Distribution of generated adversarial samples. We set class
CIFAR10/ViT ‘ Original Retrain ZS-PAG 3 as the unlearning class and generate adversarial samples to approx-

imate samples of the rest of the classes.
Acep., (1) 84.12 83.96 85.33
Acep,,({) 67.20 0.00 0.96

Accattack (1) 89.09 - 0.24 following, a limited number of adversarial samples per class
suffices to estimate class-wise subspaces effectively.
Table 3: Backdoor attack-based metric. We unlearn 1 class from Influence of adversary attack. We estimate the inaccessible
a backdoored ViT. remaining samples using generated adversary samples in our
method. A pertinent question arises: How does the adversary
45 Ablation Studies izttqck aﬁ‘eq the .eﬁectiveness of our met}_zod ? We conduct ab-
ation studies using the same settings as in Section 4.2. These
In this section, we analyze key components of the proposed studies address this question by examining two aspects: 1)
ZS-PAG framework. These studies focus on (1) the distribu- the influence of attack success rate (ASR), defined as the ra-
tion of adversarial samples, (2) the influence of adversarial tio of samples successfully identified as other classes; and 2)
attack, and (3) the contributions of subspace projection and  the choice of different attack methods.

pseudo-labeling. The results provide insights into the robust- Influence of ASR: We generate adversarial samples with
ness and effectiveness of the proposed method. varying noise bound €. As shown in Figure 5a, increasing
Distribution of adversarial samples. To check how well the ¢ results in higher ASR due to larger perturbations. Notably,
generated adversarial samples represent the remaining data, Acep,, remains stable around 85%, indicating that ZS-PAG
we visualize their distribution in relation to real samples. Us- is robust to variations in ASR. Additional experiments, as de-

ing the SVHN and CIFAR-10 datasets with class 3 designated picted in Figure 5b, confirm that as the number of generated
as the unlearning class, we generate adversarial samples to adversarial samples per class n,qy increases, the gap between
approximate the remaining classes. Figure 4 demonstrates the performance of the subspace-only method (Subspace +

that the adversarial samples closely align with real data dis-  RL) and the original model narrows, demonstrating that a
tributions, particularly for classes adjacent to the unlearning sufficient number of adversarial samples enhances subspace
class. In both datasets, we set class 3 as the unlearning class. estimation and mitigates over-unlearning. This observation
The generated samples closely overlap with the real samples, aligns with the results shown in Figure 5a, where we observe

demonstrating a good approximation. This proximity arises consistent performance across ASR levels ranging from 52%
from the reduced perturbation required to shift samples to to 99%. In the context of class unlearning, a substantial num-
nearby decision boundaries. In comparison, distant classes ber of samples are available for adversarial attacks. Conse-
require larger perturbations. Nevertheless, as shown in the quently, even a low ASR provides enough adversarial sam-
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Figure 5: Influence of adversary attack on CIFAR-10 dataset for
single-class unlearning. (a) We use various levels of noise bound ¢
when finding adversary samples. (b) We estimate the null space with
different numbers of adversary samples.

CIFAR-10/ViT | Accp,, (1)  Acep,,())
Original 83.80:|:1,16 63.97:‘:0,46
Retrain 86.57+0.08 0.00+0.00

PGD 85.471149 1.4040.14
FGSM 85.43+1.06  2.00+0.16
CwW 84.4611.11  0.9010.08
DeepFool 85.49:|:0,95 0.720:‘:0.11

Table 4: Influence of attack method. We evaluate the impact of
different adversarial attack methods on the unlearning performance.

ples to meet our requirements.

Influence of different choices of attack methods: We com-
pare four different attack methods, 1) PGD [Madry et al.,
2017] (the default method in this paper), 2) FGSM [Good-
fellow et al., 2015], 3) CW [Carlini and Wagner, 2017], and
4) DeepFool [Moosavi-Dezfooli et al., 2016]. Results in Ta-
ble 4 show that all methods achieve comparable performance
in terms of Accp,,, ranging from 84.46% to 85.49%. Minor
differences in Accp,, are observed. These results demon-
strate that ZS-PAG is robust to the choice of attack method.
This robustness stems from the fact that ZS-PAG primarily fo-
cuses on probing the decision boundaries of the model rather
than requiring high-quality adversarial samples. By focusing
on the general properties of decision boundaries, our method
accurately identifies the subspaces needed for unlearning, re-
gardless of the attack method used.

Contribution of subspace projection. The efficacy of sub-
space projection in mitigating over-unlearning is analyzed
through three experiments: (1) vanilla Random Labeling
(RL), (2) RL with a randomly generated subspace (Ran-
dom Subspace+RL), and (3) RL with the estimated subspace
derived from adversarial samples (Estimate Subspace+RL).
As shown in Table 5, RL reduces remaining class accuracy
Acep,, from from 95.52% to 80.41%, causing significant
over-unlearning. Employing a random subspace exacerbates
this issue, lowering Accp,, to 59.08%. In contrast, the es-
timated subspace effectively prevents over-unlearning, main-
taining Accp,, at 95.01%. These results suggest that the un-
learning gradient must be approached with caution. Mitigat-
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SVHN/VGG | Acep,, (1) Acep,, (1)
Original 95-52j:0.12 91-30j:0.30
Retrain 95.5640.03 0.0040.00

RL 80.414660 95.9149.50
Random Subspace + RL | 59.08 471 1.1541.05
Estimate Subspace + RL | 95.011933 1.464114

Table 5: Contribution of Subspace Projection. We conduct an
ablation study to evaluate the contribution of subspace projection.

ing over-unlearning requires identifying a subspace signifi-
cant to the remaining samples..

Contribution of pseudo-labeling. We compare ZS-PAG
with a subspace-only method that excludes pseudo-labeling.
As illustrated in Figure 5b, the pseudo-labeling strategy con-
sistently improves remaining class accuracy Accp,,, with
performance gains ranging from 1.77% to 3.27%, depending
on the number of adversarial samples per class n,qy. This im-
provement underscores the effectiveness of influence-based
pseudo-label optimization in enhancing the model’s overall
performance.

Computational cost of ZS-PAG. We conduct the experiment
on an NVIDIA RTX 4090 GPU. We fix the unlearning epochs
to 10 for a fair comparison. Tab. 6 indicates the running
time and unlearning performance. ZS-PAG uses significantly
less running time than Retrain and achieves the best unlearn-
ing performance, with the highest Accp,,. Compared to the
second-best method, Neggrad, ZS-PAG incurs less comput-
ing overhead and achieves better unlearning performance.

| Retrain | SalUn FT  BU Neggrad Fisher | ZS-PAG
Time |1h22m7s|5m13s 5mld4s 5ml6s 10ml12s 21m34s| 8m28s

75.36 | 74.68 74.68 69.51 75.15  50.03 | 75.54
0.00 1.67 233 3.00 3.00 0.00 2.00

Acep,,
Acep,,

Table 6: Computation overhead.We unlearn 1 class from CI-
FAR100/ResNet18.

5 Conclusion

This paper presents ZS-PAG, a novel approach to zero-shot
machine unlearning. ZS-PAG approximates the inaccessible
remaining samples with adversary samples and confines the
unlearning process within a specified subspace. This effec-
tively prevents over-unlearning. Additionally, ZS-PAG in-
tegrates influence-based optimization techniques to enhance
the unlearned model’s performance further. Our theoretical
analysis provides robust support for this approach, and em-
pirical results convincingly demonstrate the superior perfor-
mance of ZS-PAG over existing methods. Moreover, our
method exhibits robustness across various model architec-
tures, underscoring its effectiveness and adaptability.
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